245 http://www. bannedbook. org/ 2% - AX [ W KR Hi%:  http://tiny. cc/meyarw

A SAE L



245 http://www. bannedbook. org/ 2% - AX [ W KR Hi%:  http://tiny. cc/meyarw

Published : 2011-10-28
License : GPLv2+



PR http://www. bannedbook. org/ 24 24 8] ¥ K fili BLI%E

Table of Contents

fa

INTRODUCTION
1 &N
2 KT XA+ER

QUICK START
3 HRENAN

BACKGROUND
4 HEXMNME T
5 BAEARLE
6 SiTML S

BASIC TECHNIQUES
7 BRI
8 B
9 MIAIE
10 3 (Psiphon)
11 SabzProxy

FIREFOX AND ITS ADD-ONS
12 NEBKIN (Firefox)
13 Noscript %l] Adblock

http://tiny. cc/meyarw

14 HTTPS (BXAMEHTLWMN) Everywhere

15 RIEREF FoxyProxy

TOOLS
16 A/
17 BHI7] (Freegate)
18 Simurgh
19 FTHRNILE
20 VPN R%
21 7 Ubuntu _E{#FFVPN
22 B fRIPE
23 Alkasir
24 Tor : JFAKHLS
25 JonDo
26 Your-Freedom

ADVANCED TECHNIQUES
27 BB B MEAT RS (DNS)
28 HTTP {{IH#

29 AT

30 FFREEIAE ML (OpenVPN)
31 SSHEXE INZEELA

32 SOCKS {38

HELPING OTHERS
33 HIRANCREE
34 N/ Xus &4t
35 WIRMITAIE
36 EITRIERXE

12
18
25

32
37
39
44
50

55
56
61
65

71
73
75
78
80
83
91
98
105
119
123

134
146
157
160
162
166

177
180
181
183



245 http://www. bannedbook. org/ 2% - AX [ W KR Hi%:  http://tiny. cc/meyarw

37 WEAETE RERIEMIE 184

38 WE—> Tor gk 187
APPENDICES

39 Glossary 193

40 TH{HEBXMENE T RN 2 B+ KR8 206

41 BEZRIR 210

42 License 212



245 http://www. bannedbook. org/ 2% - AX [ W KR Hi%:  http://tiny. cc/meyarw

INTRODUCTION



2545/ http://www. bannedbook. org/ A% &% [H M KR EI%E:  http://tiny. cc/meyarw

Bk

1948F12A10H , (HRANES) WETTFRET —MHHE, REBFETIRITBIE NIRRT
mSARTMT TR

KEENG N < SR AESKI AN SENET, B2 , TRRE (BF) B
EEAEHMEMERFAT | XLAF R S A E ML AAIARHE . XEA
AN 5 B0 RSB — IR A B MBS IR SO 4 R S, BAEFRANIE 7 ERINBUE
AR, SHMETRR(T A, ... BT DA R ST | 3 B R BT
AW, FEASEIMRZE MR SIS,

(HRANES) EFOFIMRNEARRF 2 —HE 56 B HMAF)

A NEE NAEMZ0E B BT XMFEERFERAR T RBLE—HENE
FTRERTK, BRIMEBEENMNRKEH.

LETERTFRWE AN, IRAEREISIRE MGG EREY KAN1“FK, HRMEBIE
SIEEN  MUBEBTAR , MELMRARBREMAT S 6, . AE, BAKKX , Bid51948
F ] A EBEENMRAR R A NSRS MR E.

AP EZHEEER S RIS

ERAM_EOARPS B HE R R R U A LB (RIS K P T SR | (518 AJSAIAR
TEEFE LU S B BE AT SRR INE T EAEARIRMTT : — MR MU R, RS T
IENE., (RARRCEEMRSE RN SRR IR S X TR REOTHSNE, (RMINET.

FERAXLMTT |, SHRERN AT REMEITRE T 2 30 AMAERNRIF 2. SRERBIET —
FERERIR |, WERLAER AT BT R INER R A B EEE B — 1 ERNETT T RN
PRI AD | 1285 B3% - A] AT R A 00 B SRS HACE RN T AL AA ; RA] AR 94
HRANFL NS REEE R REFT=mE0T , (T UEBRBLAE ; AR UBIE B
B BB AR AR R A R IR B, MBIRS M E MR FRT .

B2 , ERMARIABIRINARNBEEES . OEMERK. MEUHREES—H  BEX, &
%{L%%"E‘iﬂFﬁa TR, R FAEFBR. PRSREUEE AT ARG R RS KT
REAH B,

HAZFN AL AR A

P ELIXM | R A PEBT AR FIALRIRTE | AR Ak VR B S A B A AR
e, (HT AEBALBENRT B MR KRN BRI AT R AENE . XLEhER
SRRMBWL. BIFaE

RIFRFEEFOIAANPELNTR , RERBUOISTTREGE IR ALZA.
BB IS T R ERAE R _E AR BV BB KIZ
EHEHE—(ERE LR — IR EETIRIRBIRRAI KN,

*’ﬁﬁgiﬁﬁﬁﬁ%&%%%ﬁﬁiw FERERE  REDIEH AN ATESIF AR TN RZEE R
/J\y No

 IRBINEREERXA (N— P ERK—ROFRALR) IS SN RS LRIES)
IR , AR EEREN TR, JYSBR. BEMZE , DEBIAARBRNAE R, BUA
2 E KA A R EE.

Hep— 50T mBIE AV AN ESEHEIN B D N EERATA (AL E ARCRAM TR T AR 13y
IREMH ORI B OB T AR ) | B —LE507E R U/BIEBR I fth \REEAHE A E XM L
BABMIRERMABEVIRTA. SRR AR EEX T PR GBS S IR , JF—Fb
ERSBT ERKIHRFIL.

VETEX IR E B AR 2
SRR E A A E M AT F L B 0 — R 2 4, BBERE. ¥R, &
WAE), MIBEEZESIHKMBSRMER (15Ps) |, UREEBUN.



245 http://www. bannedbook. org/ 2% - AX [ W KR Hi%:  http://tiny. cc/meyarw

BRI S ARm1E TE B 4 — 1 E R NBURF X IR BIH A7 E R R AR R A E FhE s Eak
SN R BRI Z(EEHIESN. WLEAIHEN_ (http://opennet.net) KIBFFRESI T ERIHL
R _ERIEMEPIFS 773, X EESATIAA NS ISBURIESR |, R R DUE RIE 81 Phik
IPRERE WA AR B REOASERLR, HiE, AL RS ie . HAbERE g R —
FE XA |, 2 Bt GUFE bk pLx R 5 ABC S Ak B0 |, Phanitdsintt
R BME—R SR EBEE NRIPNERANOERREISREZESHeE, METRER. &
WE XAHADICIRIES), MEFFTSMCIBE, EREFEDERRPOEMER.

RS
E—IXE kR A R A AT AEAE A B AP EOR SR 1 50 O AR BB RTES) , T Rt PR
REXEAHN., XNCENFELEF N FRER LT N LR T+ AME |, 208 5%
JE R FEME |, ENAEPITYUM WX R SRR TREE B EMEERK P RAEMUT
WREST AR TENIEE.

AT ?

ARAE PR XS EL IR TR F B s B B, BAROAIRRBRAI A ISR | JLTAT—iX 26 B ARFMI—
FISESTIVE A7 iR 7] BEMAL A 2 A TAD B EE R vl S R B AN HA AL, — L
BB , MR S S E R AR ek R Facebook S (st Az M , HUESEARA A
EEREHIRT , 2R T BB NEE XEUA R XIRAMETRARAILEA

BIREVEE DT XS EERMI131R) 2

HERBFE(E (TR R A0 E R NFEAEAT 20 TE A PRI _E FR BT BUR T UER RE N 1B I AR E AL R MR RE 5B
5. XRRHRIRER T AR X REESK | ERTBUFSHEANAMNAEN , AaEaTARE
BIBAERE TR ERRNE G, ISR EENER, EFRE MR R IR 2 869 & BRI
IFERBUFZRIRAIEHIR | (0] SRR IR SN IR AR )RR 3K,

SRR E B RN AT REL EF B ERE |, ATREIMMLE NE /L BRI, —EERATTAIAL
YFFRAE YRR | FIRREEBIEIME A DURIAEE. HMAERISEHMERA | B KREEIE
IEA R A I (R B RXM AR S IR BT s, L7y |, IR A= , B
YRR ENBUTH A AT ARRESMA. BMERIER—EZHETHRIEMN AR EMZIZE
A RESRAEE, BATMIHIZFMEATLARMARBITIIE.

AN ABERBRATRERIT ST |, HBHABIAAR REVIRIM AR 8EE BRI B1E1E
RAUXHER, BEHGAERNN REALE"SISEL T XA BREEEMIR. HEREt:
K AT REIT S E RPN AZER . FTPIXTAS R E M TR S R A AT RE VI8 R

eI TR LRI T 2

FANE—LEA N WIS B XA ER S HRIR — MR ENEE—H , LA
EREZ DR EEMEE FERREEITRERNABBEM. XA GTRisHI T IXMEH8
EN—HRAEZAFENEML. S8 , STABLEE BXP5 A SR BIAAS R — LB AR | XLET
AR AR —LREMNTPLPIR, E—HBUAE SRS AT RATREHAER ., HXE
k. FEFNERERENKERREBN TIFRTAMBAZS ERMESE | 47 KBRTE
BRI ISITTiE, SESRR XA AS T , BIESURREN R RRIMRRTT IR, RIPRIZEIE
ZRENTEAFERF, R, EAULFBURBAERKARIE. BAERREMEKNEESEE— 5
AP T B TER , K -

« WREEAZEIMHEEREL
o FEREFPURIE
« SNIE WA R GAR— R R PRI BN A

)

C

(

E I




L5 http://www. bannedbook. org/ ZE 255 W K[ Hi%E: http://tiny. cc/meyarw

)

X

(

L % E@
L2 ERT T ARNK ?

RAMR , BESRAMNETRRBIKA |, BEREVIFFEZNEEREGEEANEK , LB RAEXL
FXREORTE R, ARG AR RERAMESRF IR EX—1TA. H—AH , R
ZIEEVBFFANERIRISA B B HMERIONK | 238, KRETIFREELNLER.

THMETHSERMETLIER |, #4 7T EMERKMEEE | MR AR AFTEIRSE
FXUEWEBERSYN TANBA, XTHFRAMRLHNERRENEERFLE , AEATF
&, SARTELEERAT , ABPLARHE B A SEid LR TR E (M ETE AMAE N KA — M EENET

WIS — R IREEL.



2545/ http://www. bannedbook. org/ A% &% H M KR EI%E:  http://tiny. cc/meyarw

AY N\ b
KT XATER

(GEMETE) XATERENE T Xl , FER T —LAkEE M
iR, BB RTHESTEEMNERSMAMECRNFEMEE , AMEXR
KMV EEEESHERE
SEITERIFE R A IR A S ES 2R H AP RTERE.
XAPBZIMTE S ERES
XATER S — R TIER AR EE £20084E11 8 Book SprintEikt, \ M AEBEN R RN ZB RS
B L{EQIEARS,

KEERR T AT
SR EBHESR , FA

PRIEAEFREAX AT E R B AThRYw e T 20 WIS E R TS R
Book Sprint, X—&X , Bt — AEBEMERNATELILR T/,
AR TE"HIRTEAS , 7EMK 5Pt RO IREMEATE.

Ei? P JEBook Sprint EFREIAM KIS , MAMRIRIRT REMNLIRY. BIERET FIIALHNGR

Ronald Deibert

Ethan Zuckerman

Roger Dingledine

Nart Villeneuve

Steven Murdoch

Ross Anderson

Freerk Ohling

Frontline Defenders

Ks{# A2 BerkmanE BX A1+t 47/ MKIHal Roberts, Ethan Zuckerman, Jillian York, Robert Faris,
LA John Palfrey

XL R EH R E IR 1EGP USANE T (& R X eepkl .
XAFERAEFEFLOSS Manuals EE R, IR T 3IAERHXATER -
1LEM

FEFLOSS Manuals_E7F i} : http://booki.flossmanuals.net/

24555 |

WEFFXATER (http://en.flossmanuals.net/bypassing-censorship/ch002_about-this-manual/edit) #
Heh—= 3T,

MRRFEAMRANATIRFE IR ARE) , AT EETSIRIPREFHm K2R !

FAVRFORAOI%ERS |

AN Z X T{EAFLOSS ManualsEKMER. |, #RATRED A LI 1ATER -
http://booki.flossmanuals.net/

3HPX

SBAVTREMFEE. , ZHERANEBINATAER. FNBA—MERRCRIPXE. MRIREE
TEHHER IRC , IRATRUEER TR

server: irc.freenode.net
channel: #booksprint

MRFARFIEEAERIRC |, FEAREIN SR T115) T 3VET P EIPR AR A -
http://irc.flossmanuals.net/

KT X LB T M RAIP KR RIEEAEX
http://en.flossmanuals.net/FLOSSManuals/IRC

4.BB1F3IR


http://booki.flossmanuals.net/
http://booki.flossmanuals.net/
http://irc.flossmanuals.net/
http://en.flossmanuals.net/FLOSSManuals/IRC

2545/ http://www. bannedbook. org/ A% &% [H M KR EI%E:  http://tiny. cc/meyarw

BT T FLOSS ManualsfIEE , I ABIHBRESEK

http://lists.flossmanuals.net/listinfo.cgi/discuss-flossmanuals.net


http://lists.flossmanuals.net/listinfo.cgi/discuss-flossmanuals.net

2545/ http://www. bannedbook. org/ A% &% H M KR EI%E:  http://tiny. cc/meyarw

QUICK START



2545/ http://www. bannedbook. org/ A% &% [H M KR EI%E:  http://tiny. cc/meyarw

HRIEN] ]
W AR B A S B B M RE L R iaE e N A e IRS B , RN E TN,

MEEEGZFER. B0 , BUFATRERI G B R FRAMHIR S |, W EDA 2 RAE ABUT R T
f, ESTHENR, SiRsEXE. L RUSHHIRRRERZTIRKNE . AFAaEELE
FAFEERPIRVIRIFacebook, MINEHIFTAHE AT AEH B mFNF MRS . JRRBUF R RERE X T
FIRARE BB E ISR IRE, SXLERERANEETIRE , AMIBTZRRKMR.

GAT
SHTRSS HXMEERED), ARSMTIETMME] , BEJLFITANST TR JLFURGHTT
ATAE. oA SRINERBE — NN EBERSEMIT , BIUEARIE (proxy) | E:

o UTIRALRXMEE KT
o IRBWARATTBHE B
o FREANAAVRE R R FREAIR @A,

TEMEL

ICAESALAXRIBERETTENBRAR. FARMENTARBARRZENT2M , BERAR
RETERR IR R X URE FTAIBN S AER. XABHLEMBREKMEMAT TR , ©XIERAESRLT
HERIMTEREZERK.

FHERZ AR

BUT ARBAERITRRIRERER |, MEAMK AR ZM AT R, XUREF IR R
BB AEREMERE, H—REMIMAIMC , R RAERE M EZARAETR AT AT A X
Lo, TEEARAHRER M U TR AT RERNREHERt B TR I

—T AN T [RERIEENRSE SRS HNER , AR —aT M BM. XU TAKE

HERRRNIES) , SMELFEER., — N TATRERIRYINITIEME 7T ORI EAAE |,

RIFEEEANESWEE, B8 , ARPERRIR , 5K, R LA ERN
B, ST ERKMEERISESERNE R , s E MR EE I TR L SRR

1@%1&&9‘]%@%&4]73&%0 RERXTXLEERMUAKNENERM , ERNEAEETEREERN , Ik
0:

RATH/ERE, HHABHRRIZENRE P T A

AT AEABIA L At T B AT UL AR
SCULARAERIAN A 2 X R I 532

CONE 2 LA S GE S T RESTIIER st VL W -EE SN

VIR Z ¥ BRI S A58 A B SN
BEANGTTAENANE, RATTERRITEORRTRAASIEN , MiER EARMLTH
MTE | EA%E— IR, BREETAERNITIEBBE , iR TR :

http://sesaweenglishforum.net

RS FK , R AN ARSI AR SIEE At

| URL: |hﬂp Jhwww bbc.co.uk/ | Create account | Logout -’\'v’|

1Z[E% (Enter) BAMCO, MRBINTGMENEREIME, | BACRATITH. MR EEANEETLE
A, FRRFHR—ABRGT AR, XABRMIAIE (Webproxy) FMZEX (Psiphon) gt
—EIHMAARENE NI KE LT —ERMERAEREANZIEEFERAERRE.

NRREE [ MERE 22 Mk Facebook £ B ThEE | {fﬂﬁfﬁ‘éﬁﬁfgfiﬁﬁfﬁ\fﬁ’ﬁiﬁﬂﬁ\ W?%E‘]I,Ec

fUltrasurf | MAZMIAIE, MRFERREFTE—MERAR , ©BE KRS BRERE)
FIRFES | K%g{k%ﬂﬁiﬁﬁE'ﬁ%Eﬂﬁ%Q% , fkﬁi&_ﬁﬁﬁTora ﬁﬂ%ﬁﬁﬁﬁﬁgiﬁlﬂ?&ﬁ‘iﬁﬂﬂwéﬁﬁ
IRMAUSZE M, 23 E SR BT IB 5 A S E R T ISR S 25 (#Mozilla Thunderbird 5%

#Microsoft OutlookEFEFFE M) , RAT L= HotSpot Shield 2k& H AthiOpenVPN RS, FTER
XETH , EXABHEEEECHET , HEMARINT.



http://objavi.booki.cc/

2545/ http://www. bannedbook. org/ A% &% H M KR EI%E:  http://tiny. cc/meyarw

VIR T B B MEq A&

Ultrasurf 2 —MME&WindowsiERSN G ZARIE T A |, aTRAM http://www.ultrareach.com/,

http://www.ultrareach.net/ & http://www.wujie.net/ T2k, THRNELBXHEEME , AHIEE

g“éﬁﬁﬁﬂ—:" ( "Extract All...") . 3EIM).exeXX A UARFEREEEZGS (BMEEMIEAUSBIA
)

e

& UltraSurf 10.06

B @ &

Harme Retmy Option

Caonnection
Prefened Speed

v @  9anz
Q r @  g9c: meeee——
@ g eeees——

Part: 9666

r
Statuz  Successfully connected to senver! Feedback

ltraSurf

e

yﬁltrasurfﬁijﬁiﬂ% , K Bsh—/ #FiInternet Explorerif|% 2 &0 , /RA]AE FEFT I SE B
uh,

B s EM _EIRFFER

TorE — M ERNAIERSHZME, ERAETRNFIFRYG  TEEMARAFELMENLE , EENZ
—MRIFREELRITLA. XFFWindows, Mac 0S X 3kEGN U/Linux i Tor I ST 2820 48] A
1Ehttps://www.torproject.org/download/download.html.en_t &k, fn&Rtorproject.orgMutifEt
B, #RA] DUB IS AEE R KIE R 5| 248 R "tor mirror" , BREERMEMNIEX B A “"help" , KE—HEHT
Mi#FE]gettor@torproject.org , $REIF ALK FEMMAL.

YIREETEI , ©EREIWRERHREENME. WATLRUSBAR , #Ra]AEMIEER. 4R
RIETTAR T BENTorX¥E2%" ("Start Tor Browser" ) , AaiiTor (MR RE XIEELEIEEITHTor
giFirefox) ., JLRMPE , TorBENBah— MEFRIRRA I Firefoxi 42§ , FTFF—AMNUAMLE, tNRIRE
BB AHS B IS E/R (“Congratulations”), FREINIYEES EARCEIFERTor, #RABTTMER XA
B OFT IS My,

Eile Edit Ei History Bookmarks Tools Help
@E- c 4 (IR nttos/check torproject.org/llang=en-1 77 -
£, Most Visited | Learn more about Tor || The Tor Blog

.| Are you using Tor? | +

Congratulations. Your browser is configured to
use Tor.

Please refer to the Tor website for further information about using Tor safely. You are now free to browse the
Internet anonymously.

Addisional infarmasien:
Youz IF addsess appesss %o be: 91.2121.170.32
This =mall seripr i= powered by sozdnsel
Tou may alse be intezested im the Tox Bulk Exit List Exporsex

This server does not log any information about visitars.

This page is alsc available in the following languages:

(hzabiya) Busmese Sssky gamsi Deueseh Enheuesd (Eilimaka) Esglish sspafisl Eszomsan fazs: suss: fzangais
ianc EH#HE (Hihongo) norsk (bokm3l) Hederlands polski Portugués Portugués do Brasil romand Pyoomoi (Russkii)
Thai Ti=kee wepabnesss (ukeadims'ba) Viemmasmese P2 (F)

4 or Enabled



http://www.ultrareach.com/
http://www.ultrareach.net/
http://www.wujie.net/
https://www.torproject.org/download/download.html.en
mailto:gettor@torproject.org

245 http://www. bannedbook. org/ 2% - AX [ W KR Hi%:  http://tiny. cc/meyarw

EA— R ENBEEMTEMEIRE

ANRAFASAE PR3 2 SN B EXPIAR 55 | 20381 AL 7R Fimgnoutl ooka T hunderbird s FFE 7P
, — N BANREMTTIFHEEREINE AR (virtual private network (VPN)) . VPNKFE(R
O ANFAA FL AR [B AN B2E 1 TR AL IR | FTIAANSURT A AR BT B RAP2E K B e Sk AN 53
WrE—#F , MEMEBESE N IR RRK AR IZE, A& EVPN |, AREGE R IR S5 52 (1K
ETERANE , BRECAERIMREMERVPN, FHAFLBEARERVPNEARRSIERFTIN
EARIMAE , VPNEARRATRE R K E 481,

Hotspot Shield

— R TTA{E FIVPN I 7 1% 2/F FiHotspot Shield . Hotspot Shield 22— PA#EMicrosoft
Windows #Mac 0S X ERGE AN RN ((BEEFULE) VPNRRFAER.

¥ Hotspot Shiel dB{RZAM https://www.hotspotshield.com T4, XHEH6MBK |, FTRAEAIZH
ﬁgig%gTﬁﬂﬁE%@ﬁﬁﬁﬁﬁﬁﬁgETJLI\Eﬂo TE | BEWE TERFH |, RBRTER SR
NG, S

—BRETRE , AEE_EA"Hotspot Shield Launch"EIFFEE T "F2F (Programs ) > Hotspot
Shield"f58iHotspot Shield, —MNEARHTIF , B— 1 BRAREREEAM N EERE" (
"Authenticating") FN“IEFEHECIPHENE” ( "Assigning IP address") HMASTIUE., E#IF/E , Hotspot
Shiel EREEZIRIDTE, s fashe ("start") FFIAHR.

JRH Hotspot Shield, &R , & "Disconnect/OFF",

10


http://www.anchorfree.com/

2545/ http://www. bannedbook. org/ A% &% H M KR EI%E:  http://tiny. cc/meyarw

BACKGROUND

1



2545/ http://www. bannedbook. org/ A% &% [H M KR EI%E:  http://tiny. cc/meyarw

B XM LAF

Bg—T , A ANRERET ERH AWML MRS ERIAZFHAM LRES. 15
NRERE—BREBIT TR MBHELERNIRE, UR , WRAMBEESHMMLE , NiTSHAb
TTEAFIMLE AR, BACKEENENBLL ., XFEFGERMEZE MR A EEH S
AELHREHKM ESINT ., MELRKMIREAR , HERXNERMENEEN , BERMNEEIEAK
EMENERTEILERT .

B XM R AL S o] ISR AR AT E B — D S @RI AR —FE 4 R E AR AR
BBt EH

AU T EAML | FARA AU FIRMIEKLANS | K [ —HiE s B Z 1T AL AR & SR
gk, A e DUB S WA RS R & SR MM ARGERE | Mk BB aME KIS
S —AN RIS R A EEL AN AT DAL T840 F SO TENALER BT % Bk A& AL i) B i B 4
ﬁg%ﬁzﬁiﬂgg—'ﬁ%ﬁﬁﬁﬁﬁﬁﬁ , BIEMEE+SEREK , (ELE SN RARERN , HE
RLXFEMEH.

L 1
=
"I AR R

2 2 =2

[ocn]

IE

]

A R 2 — XA AT AT 8-S a0 R A b RLE KRR LE AR EEIAEALIR 5542
AR LA R B S BRI

THERLE 2 [A)X LA B X AR B AR N B X AR S5-4R (R ERISPs, — N EBX M AR SR BRI AR TS
ERHBIRFRIIESNNE | HER B ARSI A — ) EEILMIRRA B KKK B (R
AT—BE) o BEBRT , FBSKbr LB T A RMEER RS R M.

AT HERX— , BEPARE IR R AT BEM— AN E R IR SR AR BRI B XM AR S5-4R R4k W
KHEECHERMER, (FLERAF—PEMNERERMUE , TR BFEENSBUE TR
K, MEAERUARS , TREETPUNRERERT]. ) ERFIEHBRAETEREIEREE
E ATz —HiEk , XEEEAE EIEMRER WA AT T MR RS S FERE,

FTFMEETEMEEETERE(ZEBET AN T ERSBRNEEAR, XEEEFEARERMK
BB XM A 2 [RIFIBIRACA AT BE . 18T B EE 28 5% 3 T MG E 2R RN E R IR (45 R A BT AR A
IX?:% ﬁJ%;%%EZFKEM%—'ﬁ?&%%ﬁE‘JEﬁU XL | R EARME AR, TREREEMIEDN
B MBI — .

iR EHRM
ERMMSIEE L BANRE —ANEKKN , 2PN , BERRTENMRNEASERERN , K
Kz Ser 3R ARt  EAR STH RN S E IR,

1996 FN—HRETTT , FRBATLKMEMERLTBRNMAXR- FFEE

—mEms, “BRNMIEEENHEFSERE, . MENEKUTR\EEASME—EE, B
HIGEAT AR AEHEEEMME.

A A E R SKA R IR B ERIF LB E XTI, TSR B BRSNS | SAX
LEASE SEUAMBLFESARRSR , MIFAEBEEn R % NEEEsh MM & B HEUR.

B XM 8126 AMTHAIE 7 FHARERE1E B 7E(E AL E B S 81EH 5 0 SRR A AIBILEIAR

Eo TjgﬁlﬂiWﬁ‘/&ﬂﬁ‘ﬁ)}ﬁ%ﬁﬂ?&lﬂ%ﬂﬂﬁl{’ﬁﬁﬂ , AR RO m A0 AR 55 2 4R A8 A RT3 R) Bk A
AR

12



245 http://www. bannedbook. org/ 2% - AX [ W KR Hi%:  http://tiny. cc/meyarw

R B AR HE

N4, REWFBMIEIL BLEUARMETTEIAURR (802,118 WiFi) AL, HTAXLE i E HXW
E A FERASRERE XM PN (RIS MR E) ST EYIRE SEIas. &
BT GEBKERALAFTERIREMRN , BEER B MREL b, AELERKX ,

BEXMERERIAR IZAE. EHAERSSX , NRAITIEANE.

Gi—2IREHM_EFIARENREAKIRAERFRATIXM PR (1P) .

TR LR R B AR A

BORMFEINEREIE XM |, BEE WAL — N RFIPHIE. BR— P EPBUEIEAR | %I Pt
ﬂ’ﬁ—ﬁiﬂﬁﬂ%l@iﬁ—ﬂﬁ—éﬁﬁmo SR, XAMGHRBOHAIL |, jﬁ\lpiﬂgiﬂt (FLEENNBE

%) A —EXRRS—AREMRITEANARER, B, S ORIFEAN A B EXM_LE T IR fa i i E
Wik , HAJRelE | — A ER (EME—/) 1P, BErE i ArIPYHRAZIPV4, FEIPVAT}
WA, —/NPHE LA R A fRfo—25SSTEREINM P/ M F S Y (30207.123.209.9) .

15,4 1Pk

FIBEEXMARS 2% , ANABLETALMEER RS 2% , WAF IPblE. B0 , www.witness.orgf]IPIiE
£216.92.171.152, FTFCIZIPHIMER EHIE , BIPHbh AT AEREE TR AE | 45 E AL AEIE L it
FRMERBEE B S EE XM _EIXEHRAB . XA REAEE RS (DNS) |, 72k, —4it
B E BT ARKBER HES AZSETHR 27 HXNIPHIE RS .

Fign , AREAERIE ARG |, R A Awww.witness.orgitidit , Bl—MEig , AT
#216.92171.152, RfF , RVEMIE — N DNSIRE[RETXELHRNES., BIADNSRFFKLIASL
HHRIPHILE , HEREITEIOZIXEE. ARG E M TN T AT I X ASKRE A
M, SHTEARREFFTITEAL.

216.92.171.152

-

MR B 1PVARRIF— I R4 22 AR TEAUERRIE BN, RSN ERAEZ 5ITEI
F—AIpiit, REXHE , o] AbhE 2 s 0 E R HEE R . B, IPVeMXERHIE B
ﬁ‘ Xaigﬂfﬁﬁﬁﬂ&%@iﬂﬁﬁiﬁfic IPVEItIhE P AZ SR IPVAsIIE B, BEEXMECIZ. 1PV63Bliti]
2001:0db8:85a3:0000:0000:8a2€:0370:7334,

%5%2011$9‘$1%E4]EH9€W%FQH%lPVGw}iﬁ( , (BXFMERAER AR R AT RS REBE RN
B ML AKX SRR

RE RN AE ST A L FERN !

o« RIELGRR R F AR

s —NEARE SR

« KRF R EHE

- BE—AESHIME

s BE—HRTHRBEBRIREMH

« B HRBERIVT BALREFF.

B RSN IR HRIBRRE MY KL A T EE S M RMEE. | tean -

13



2545/ http://www. bannedbook. org/ A% &% [H M KR EI%E:  http://tiny. cc/meyarw

o BT EAEREERIEY (SMTP) AOFEFHERMF

CJEI Y RIBEELDNY (XMPP) KRIEHHE

< EEAHEBPNY (FTP) HIXXHHE

<BIT LR (BitTorrent) WMNEIASTAXHHE

< BT PR FTEMER PN (NNTP) FRIPILE HELA

(;{_ﬁi))‘(ﬂ‘]éﬁé CEAEBMIEE MY (VoIP) FIEEEM , SIEKRIENNX (SIP) FISKE{EHITMY

RI IR

ESRRS NTHEEAAE TR F R | 18505 RIS A T M3 — R,
U ARHTRPTET | £ FE— Rk TN M 3RS | Pean o, ATIMEE. Operamia&f
SRIENIEEE, MTUEATE ERDYAAR B A ENNEHT TP, RETABRUSITHTTPS , K
RHTTPAIZANR , EREHERS (TLS) MBRURPREIER.

B[R B BRR_EAEE——TRIT
LEBA TR A PRI B FR BT [2)— A X — B F

e LW

AR RNEREE R | KA REE R —LE A NK R & DU S SR B R B AR 5 S AR A o
2, than— M ABRER R — N IERS. ERBAT , RER PR E R EMSIET T3 LT
BARZ —SEBMRFIRAAEAEE.

- EVERABAEAR (RS, DITHRERENIEE RS E TR

« MF ML (DSL) |, —FHEBBNE R N1EAT IR 55 R8T VAR AR BURM T

- FEATABHEAR (RBEEIKN”) |, B ELENR T REHEL A E TR

 GEFRLE , RAREAXERAARERHX

o TISBIRE TUAEER , THRFERAHIX

< BN EVEMLE BRI S

300 4 oA 3y

1. {R%i A\ https://security.ngoinabox.org/, ITEH KB “security.ngoinabox.org” KX —/NERE
HIBE RS , HERE—MEERMA EME RS (BHIE64.150.181.101) FHBERAR
ZRIPHIERIEE .

2. Ra , AR EE— D SAIPHILEARZERKIE K,

3. AERAT —RIIKIEBLR , §— M ERERNBIAE R EHIE B tighs , E2IHE
XHREIT B E T BB e, i

4. ZHENREERESRAR , AFRNIESRZETERNSE—RIREMTF (URL) FHESEEE |
MM B /RITA.

MR RS RS H T HAR & OTBEHEERERES) . oINS — XA R & A AR
A=K ; BRREEMRAEEIAH RS EAI T BAL S 2R E | BAREFESEI302 (8],

14



2545/ http://www. bannedbook. org/ A% &% H M KR EI%E:  http://tiny. cc/meyarw

M AXREER

EEER T AL R R RPEMISEN , BRATHREWRTHRRNEEH A HR T XL, A
m , Y4B ABERPRETHARGIEERBIRIHS SRR | (R(E B EEXMIRRES ATRERZIBRH].
FEXFMET , TR T FH AT IRAREIR AT AR SR A E L.

A kE , HEAEMIE—G TR A — 8 Z MELFIIRMRE. PiaoEiBhmLeg g
FPITH R AFMESRAME AL AVFIBR. &4 , SR E B —ft E R 25616
RAR A UH BT IR ML BRI EM AR BT ENNBR TS, BE , BIEEHATE
Z BB AP TIZBR B IT B T £TOEINBUR , BENERIES.

F—ABIFRAABER , LA N BRI RERIRAMIPHAE, AT, AR
T S LR A | TS ERPI IR I B G 0
RIS BH.

EE A DRAATRMEM R BTN AR, HmB WS, S8, DAREERT SRS
MERFENS, BIFFEENRFAEZRRTERRSEFRERAR., TRXERAREETRAS
O FE 2 E T AR AN 2 3t (58 LK .

¥ A AN
ATHZBIRARE , THNEEREARMTRRAALTRERMOLAE. TR
AR ASSETHER. BHNIERLT —RIEHTIN.
S EMEIRE
R PR T AN, B120 | SR F— PRSI — S | ORISR

FHTTPEHTTPSHRXARIMER IR S5 =5AR3C R, XFPATEL T AR T H AL, AR , TATA—D
FEEMSEERAHTTPS , AMAARIEIT2MTIEE.,

15



ZEF R http://www. bannedbook. org/ 252X [H K K Ei%: http://tiny. cc/meyarw

e

@

h

HTTPS

D

FELRFIFH , HTTPSHRUKB T EMERS (TLS) UMXPUNEER , AiEHE e MG 2R A
FFROIRARMGEK, B, FRETD (TLS) Td}w)(f&iﬁﬂ:fﬁnuh%lm}u (TCP) PARR{S BAEE M
AEESERTEIR. &IF f?iﬁ?:%ﬂﬂhx (TCP) EEIPHMX AR RIS SEETIE i) B f3th.
LERAMEGIHTTPSHRNES | AREFEMNAERARMERIRA RS (DNS) PR, W&k
IPHIAE, 3 ARSGES (DNS) YRXERMHIETNY (UDP) SMCIEREREREIEHA IR S 25 HIE
K, BRFBIREYRY (UDP) REEIPSIREMBRZITUE i B f3t.

ﬁ?gﬁﬁ%ﬂﬁﬂ?&%  BNEBIENZINKEFET —HEF. 58— BN ARTIERNEEN
—HFEFH,

£ Aim A

WHEALEE L ERBINEG IS Y (TCP) #E &I £ — B EAR
FERUAFESRAMNOPRIITHES . EHE6PY (TCP) FR%WS
¥ O SR B XL ERF XA ARMEE, mSmHANERBATFTE

HLREBBAN S R N 4 I B SR IR, (A PEUR M AL E
AWwmA%RS. )

IANA (R4S AFFIEENM) AZFEYARSERNSEAIIRN S IGARS. JLE LKR

HESBCYR 2R SHGIFINT

« 20FM21-FTP (3CH-1EHD)

« 22-SSH (RL7TIEFEVIR))

« 23-Telnet (ARLIEFEVI(A])

* 25-SMTP (RIXFEFHRE)

* 53-DNS (fi#ATiT3E AL FRE— 1Pt )

«80-HTTP (IE® I ; ARHOAERIE)

«110-POP3  (HEUCFRFHBAF)
* 143-IMAP (A& HRUFEFHRE)
« 443-HTTPS (REMEIESE)
*993-K£IMAP
+995-POP3
+ 1080-SOCKS{RIH
« 1194-OpenVPN
« 3128-Squid{tIH
« 8080-FRAEHT TP AAIE

(ARSI S A B E EMLYNEBEATK | B b | A KB o UB IS5

K (GFEERARARAE KR AT DU —FE RIS TIOR) . R, XS BLATTE R ILERGA
B TER. 6120 , REMERISEISEE | RAERIEE TR H SR — MR |, BN B3

16



245 http://www. bannedbook. org/ 2% - AX [ W KR Hi%:  http://tiny. cc/meyarw

A\t i H 80, HANFPKIMAHIAZBKECAE | FBLARRT DUER (EREEXMARS , A RE
BICASRMERRRS XA RS.

fnzz

IR — et S AR MERE | R A SRKBF A BIRE R | o8 AR
FRIE(S, MEEREBFIIEME B EBEHITEY , REZDTRNZNXFER. CBE TR
KAG—EE |, MRIEFEE AR , n— D RIENSEER  BIEARERA Y , AR5,

XPTFIBIAERD A EE(S  ARBEG AT R RERMEN ; K] BRMELRE A
1EZIWHR T SR RIS RLRIPIESE. BH—77mE , R S TUESR A IRIRAN RAE S TINE |
—LEHAAEBGRENE | AR OEEREERM | SE B RATIES AR, Fia , mEsE
FFEE SE—FTIRRAMSK TSR F—inf A POt ENS 6 |, B0, BEEAZEITRREAR
o, GITEERXANBEXR , DULBGERAEBEERIE. I TEXMSHRIE , RRKREXAT
AREAR | B 2P XN RIS E A AN EE S5 T B A S E eSS,
AR BENT , ERBBEITON , #EUBEKAE. KIR, BrHaE Y, B
EHTETEREENANE . BEDTTE —FMIERRANER | SFESHATOMEMNAER R,

BEAMENTWAEETNSH , NTERRS , IMEANHABTREE. U Tor 22KH58t
EEIE% REXAT—YHIE TR REESITREER |, ENASXEE , XEURTHITER
Be/J.

17



2545/ http://www. bannedbook. org/ A% &% [H M KR EI%E:  http://tiny. cc/meyarw

B FIRLE

172 X P 1 SC i 2 AT A B BT AT B T X PO e S PO KRS T REFK B RS S . B EXI
EHMBEEATURZ. — P ERNBFTRENMIE SN BRI |, B fe BIEHEZRNIIA
MIEGEMAEE , BT BERABUTAAAR ] 20 B B TE S AETI A . & E AT ] AER
B RE XA BIMNSCHEE 9 | B b 1T BEBI B IARIA M B ERS MO AR SR TR (548 X _E54ar
BT R TR SR AR .

WEFRTHIE ML ?

BRI SRR E R E 2, BUAER) , BVARSN. BFEERARN A RIRESRI
AT E B UNAE R BT 5 , TORE XM AR R BT B O SR ERE AT AL
E%Z%Eﬁ;%ﬁg%ﬁ%wg%m RIKBUFEEREB A BT ZE B AR E ANZENEERHTE

E19:] =,

BUSRINAAT ZAERNEAAAR , BREZIFEAFNEL—S , HEERISMOIEET
B SR B BB E Rt R A AT ANEELEE.

BAftS 5

B EXWEREEBIT RN R0t 270 R FF AN, EEHY REFEARE , REEIFELAM
NEFER, 5K, — LI ENRIES WAEFFARer RN , HEEKH 2 RTTERNAFHE
BB IREME TR A (TR X 51,

ST, BUFFHISA B AEKR X £ B ARakA X B X M ZE AR S DOR A2 B AP ELA S, —
LR SO A E MRS RS B — IR ZE | FECH AR BN E R XA PIA A AR 5 R
A) , BAERLeE I T RERLESNR XS L B ERRIER S (0331R) .

HABBUF NE S AR BIFIER MBI AN TP R FRAMKITA , BRaEwmiIsS
EAES I S8l 9N ES3 7R STl I 8

—4E MR A NATRE R R BUF SRBUF AR EIRR), 8B — N ERLKMIGIEE 7
WALEVER], BUPRHE S E BTSRRI MRE S ENEREARNEM , BRS FEHRARGELE
S PXTBIAABE RSB P A AR 55 8315,

B AT ABSE ML 2

T E BRI —DERFERE , R M A LZAMIESBUAN RO LIRE KM, Xf&
ZAPKER, (BRTIILEDHRER) —AMuEEIMER—PEFREE RN S —NHITEXS , B
IMERER 5 — I E SR LB A P RANRRSLLEZOSR. REBIERR BRI ER %
BRI , BECMEE R IEARS RERR L.

ML /AN FFEIN (http://opennet.net) IEER—02E , FATATANAEF—LERINT -

e BUARA

%Eféﬁsﬁ'—ﬁﬁﬁ ERNBURM R M RFEZEL , SIENABFREZEM T,
o (=R

BFAREREESEE, WiE., E. 2YMEMrsEERKEICARNERE RN,
e ERZ2FR

BURREHHES RINEHNFXRHNNES  MREMEEERTLEKNENE.

ATHRESEFEANN , BUFIREITEREE AR MR RERN TR, ERIRELT , BUF
ATRABLEE A RIREE MRS , MRTERIEE—4F | 3B AR ARG B E M NI E
BXM , #anE20054E 15 FE AR K 2011 4R FEIR R ANFIEL T 458 & L PR,

5 A AR ST SR AR S IR AR AR B R .

R AT ARS8\ IR S5 S (LA S AR i) , AN ALBIAN S B EXRESh |, FFREMilAN X
EREHKMA S, XUE—MHSMEINIAKSKNENTFE. 620, EEANARK
JiF20104F 5 A FesKk 243t B HXP AR 554 LRI 51 %Y Facebookiiii[a) , MMES SIS E S AL Mk b
A RSB IENRIERIR , EAMIIFAREEHIN B R AR Facebook,

BURF AT AZSRISHR AR |, PLanENMStgRtE ., Mh ST ReilZRs| %, ZREFEGIRTHIA

AR RSB AN SRS R, Fi0 , ABKARFABELE (402010637
HIEFE , WEREEMRRS EEIEmAREE) WRKRBFEFXNNE.

18



2545/ http://www. bannedbook. org/ A% &% H M KR EI%E:  http://tiny. cc/meyarw

BT 18 2
—fRRt , RMERE BB AR LLRIE— A MEism AR RIEE. SRl — M g4
HIMEEE | fRETREREI— B AR EERMTARIRA. KT EHE RRGAM L E F
%{iﬁﬁi‘}iiﬁl‘ﬂo B ERM RS REFTRETALLAFRENES , EERTEX (ESH
Y

—EAR | &SI AEB R MR THEN , ERARENAS FERMLEIR |, I T g eE]
BRI AR & TIRE. AXREEA T , IR REMEEERNES  HRRTEXE[,

FE—EER , BFZTREE T LM, 620 , ESRHIE DS e eiE s
SFE—REBUFRABKIEE | MRAMEEHE ST AR A A58,

EAENHYWERE , FERE LS —RREFAXANBTHIMGERE EFEARRREMIT
FRISERRRRETHIE (b, “MIRIREHER | REERLEBN) . H—NEEE
FRLES| EXEE ETRHIRIRTRANGERST AMIEE.

IS E P AT BB AT AN R BUFSKHE. LB A BEId ISInth T ISR, WEAR , WF
BEL |, REEEXMRIAELE A = A SRS ERaIBR, 0 A REE R L R AR 8
. RILEEEE AT Z NS RIR.

RZ BFHE RIFEANEERN EKITH — D ERME BRI AT Y. INRBUF RN FH
W EICE , NEEXMEIS I ANE E BEIE AR IE (SRR MR M.

PRI
REHITHR TR R H AR ENAA SHIER.

o FE—LUMTT , ARIBUT AT BERARA RIS ISENE RERNTIBNE . ARATBEBRAI ELEX M AR 5532
HAEIE , PBAXEAEEAT UL ELT G, BT TEEEKE MR- (AR ER ML FR
REE (BAZHS)) Thee, BUFE SRR SICRAMPRICTIRL IEXHIEK | 5
A ERUGEEEA. SHXE , IAEARRSEEN. FEEEREIFBUFITA
FERBR , LB S GTERAN AM S BRI EAICEN .

o Sty |, BEXMIRS IR M AT B AR A iAE B L MSE AR % | (BBUT B BT A SIRER
BFTHIRE VIR | 1ISAKHE— M IRAMERK K N B E IR

o LTy, R ATRIRE/AFILACSMNE AR S A HIAR 5. X LEAR S5 FR ORI ELEX R S5 S 4L
BBUFTIEA KA, R BBt R EURNE | BB, mRXFMEARLED TR
% BATITRESEREMTE. RETERBERRBIARENEMT A ERHE.

o ALYy, MRV ATREIT USKBR T ASNEIRS, | RFRIEFTIEIMSE . HXTE XM AR 5552 4R
KHETARIES] , HIREBRAIREAR. MRRER—MENEFE , R higEE. BUF
ATRERBIRINSB B RE P LR,

AR
BT — RSB SRR LA B P L 53,

o EHR RO BEAR RMARMIBUFSIE T SR— T, R R R EM SR RPN SR
DIEHRRIRRI T &, (RATREAB R CR T MIME AL, B T, VSRS, R
AIBUFAEE LA RHME AR ST LU | (BRI EKRIREBIDIES) , I Afh
A RENR B L RS NI AR .

o W% : RATREEREAEAR  BFLANANRAMBGIMEAMER S . FEFRE T ARURIRE
ARZG. IRAIRERAFE— DAL BAZIRBIKA~HER , (ERENRERIEX AR 2R
W, {RAJREE EXRER A RREEEI— ST

o iCE : RABEA —LREESNFRMERE—HNRTIR. FHALILE. BRINBFRITEERK
REEHA. RATREHFERIFECMAATBERIRNIEMIEZR.

o 3 RIS SBUA , BNLSHNBEHEE , METERETRIRRE, B
AATAVHAT, fRA]BEAB R FEise— MR8 BN SE X T HABE RAVETE. REBUAT ] BEA 2 g
XNEEEA—LHMRREEER.

TERE DBEHBE BN EIREZFREIFN ; 04 , NEMZMKFE. HAMub7EERR
MBRATRSER EBAETTTRERXM A AR ENFEREE.

— L ST UL E L BRSTEINIRAT , AFacebook, MySpacedkLinkedin , T 55—L8 Mk NIFERFE AIEIZK
XA XERNAF, : FEMQQ (Qzone) . FRAMICIoob, &% HiffivKontakte, & FNEHBLL
W EHis, JHEXKEZKKI0dnoklassniki, ENEFEFKOrkut, #iEgHIZing, SFIEHKIMaktoob, HZA
AmebafIMixi, ZE[EKIBebo & HAh,

19



2545/ http://www. bannedbook. org/ A% &% [H M KR EI%E:  http://tiny. cc/meyarw

[ Facebook
1] V Kontakte
3 QQ zone

# Odnoklassniki
Ameba

)] Maktoob

/~ Draugiem
Cloob

[ zing

] No Data

BN I

LR BRE NS, S R I LR SR (M) #=5, ) ‘
TERE R RO £ i 2R F— LR A BURLLE R A ST A SRS 1077
i, WIS ETIAESE A A P A RS A TE R R A0 RIS Bt it IBak iR Mk B (T —
BB ES), BT | s AR R AL IS i+ AR T BE S
IR R A RTS8 T bl — B aS — IR s B B PR S5 2 (AT R —
A H I I EET AR B ; B TR PR DU E B R B A L,
BRI | 18 TRHLBI B AL, R 1TTAEE AT AT e Wik
(BT FIATCAITE | SRS NI | B e AL FR ik B e e, MBI
SRR TR BRARLAEED | B VA (HAREFIENN. (b AER AT AR
MUBAES i8S b, BB ERROE TSRS, DRE BT AF R, URE
RN (REEIRT B A AR BRI

BATBA R |, —BEREGINRIRI RN , NESH AT USHFENEHTE L. A2
EAMSFRE ALY AP , BENERGTRHFASR. MUK EAREEEAE e
MR ERNASIREME , MEANTESN , MISSBATR P , BIRIFXAIIRNEHTRR
gﬁﬁo BESh , R—AREEREEER R EPTTI , ABAAMIGRECL A TR Rk
ELAN

HEITEEN AN RA R P ERIBAER , ARHEIHLHREFEUEIRS R AR R
7, ARARSCARMERNE.

EBOTAIRIRER | BRI T — Rl LR, AT AL .
AR PR AT ‘
ERTRRMBRIRE SRS | FENGN (SR A ERSES) SRR RRNE,
HESR ok 2 B B BRI AR A A B AORH TS A R DR T I F PR SR 2
s, ERMARS R HRIEAE —HeiaR R Ik S FIPHEE . [AERR P A RLAGa b bl
i BRMER L, —ABRRRSEATTLR S RIS IR AT
A

iR R A DR AT ERRHE. — A ER A R RSB RERMRS
IREFREBIEAIPLIE M, , NMAEMLER T HER, Rt , BB EE KO TAR R L
g?éflﬂﬂﬁ%#%&ﬁﬁ%ﬁﬁﬂﬂ‘]ﬁéﬁmﬁ , NERERAFEFPIER M (RSN ARIERSA R E A

S X P R 0 BRSO (AR TR AT AR PSR B | T EL
RS REPM M BZISERNNEZ T4,
AR HE R ARAFERHESINAMa N — LA AR,

pog 11t 3 3

iR (EAMIEERERY M) RERMECHMFRMEEENTTEL —. MESEEEE

Fame Mg s |, AR XWEL TaSNE . R MILE 2 & /AR5

WL TEZ —, AN, YREEFEFBUERE MM FIRE , HEPEA MR, @

?‘%ﬂf‘gﬁﬁ , BUF R MSE R EBRSY (20BBCHIE RILMA AKBENER)  BRIFEREXS
&

20



55 http://www. bannedbook. org/ 2255 W K[ Hi%E: http://tiny. cc/meyarw

bban , FRAEE AT RET EiE T84 news.bbe.co.uk , TSI Ebbc.co.uk Flwww.bbc.co.uk, [EHE , 1t
LT RERNE | AR EENRRNAROAR., Aiiz—MeEEIKER% , thind
T “worldservice”3k Fgbbc.co.uk/worldservice FISNERTE] , TOEMUENBRIARZ 0, Hi1EZE
ATARAE M TT & FREERR LM T |, AR BRSSP i I s e AN B B bim)

RINEID JE AT AEASHISCEL | I8 SR FE R IEEfE A FRIN R RORFIRAR . ilan , RINERFR =]
REERETTILUSAR M | BELEVTIE) FLepgis,

A At AT AE P AR (B A S, A0AIBARS 35 PR AT UM 7R See F A i P
S, ) (REREGH) FARREB IR 5 I Ems,

RIERS WA REEREK %DEQJ“;%T?EIIEHW%EEM%HXE@Mﬁ , FRZARAAEEEN]. NE
ﬁiﬂ@rﬁg%ﬁﬁtﬁﬂéﬁ , B MNEHRR— M EEWERNTAMNFTE , F T A SRRt %
EHT(E],

SR, BRT BUEERERASH , HTTPARIEt el USRS, . AIRREMIUEREBWAN , MREXH
HIE , MITERE KA MR RS S AXER, RAFEREOESHBRFTAUER , M aegid
g, BETMRAMMITKNARNE . WRMITBLE , ARS8 TREIR [ — M ERI R R K

B RE BRI MOAFERE T E— MR,

DNSiZ & F1 DNSH U

BARFENIEESPMA—MBE ST, WIEERE LM —& DNSIRE[REER (HET—IEHMHK
Woriht) |, BXIEA RGN P,

216.92.171.152

-

gl
=
=
=
=
=
3
B3
g
g
=
5
(¢
a
©
S
5
<
3
a
o
x
0
=
3

AASRDN SAR 525805 M FRROIR) , ERmR) A A B B, ANSRIN ST RS FR 4 B R s X
WEIPHIAE A HESK , DNSIRSFSHRMABHARNVE | SERAFITARL.

=

216.92.171.152

RDONSIREFHAT N LENNNERESENE |, RIXEREEMALEE CARXRHKR
BIERBEIPHELE, I IERIPHIE , REEKETTEVUMTTAMEL , HMERERES. BRI
FRTCEIFEIPEE IPHIAE |, BN ITIAR PEh A T EIEK |, SRZ05E TR RS , a%sE T
MR, FEXFMBEOLT , BUERIE ST RES RV E AR AR Sk E (B AR .

FIFEH | W8 G A] AESRH)— DN ST B fEm SR Pttt , R MRS RE ) BURRR P, X
FFEARM DN SHYR | B8 R ] VR REHFENIRSGB[MH4 |, BRSNS, | sE Tl A~
RS A A A BRI AR IR ST 25 . (FE— M4, SR & 8] BER AR
BMRSTA | XRBRARAENTIEIMR. MEOAIMBIAEREREE QAL ELR -
XA EBE R AR, )

21



2545/ http://www. bannedbook. org/ A% &% [H M KR EI%E:  http://tiny. cc/meyarw

1Pt i

LERE T EIXAKE , WD NBARA (packets) . —MEUHRABIEAEBIRLAR AL
FRMRNER , PRI EIE A BRI P , AR BARIPHIAE, A E BURAMNR X ERIER
FzEprEg it B, , HIEREMTEEEER. MREEEFLEMILRPUIREKBELS , 17T
WEMERS , SH G " (BAMARREEE) RIEBZAIPHIKBIE , EREEREE, S
E TIPS IS B IR 2R e AL AT A IR SS | PLanMIsh R S5 =5AEE FHRAFAR S5 25 . BRSAR
REIPHIFFEANS |, BIEARRUTERE— , SHEAZR—IPHBIEK S MNEE AR HE .

KA

IPHENETT 8 R BEFR TARIESUE B kiFsk R A B S E8 , MANERTHRIEERAHY. FTa8
EEERNEH 1P AL, ﬂq%ﬂﬁif%‘]f’ﬁ—fﬁ%ﬁﬂ*]@ﬁ% , AR 1P AR E B ZMIEEERNE |, W
REPEEMIHNMBEBEES  XERRHAGE , A, XTFHEEERR, RIS s FE— 2R
B, AREFEAREHNIEHIBCA T AE , FEREHIRERNESE SRS TR XMT, EE?E%EE%‘%E%’"
HAREHIEEANE , MRAREEHIEELH , AFEIIMORE , REHREENANIREES
BARAREBKN (Deep Packet Inspection)

—4\%&6%@@552%?9@9@@% , AT E PSR A RETN , shERIBERNTAES
B, %**&ﬁ’%ﬁuﬁo @)‘T@iz%ﬁiﬁﬂﬁfﬂmﬁﬁﬂ‘]&%E',Tffﬁiﬁiﬁf%

ENBERAR , JRMERTRA HTTP RIBEEEA K.

TR R M SRS AL M ITRLE TR | B R EAEIEE | ORI
A—EAMERIRR, RERTA R ERBEE. S FIANER (e
BEEHRIRT | 826G IE S RE AR TIRNTA | DUl R T B
=, [, L OHDE  BPE) AR E EHERATINE MM , RILE YRR
0, AT RA TR, SARIUR AL R B (R i PSR B T EUE FR A2 4

(ZNvoice over IP , VoIP) .

IRERAN AT A BUTEE AU ASER B E N B NBR R, MREE SRS RIS L
BRSE , AbATRT URHAMBIRR S LR S AR R BUR R | HHIBTREEIRAER AR | EINER,
XATREAL T R A GRRIENR | XA MShASRRUR AR BN T 5 |, BE T A A Ot e R 52
IDFA P AR RS AR SR AR R . XTI A e AR50 F B AR 55 S 3L F Sk
S RIS R F ML | aABitTorrent,

¥ F 8¢

BANBORSIINE S BARBNFIERG 5 RS | ST A, s
BRSO S RS A S 2 0L REMG ARSI (IANA) £ , B2
TAIRZRBNER, ARSI R S S IHTHEN, (T , 07 FRROHISEA Mok
MRS , sraa LA RRs0R0 | FAZIS B R ME RS,

FIFBTERONLN | TR ERA MR R IR | FIMek S RapaT DU BIs O a0 | BEsh | 424k
EIAEER) ISP (MRS Rt SELEREb il 5P T AEIEIAE , BT SAA , Ba
DURBRBOIIIL, REE A , AV S RR A SRS B Bt HIRI | TR RS
R R 5 N 0 ST, DR i MR K. \ ’

RO, AL | B eI S H S BT TN, FEE%AHPE0
1080, 3128 1 8080 , (AL 2 5% AROAIRISTT. ANEA S EIGHIE A, , YR ALEL B
REEEEERRMUNGRE ARG ER— P RRSRIIR  SUSRER il

% PO,

Flan , EEANKE , STFHNRERE |, TRERsEE RisO
22 (SSH) . 110 (POP3) . 143 (IMAP) . 993 (MNZEZX IMAP) | 995 (JN#E= POP3) #1
5190 (ﬁ%ﬁ;ﬁﬁﬁﬂ) . WRAFEEAEMMKMNE RS , XiaERAMERAST LASEAEER
swAAlE .

XA EEX M

RN E B R R BUT AN S SUBHKBUATIH S EH KRR SR — MBI+, 2R , T2KW
LRl (a0, ERFAIEREIXM) FEERENTAE , FAMIRXINERE PR 1A B M
MRS IRUE 2 M EARZER IR PARERM N, FLEER T2 XPMRER (20054H/BiA
IR , 20075 AIAIFI201EF IR R AIFILLTY ) K EEAFRBUARIANAIE. KA MRFEE0 NTEI L
B, REFENARE TR SERESMO LM RS iR MHA S EE RS shMEaE DEEE,
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eI IO 3 A A0 SRR A ] PR PR K P R 542 (447 2 [ 33 e B EL X AR 55-4R (A AN /)
RPBEEER. #RPESAMNTELREEHEXIA—S1EE. Bt , RG2S IR
AEIZR A A PR IR S M

K AR A
HE JOANBIRELRANLREETEEEMEN , N ERIERHNRHRSE X8
SFH k.

R AR BR

AN PUEEREASRFIZERECBITREAFRE. Flan , —LiER Y S FHME ARSI 3R, 7]
BEREAC KRS R ERITRB TR | thFERABUF S TRX A, (FEXFHED T HRF
AR MBI T A BT LRFNEE, XLFEERFE ; TAEE SRS R T e —Fh
AR BIHTT AR R ML IR S 25 N A E— D AR ER SRR RN EREXE. )

Denial of Service (FE4EJR %)

NREPEILISHVBLUZHRF (RTTETFIMEEA R E) SKIE AMRES , ATIET MRG58k
ML B A AAERSE ARG VIIR) . XA , #O0 DoS ($ELEMRS) Widv , \TEd—AAFHR
ﬁm%:‘iﬁ%ﬁﬁj} E%i+§*%i&ﬁ§ﬁﬁ  EARANE  MABEEZITENXES /A
DoS (DDoS) Hifi.

s 4% 5

FERIXT , HANERRE] , MIUERNE— N BGRERARAM DNS JRS53 , TIRE R 1P i)
ik, REFFACHFERESA ERTITH , IR —FhE s DT K77 farm HAb DNS iR%2%
TS , XL DNS ARS 252 AT REIR AT RME R, B IIMRTR I BAME4 DNS JRE< , HEIR
AR BIERE R TS IR 25

B2 R RIERRFE AR TARY , HREEASETHEZIL , a0.uk"i.de” , PURARMIE
BTSN “.org"H“.com”, TTUXISAL KRS K T84 (U example.com) HIfFATIA
L4H th DNS JRS25 |, M /aEXDX LS L fERETHRMNT. B , REATTHFRIRA ) DNS B2
BEABRL TS | RPN TOERRE 1P Hik | 3R IR AN M BRI AR S

EZRKMTNRIS A B AN EROBUTREEISE MY TER, R, RMuEEREA
EREBEA , M TXAMER , G HNANTER | BAT K @EIRESE SIEHRBR.

KPR %5 2%
ARBFIRBAENRFHRS RO RAEE MR |, MESIERITEER. T XLEME M7

BoR , MRRISXLERIEN BRI A REBIEERAERIHTHIAN | BB AT UM=K LR 5525
AEESREREERAXKIEE.

B~
A ER AT A PR FA T 2L A TR LAY,

EAg)
ERSTERRNBFREBHEIEBROEREAREA | SFAFAANBRKTRE, G MK, A8

SHIEREER |, BIHARMMeA TSR, WRAFVIE (SREVIR) ERRE | ABAKRE
KA (BAREE) EEE TN,

MRAMEAERZ MILAA , BRI A IRXEIE X LN |, BERPLE PR ARSI
ARERIEREMEIIE N VRAFXLAE R, L7, RE Sl B FE —FEIR BB A THIBIRA R
BB NEARBHHAR S ENR NS B BRI XF.
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oAk

HAUBABE BTIRERAGRASAE. fiin, F—PREE | B NBNRELEENA
EAELIERNER , XEHTA ABIABZIENEIR ; AR IRA LM, | XE—FHME
sz, AERPET |, SERMETHEORIRE , MEERTMEE RENA AR UEEME
BUREAN B, MIIBZRMAREEAEIE (CCTV) Bk, SHARATRERSRIAE TG , I EE
BSRAR A PR BRI A IR R IS ORI,

16 57 A B VR 38 R 25 44

E—L77 HE N RAREN T2 2 TR pIB (SHoR . FEXFMEIL T A TAT AN RISk
FHERBRENBERE , DERE—MEE , SIRENERBRRAAF.
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RITHR L

FRHEENXLMHERTHRAENEHER, A LREEEEN AEN KHEMITEHE B BE]
B, —EAEN EREHNTEARTREZHNS N, (BRAMNKTIRRT ES Mo 0%, #Re]EE
EIER B ERH TARRIBERRA, BRA, BRAITENERRE LR =HRE SRR,
FIAXLERZRTERFKRE.

—HR L RRERIE

HESBEA AN A SRR RS, ST AR XML SRS A
HATAERRAEAE S , B2 , (REEM— LT AR,

B RERER SO | MR 2 — 1 RIFRKEMAIT NS, BRI AR
M. AR R R L MR R AR RS, FHIEEL MY FITRGRE B it sz

Fr.

RIFIRHRIERSCE R : RAERGIITR A SR 7 (RIS SORMEHT. XLERTRER B3N |,
BERURERRMATESTORABRN AR E T RX LS, — XM ERERRITENERSRA
BRGMEM , MA—LNEERLRR. XEEERE THRILTLFR , AHNEERETHHEE
2, FIUARBEENEXER.

WMRARADEE AR Windows |, IBATEEBIITASRAFHRIFHEN. EERFEATREE
POnE AR E BERREITEIMME RS, REIESRKAREB IR RS | STB R
HBS. EAITUE—HEFHERREAR , TUAERARKMRT L | SKEEAFIRRAN 5K
XHE—AB . iR BN WA SR L B B PR LR R HREIVT AL B E 3
R ATERARERAFIEE | ROIRFE B HCR A BB SR R N

EFRIFRIERRD  FA— N ERER ARG A UBTER N B , B0 OB E B MEE I M1 5
FRRLet, ERFTE. HRRMBTRAS. LE/NENAEFE., FREABIERHRFHL
HEEREBEINAR, BRSO, N

RIFRECEH : MARIRIMRAB N RER . EEREIERRBAR RS — Kl fFIE T4
gARe, MEFIAATRE  AORMERPETHEE. MREEBIRHENER IR
1G38F | BATEMIKIMSEHEE Z B , ERBRIR T iRl .

fE B EAITF IR (FOSS) . FFIRMAAEAT R FRYE— A TTA0F=Gl— Mot B PRk T A2
IR AR, FEPLBRSH T RIS 3% AR AL B I JE A R A AR EBR ™) PR PRIRARAD . LR
HE A S T, (RO AEToR PRGN E S EW . (BRI RN LB
SV TS S H A AR R 2 ERIRIE, (A EESEE MmN, AT TR
ZRAT, MRENELRR , SR ETA BRI RN, &5, — W TIPS NS
RATTE | XIEH EARERH.

RN BIRREREI . S SRR ETEME B A — P, 1P TR BT
REUIIBEIE | SRR R NEI— AL A PSRN, IR, AN
(VPNs) FTorB it R & —FI= AT EA B EaiRIVIIE. MRIAEIBYT — RS % | BAEE
B, OMG— IR F R, (IR UEBHRITA RO, (RaTAEL AR B PR
SRR BRI | BRI SEE AT AR, T BRI, TorAlE
MEAME (VPNs) A EEZHNK.

1B e 4 ROCORT3| SUSBIRNE, MRARELSFI— ARt A TR A BN
HEHL , AT U BLnuit—MEA , ATIARAENER R IKIEST, B4 RYECDEATE] S USBIKS)
BAHENEHE T B ARATE .

ERERRT | A EBRAANSATRM , HTM— A USBIRE S Windows TiE1T.,

B EHIARIAE AT Pk
EHMHAHEHEROERT | WA MR SOEB R | SRR R 1HE R
SUNAR A EShskE B M L AA TSk AR BT

HAEMEFER—MEOFRRAEZARMFAD . REESIBRRASLATNE | DR
ARIRIXLANE, BERARRAR , AZMEF A kil 2 BT EaeFA IR , HAZMKFA
A B PRI E M R TE A — N E R,

EXFERT , —EREREEEMER ; 620, R :

« JARRTEAL T AR T & IBRNA SR ALIR E

o R RERAERZHAEE

« HIRRT BBOAMIE L ERE |, HETRN X HA T4E

« UERRALET ASER AN IREIRILE

« AR EBEMNERPRSZEAZORAGEERAZNRAIME |, SRE VIR,
25
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« WIUER , BMERARMSPRIETHA , HUATREER RN F EMAIHEE |, BTIAZRS SRS
WBRRMLEE.

« WRER. | BESAT TRVIRMRIA TN T & FH A< B RIPRIZE S REEFAK R HR 5> BRAS .

AR MERBRAGERF DX MY EPIEEE L - HATMEIERL : A RER S, AJFEMA3L"

http://www.privacyrights.org/social-networking-privacy/#general-tips

BIRNARZ MG F & HITIER , RUNAGRE ?

WRETR | (EAHTTPSIARIMSG 2 REEMR ., INRRKAZMILE T E ARFHTTPSTAE] , ARAMRR
TEERE , FERTEEANE |, IRATRVEERZ0A. 6120 , 7EFacebook L , #RATAYREEMK Fi%
EIKPRESRENYE (https) PAMEHTTPSHEAIEREEHRAIFacebookik FIIBHATT., 1R Lt
77, {EFAHTTPSHRTBEAFARITIE) — N E I ARS: ; B0 , 404 |, http://twitter.com/EHEH!
Tmhttps://twitter.com/{3¥XA]j3]a],

WMRFABRAELA TR TRAA I 2R BR % _E AT ISR R RIPURAOEE B MBSFL , BPA , SSHEZIE
B VPNRE L Rt RIPLG RS SRANBSALGRIE , BUERSTXTRRIRAGIPHIIE XS . BI(EE R T orfEE S
Mﬁgxg , R ME T A3 BRARNE ERATTA KRB R AN S X RKNVEREER
BraBE5.

EREMERILAITE
SR AL KLLS]  SRIRAERRPESR | FRGEAEHRENA LN, XARERFNEHRE
ARNAPESERMAA, PATENREHRT | s RS W R e .

PR ADSRUE , BME—its, A {Etial St E R M7 AR B RS S AR AR
TRALRTT . XBFEMIE, BEF O, TR, FRSREHEE.
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AT ENNEERS
R AN EERMAE M TR -

« (RATREM A AR PEiR & TR A ARG K T AT S T ISR AR AN B,
« AT LA REC REATRACE.
HAFATBEER, BEAFREFEZREFENGEE.

« MREAR—BFEHENRENEE AP, RISERXRELEERUS I  BIRSA
EARNE SRR SIK AEEEM LM, B4 , SHEMARRAPEARME AR AR _LIEShIR

BR1R.

AT EIN— R

?%}J: ARERIIZEITIR LM A EL R EL SR L. BAEEEAR. —EEEN
) IEE :

o HHAPTEE | SERERAERZAERKT BN , TS ST B A A
WARFTREO—Y) | AR ICRARHTE BB, o AT LR BT B L RAE R (5
IR AR SRR, ‘ -

o FEREER , DAUAAAIHE | MIBIELEE XS M RER GRS MERE, %S
{8 7T Ll 2RI BRE B SOR T 56 — SR 2 . \ ‘

o IRETEARE AT BT SAL FEO MR TAEMITR (MM, (SRITR. TRMe

%),

o REAETENPUOUASE AT S TR THRLEHENE R , AEGNE
B, HERTUEEBTTRMEAE, 08 , —BATENH\MRTH0RR T
WER AT LRI A SR8,

o (RIBFE AT LIRSS C R, BT | AR — M
BN (BIOMIEEER) Wz,

HAGENMNEE

&7 K@ﬁl , AT EA R AEEREETIREROEBEN , BRSNS UE R EE Z 1R
ITRRAR :

. E%éii;qj , teandmf , WNERTA & RURRE XL SN RIER | HETEERWL SR
ITHERR.

o WNEEIE AT RESCHEARSMIE IR (B FURIEHIAEIE) |, AMANEEE B AR SR AR EE RE
KR IS,

« F AT RE IR R B A8 T X AEST A BAR T Se a4 e st , RIS PITEREE.

ITENAE FRE IR R ARAREIRY | BESIT LASEREM—FMR&ZIUSBIRH (bb
AUSBINFFIRENES ) . EHE , 4RSI AMIEEDE —Fh4 AAvilalinkifE IR , KT AR LE A
PRESPITIF R TE N —USBINEFIRE 1T AR FF.

o FA P REMBA L1 FAkR Internet Explorer, ASMRHTAE AR YEZS , AMBELE4TSTZUM ozilla
Firefoxa{Google Chrome)3| ¥5 28 MBS FLERSRA TRMAFBOR B RIE AR,

HTFRLMBITIRAEMIE

o RIBREMEMITEAMIIR | ARATASHARAUT 0% . o

. #E;]Eiﬁ%@mzﬁ (PIERFRAL. ATMEIE, SEICRF) WS E I R IURN
730,

A=A USBIRFIREN T B TR ARG TIN .

15 Fi—/MRIB IS 5 4 R CDRIE FIBEIZHIRIRIE RS,

MRFEBEE VG E FIRMIE | & R — MG R T 2ERMMIE,

HRE O NEICARNEMIEHAB LA TENMERE.

{RBFIHTTPS
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FUERGTE (S5d) ERXETTE  MASEOUSRMNMS, B0 , ST
RRAAKBOA, AT ABBAEEAREOR, SHABEILRATN , S ERR— A
PEERIR. BN | TR AR RS ERTAN AR A TRAIARTS | LMt AR R — 1
HAMERNR, SH , PR A TR AR Tera,

AR EEXPUE AN A RN | RIS E ERR AR 5512 LRI A SSARE B 28 A0 AR PIZ iR 4 2 AT WL
K, 12k, ATASRIER T XA IR IEMEE, REAMNEENNAN T ESHEES EMEME |
AR E B AR S AERERRAMILRBERENT .

R MERE BN AT LAFTLE MG R Z IR BRI KT AT MAES T HREE T (HAMERR
HMEERB AR,

HTTPS E1t4?

HTTPSE AT UIRIMSEEIHT T PEMX I iR, 18I (8 A AN B WT£E ST AR IE P A B BINT AN BN
AR TR R 2 Frek. {E RHTT PSij3[a]Psh AT DA L Rshiz 55 K018 R 18 A RO a i —30
SYERARIE X P A TE M N R T LR HTT PSS M A EF MR TR TS |
RLARR BRI AEAHTTPS,

EEET , R—AMEEEHTTPSE ] A |, ABARKET LAUE I AF DAhttps: TR A2
PAhttp://FFKfstatE (URL) R MISERERRA ., IRIRIEFESEA— P MSARRERE |, fREH
AT RUE S EF BIRTFEARIIPIL IR Y25 S P Rt A B © 8 BRAhttps /I Kk F15).

HABGF— A MUEEEHTTPSIRA, KFRE , SIRAHTTPSRAN Mk A 1E — Lo KMERITRATHIM
v, (BHFARE0% K MEEAHTTPSIRAS, — A Wuh ABIEAMEhL B E R EALE HHTTPShRASEY
7z ﬁéj%%;ﬂzpsﬂﬁﬁo BEBMELEROHRMIELEELEMENX—R , BSIFHTTPSRsA%L
% frud/ =] °

ANRAREGIBITHTT Sl — PSR E| — MR | IR B R BRI M ERRLEVIA1Z
uh, CABHUEREGMITEHTTPSART A (SHEMA) . A | BEFARENRE R E AR
B AEARRE BT BUESE | H5 R AERANE B BT HT T PSR/ 2 ] R,

12 S HTTPS ) s 1) 65 F-

XE R LR BEHTT PSR IMEE G F, FEFLABUT |, FEXLEMubEAHTTPSE A% , A
EIEFIN , R ERSRAEA A R ERAUIRIFHT T PSELFAL.

Rk 7R JER % (HTTP) kR4 R4 (HTTPS) hRA

Facebook http://www.facebook.com/ https://www.facebook.com/

Gmail http://mail.google.com/ https://mail.google.com/

Google Search http://www.google.com/  https://encrypted.google.com/

Twitter http://twitter.com/ https://twitter.com/

Wikipedia http://en.wikipedia.org/ https://secure.wikimedia.org/wikipedia/en/wikif
Windows Live Mail http://mail.live.com/

(MSN Hotmail) http://www.hotmail.com/ https://mail live.com/

BaN , ARARE Mhttps://encrypted.google.com/MAZhttp://www.google.com/FHTATILZE ,
LWFRMEIEERI B AR EMRRRNF R4 , Bt , HABEHEAREE TEL " HEE.

(SR, ML ER T LURE £EmE Slencrypted.google.com, ) Bk , aNRRE
Ithttps://twitter.com/M A Zhttp://twitter.com/{fE AT witter , AR AMBIZE R N AER FVRIETEFNE
WAHE, RIEFERTHARE. RERRD T HARERER TS, (R, MKzE
A PUREE QA FAHTT PSSt twitter.comfKifiia), )

HTTPS #1 SSL
HTTPS{E—FHFRATLS ({EMEL L) BSSL (RLEEE) MEBMETLNY. #ReJaElmRT

%ﬂ‘]?&ﬂ*’l\IW%“1EFHSSL”§E“~’|‘SSleﬂﬁéi"c EMSEHERT | XEREXMSEETHTTPSH]

FERITEARSME A HTTPS
BN{E 21F AN RRERTRADAGEREZFERHTTPS , FAAERAFFMINRKEKERRK.
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L FGATIOR SR, | BFEVPNs, RIFFITor , FEIBILATHE AV R — M E Wby | {§
FAHTTPSHUILNE ATREANE AR, ARl 7 ERMISRL , HIR IR TIR B RS WIRTGOCRRIERL
t4. BMEREEORITREEMAELEN , IU+AER , RARITIRME (ERTRMHE
FrERMIMLE) ATRER R ASIIA - R IRHIEE.

— BT or— S TRORFF R E R EUFIT A FIAA(E AHTTPS , MIMAHRGATIR LB A H R aEhE
IR, #RP] RAZEhttps://blog.torproject.org/blog/plaintext-over-tor-still-plaintextFiEE|H %
X—RBRELZEE. FTARAREEAHTTPSHSIERRITA , RI(EESF A —EHAGITAIE.

{3 FHTTPSEQ B R

N RARE IR S A A BE DB AR A \ TPt | B4 CEBEEA W
SR AR AT AR IR S A,

1eFirefoxdh | YRATIARFHTTPS Everywhere J& , NMAES SR VIE 2 AR HEHT T PSR L E
FFTFFHTTPS, & 0] Mhttps://www.eff.org/https-everywhere/$:15 .

A {E FAHTTPSHES ¥ K&

LARAMEFRAHTTPSE , PIZHEER | AR BRI AR S5 S A S E R K ARz 5 |, Al UCRIR
MEEF—HEE |, BIERIFINEEMRKANE. 18] LUE RIS S 89U E MRk U EaT
AERA T XHMIRENCR . i1 BT DAE B R TR P T AT AR L4 5 8 B R A S K A AR o
gggg%{:ﬂ‘]@ﬂm EFZIENT , R— M RE AR AT REHOX L6Z1E |, BIMEMAIIFHFAZLE
T Iz E MR,

FE201046F | —LEXFHIRJ IV —FF AR AFiresheepfIFEF S , HAE1S ML LA FREREA St
BERMA PRI MGIK =, FiresheepBEMSicfERR RN , AHMWITRLRES | XA MS4F
ERLWEMHTTPS , BEUFRMAIERERUURIPE ML Y, XA E R
KSIRTRE KA , LSBELMMIEEREAHTTPSEERBHTTPSTTRIMEA—FPiEE, HREM
AFEARRBENBT R AR P EEMBA.

20114F18 |, ERRHBUASELRRE , 3 RETBUT A A SO BUT ST E A P hl i 7 TR &
$ZE|Facebook, XRIBITE M Facebook SR T AME MR A % F FFacebook BB 444 24 [Hf
REHMEIR . SFMERFERAR LREE T , BRI ML E SRR, fREI1AT
M, FeH{EAHTTPSHIFacebook A P& R R SHA LT .

18 F HTTPSHY () XL

L] AN, EAHTTPSILFERIERHTTPE RS, RMERRIEE , AR SERIIBNERSH
BER RO 8, BT , SRR AR (EAHTTPSRIRBENH (BREEE BN LE , &
FMEAERLERTUARZNEENRS]) . AW , B—LARHTTPSAIRETTAR AL BRIP.

EREE

B, BERZHKETHTTPSTIE—DRISERT | AREPIE ISR BIRAR—FEEER , WA%M
SHECPIEBRELEL, DO PEARMREET SN, SLBELEEFEURTREIRE ; FLAR
2], WRRZHBGIDEHES | (RO AEMAEE MMSAEIRE]T HTT PSEAR R RIIE T
BEN. FEXFMBELLT , (RSP R AT REA S AL — B BMHTTPIERE R L,

WRAFBE|—MEPES | PPARN LB B FEMHEHIRER AR MRS EHE R, A
T IRRRAR S 2 A R R

MRIRERA— DN RARERIHTTPSR, | GELFRSHIR IR | (RATBESUE —MIEHR
FAZIER R BZAK , HERERKN TSR APIRAUAE BIRE BIERER, XL
Wi, YRATRERITTESE | AR ARG (R BB X B S/ HNED. AT, RAT BT H
Rl , LA FEMFSREIEES. , AR RN HER R L N REMERTREL
X H R B E LR —H.

RAEAS

— M E—HMIUEE BAFZ R RKTRAR , Ko LCRERRERTT el U STTH%. J
B, — DI EAHTTPS TR NE LT RME AN K LMHTTPTRAMITR. flan , — 1 MukT]
BERALVPHT TP AL . fE20114F 23 , AR AR LMIFLI T XA ; RAEEFRT
XA DMERHTTPSEN , BFTAKEGEMERHTTPEAN , Fit , FEMER TSR RIFE
B, BB R THE A P IEEREIRAEE BRI T .
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EE MBI HTTPAR R 2 iRAE

FLILUABIRNAERHTTPS | BRMEAER REYIAERHTT PSRl /a7RE A A EIR (3
AREHIHTTPYIR., BIan , FEREEERHTTPST A M AKIK ~EENER A , BERFAER
JERMERHTTPTHANRE, XMECEEGAIARARZEIGN. RV YEE , MRIRTEEA— Wik
MERPEEEE AR RERNE , AR BZEHTTPSHIRT.

FGLHTTPSE) P 2% 7 s K 3%

BT HTTPSERATMEIRANETEE | LML TR TIPS EMIEMHTTPSTIlA] , SRFEZE B4
BHTTPSEUEM. EXFMEDL T | (RATREBIRTZEAPLLMILE 3 ARLEmt fE A £1R. {RATHE
AIAREBTHT T PSRE S TTik v e — /N Wk, ZNRAREAHTTPS EverywhereZi FLESSER 4 |, AR
LR RETE 2 TUIAE LM, |, RNZFA SR T2 HIERE.

IRAREIEEEIBIHTTPS |, YR AR IERIZ B 7] AR ZIMICRARETA M _L R ML N SE 2575 3.
zfiiﬁ'fi[‘/]ﬂﬂ:{g{gﬂﬁ'@?&%ﬁ%ﬁ@%ﬁﬁ* , CHE LR AR | b
NVPNsHISSHIE,

E— AN RZ LR EHE A HTTPS

HTT PSR Y REIERAE B IX_EIREI NS . EHFNRIPRIITT B ESE (R F R et &
RENIBIHNE. NREEAITENE LRNSEH MM EA RS |, Al aEa 5 KiTa Bk ek
FEEERM , AMICREBEHSBURRHIA, EXMMEL T , HTTPSIZARIRIT AT RER B ABAMX |,
RA IR E A RER ETEIRINITEAL B S BRI A 2 ML B ks k.

HTTPSIE R ARG K e 5514

HTTSPIER ARG FES —MalBl--HHHRoA N A EMLEM (PKI) BIFAREAEHT T PSIEHR]
EBNERGAFEEDR, XEREMREEEMEERBRRR , BA—NEEERNBEE T K
URIREN ST 2R A AR A BN e, XA T BB R LB R WERHIC ., NI A 2B
{FEAHTTPSHIER , RARMEAERINANER T , HTTPSIEEEP AL HTTPIEEE AR 2,
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EIE:SEs 2]

BEEART AGIFERCRIT U8, A0RAREK B R UR ViR FEASS A SRR P TRk AR 55, AR
DRBBASKRIFEARIAETAH , NFXERTTHEBT

e HTTPS

o B AL
(BB RSS2 iR FRAE.

o BT EBE=F ML R BN
o ISR ERAE R (5 PR R T BB RIS A BRI I

{FH HTTPS

HTTPSE AT VIRIMSAIIHT T PHMN I 2R, ‘

FEFLER MR ARASTIRIRIREE S A T HTTPS BRI (URL R Ahttpsy /A& httpy/ , B
AR IR Ml 2 M http:// URLIEESST .

Fanhttp://twitter.com/{E4REIMEET S M https://twitter.com/AT BLij(a],

R heep: ML HES! , FEZBFEANSAT LA SRR, B FE(RABI R K RSE I ML htep 50
—A . R ATEAT,AURAT AR B AR |, T B ARF /s B R E S m e,

TREEZ X TX MNP , L REFMHTTPS"HM“HTTPS Everywhere” XFE,

{FRABRIRZ R E ML

HE— RS RE BINEM R Bl |, bhan , “news.bbc.co.uk”, B , BEBETHEEH AN

Zﬂ&ﬁi@%—alﬂﬁﬁ , bban“newsrss.bbc.co.uk”, FR—MBBHEFRL T , FITUNKEES BT E e
il EREA AR

R A] DA iy ) —Le W o 81 ERRETF L S ERMSPRIR A, 8% & —HEURLIEFF AT N
_em a8 Z “mobile” 140 :

http://m.google.com/mail (Gmail)
http://mobile.twitter.com

http://m.facebook.com or http://touch.facebook.com
http://m.flickr.com

http://m.spiegel.de

http://m.hushmail.c

SERVIE ey
BRSBTS = A ISR T Z | T A ELHE IR R

&
=
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ZEMIT

RZILH| FHBARTM TN ES |, BIHEFMT, ERR— MW | RIS RER
FNEE|— B R (cached) "HIGER, FAMREMNRRSI ERRF ST RZRBEFRNEA |, M
Z;g%%&ﬁﬁﬁlﬂﬁi , FTARFREB IR RN S . (BR , BLERNIBEFRS R Fk
XK.

GOOSIE = < B

Ahail 3,300,000 resuls (.18 saconds) Adteantid search
* Everything * Mir-Hossein Mousavi - Wikipedia, the res encyclopedia =
= Images Mir-Hosseln Mausavl Khamenen Is an Iranlan reformist polificlan, pairter and architact whio

sended &5 the sayventy-ninh end last Prime Minister of Iran from ...
B Videos Early Iite and caresr - Prime minstership - Ratiremant from politics
en.wkipedia.org/wiki'Mir-Hessain_Mousayl - Cachad - Similar

= News
“>» Shopping Facebook | 5 s s Jses e Mir Hossein Mousawvi © L -[ Translate this page |
JOIN e e e s Welzome o the official Facebook Page about Mir Hossein Mousad
N Resftime iyere o e Facebook 1o slad connecting wilh Mir Hessein Mousavl
- Blogs www. facebook comimausal - Cached - Similar
RSS R& %

RSSER & (RSS aggregators) ZAIDAMMVFRITIIFFIHIERSS HEIX LM (feeds) mIMINL, F
VBRSSHERE LR ARVT ML R B HTEME SRR HEREE (RSSEBEHRE [Really Simple
Syndication] "H4EE ; BT REZFRAEE , 155 Ehttp//rssexplained.blogspot.com/) . RSSEE&
IRIEFHE MY | PERTRHERF AR, BARRGHHIRHEE M |, MAZ
R, REVFR] AV R AN B Mk, 4R, R RE R T AR R AR RSSHEX SLAA M, |, (R
SERMFEMEE R RE . RRIELRSREH[/ERE . HPmELWEIEGooglefHikss

(http://reader.google.com)) , Bloglines (http://www.bloglines.com) , 3%
ZFriendfeed (http://friendfeed.com) ,

PAUF 2 GooglelR#iEzs BRFERNB KRG -

Google Reader All items
Home mynews
All items (1000+ Show: B new items - all items  Mark all as read || Refre
Stan’ed |tem3{:i’ HMUU Sl Sldl e SHdNE WILT e il C
Trends
© Your stuff Mugabe urged to form governme
Shared items from BBC News | News Front Page | Worl
Notes

Zimbabwe's ruling party, Zanu-PF, calls on Presic
Friends' shared items (90) despite protests from opposition rivals.

Sharing settings »

Add star Share Share with note Email k

EJ Add subscription Discover »
Show: updated - all — U.S. Aid Worker Gunned Down ir

. from ABC News: HomePage
= [ —“mynews (8)

ARGINeaws: HomaPansa Stephen Vance was fatally shot by gunmen in Pe

BBC News | News Front... {2) O
Delhi Times-Cities-Th...

Global Voices Online ...

PJNet

Russia: BBC and Livej... (6)

The Christian Science... US: New York Observer staying :

Add star Share Share with note Email E

B 25

W EBRZESENERS , BE EET\%?%W%T;EE'@O ﬁﬂ%{ﬁﬁﬁﬂﬁ_ﬂ_ﬁ%ﬁﬁlﬂ—/l\mﬁﬁ , Vle) B
P AR AZENE R |, TR Z R, iX#W?)EWELE@JﬁH&&ﬁE‘%EE‘]?Eﬁﬁﬁlﬂ%ﬂ

Eﬂ@ﬁl’\ SAERRELTFNE fﬁ_‘@ﬂuﬁﬂﬁﬁﬂﬁ%ﬁﬁﬁﬁa A, REEEE—F R, ER
E E‘]%E , KRB ARG ES . bhan ?\\]Tﬁﬁ?ﬁﬂ%ﬂ&%iﬁlﬂ—/\l\ﬁﬁmiﬁ , IRA] DLGESE AR
iﬂﬁ%mﬁﬁm%oﬁﬂ%w%ﬂﬂ%¢xﬁﬁ(ﬁx@%ﬁﬁ¢x),ﬁxﬁﬁmﬁ(mﬁ%
Brm) .

TRATEOBRF AR S AFE http://babelfish.yahoo.com/ DA http://translate.google.com/%,

PAT X AMIF8R T {8 FBabel fish XSS T =N IANELIR, & 58 \NFRAE R RIHESE
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Translate a web page .

http://bbcnews.com

| Select from and to languages ?] Translate )

HE | ERRFEEIMI EBRINES . AT | FiTikBabelfishiBshERIEMIGE. BRI
BEETT , WA,

French to German
French to Greek
French to italian
French to Portuguese
French to Spanish
Cerman o English
German w0 French
Greek to English
Creek to French
Italian to English

| talian to French { Translate )
Japanese to hng sh

] Portuguese to Engllsh

| Portuguese to French
Russian 1o English
Spanish to English
Spanish to French b 4

[ Korean to English *1 (Translate

WPEs 2R, REEF et IFEhRKTHE.
YAHOO! BABEL FISH Babel Fis

. View page in its original lanaguage - Bookmark this trans!ation

Low graphics | Accessibility Help

B|B|C

N EWS "I} ONE-MINUTE WORLD NEWS

ml Page last updated at 19:47 GMT, Wednesday and 12 November 2008
W :r""
/ ": 3

Paulson says US
bail-out working

The $700bn US bail-out pa
has “clearly helped stabilis

Africa
Americas

Asia-Pacific

Europe financial system and US Tr
s B Secretary Henry Paulson s:
i + US treasury sells bail-out |
South Asia ) i
+ US bail-out of banks begin
LS + Finance crisis: In graphics
Business
Health Sudan declares US Supreme C

Science & Environment Darfur ceasefire allows sonar

E%;Zﬁ FEMERAZTUMANR , TIHANEEXHE  RABLFRY BEIRE XL F IR TR
1 51T,

FantRHEhttp://www.herdict.org , http://translate.google.comfEP4EF{A S 44,

LIRS

FwidiEzs (Low-bandwidth filters) E—FRILE RS , HBKEILK T MRS KA TR S
HRERR, TAMRTEE Y | s | Rk s AR e |, Bl FEE R,

B , FIENFMESIRS—F | RO URE 21 T S35 TRk BEl , MIX LT I8 AR 55 MuhisEER
BEE |, MAEMNREITEMN L . http://loband.org/ 2—ANE BIE ST IRIRS Mk,
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ZpgeR =

archive.orgfI4E F7f¥)(Wayback Engine - http://www.archive.org/web/web.php) /14 i B EIAF 4
Jﬂggégggmﬁwmm BULE RS FAR SR (BR . RS, CHE%)EMRGEE—
£

R, AEFTARIMEEERR A FAR , FAF L MEhiE EFRAREIEAIIKML |, RN
REE FRRKEM.

B AT R AR S
T ERE R I AR A R ASHZI |, HETRARNEN,

38 3 - BB 447 1) P T

MAEFSIERS —HF | FERFBATNREIMEA LA, AFRFBTETIMER S
MITUESK, ARSMsh B R —£it: , B IECRE M 2B MERNTHE, XML E
BIRA—INEES N MR HEK , RRFEFELRER  AMAEEMER, (EREFRLHENT |
FHRLRIBE R TR AR S X L REh R, B4 IFETIIR14 ki Pk i R 1R =

Web2mail

web2mail.comt B XH— MRS, fEERE , AREHMEEIwww@web2mail.com , FFTERRBUR
APRAEARIKIMTTHAE, R a] DU IS ARSI i A\ I8 R sm TR M TS 2. bhan , {Re]
%\EHKﬁgﬂlﬁﬁ)\”?ﬁ%?ﬁﬁéﬁﬁlﬂ" , R IGTEARE & 2 EIwww@web2mail.com , FiAT A &
BRITLA,

EmailTheWeb

EmailTheWebE B— M EZEARSE , http:;//www.emailtheweb.com, & SR FEER FHIB {4 A& & E1TT M
TAEMANBFEAREC ., BTHEFAMEEAMT , REZ/EME BT, B ERRKGmailtk =,
RERFIRZ AFRERRIE2A,

{RA] AFEACCMAILIB 3 R FRENE 2 5208 A XY S HF.
Ml listserv@listserv.aol.com& % —IF X & “SUBSCRIBE ACCMAIL"EHERIBREE | 1R AT LTI
F3k,

RSS % AR FR, - R £

%%SFE‘J:TEf%—W%M&‘%Wﬁ@]%%ﬂiﬁ#ﬂ‘]ﬂ&%,fﬂ?I/LLRSS#'FIJ%%]E,% , A2 BT ;

https://www.feedmyinbox.com
http://www.myrssalerts.com
http://www.feedmailer.net
http://blogtrottr.com

FoE
MEBABITE (Feed Over Email) B HA—NHBHFEZEME , BXREBF BEE LM Sho Sing Ho

B, EEXAPRNE , WEEHITEY (Feed Over Email) I&bTFHFAEMEL. AT
fEhttp://code.google.com/p/foe-project_E IR T i MERHFITIR] (Feed Over Email) ,
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Sabznameh

WRARFEFRAR X PN AT EIPILBRIHE. SabznamehE — MRV IXESHNER.
Sabznameh 2 —/Ni FRAIANAT Y R “ERABIT 8" BT & AL A B & 08 AR F BRI R e
BERAFHYRNE. . .

R EJ B RERFG Sabznameh A R A X —HTH KA FHME (EHMNEAT)
Elhelp@sabznameh.com, f RIXFHFTIAMRAT AT , BME/RABETIIRHX
ﬁ&igﬁg%ﬂ:sa%bznameh.como REWEI =B ZEBEFEE | K5 SRERERER— N HS MR
TEMEILIR.

18 3 0 TR 4 93 F 3R

MRFAEEL D FIH | EFBEHNEAUR , RATDIEEARE— AT, IEHMA LR
AERDA AT AIR]), A —MABRINAR] DU RIRIFA MBI E D Z 308 |, AV 2 18 A M i b iHe
HERTIR AR EREERK £ , PbanGmail (https://mail.google.com)) , SR EIRIRAGFRFRIFIHEZ A /-
LT, BT RS ML EMEIR ST EPR S BRH) , (R AR YIEIHRIK = | IEEARE AT
ERNEMMA . RITIEX BHEI— /G RS MR (RS

& : www.emailaddresses.com/email_web.htm,

RN

XU BRTIRESR ; FTRBFEMATLUER. REFEAERSEBELT (EOEFLER) 6
ARAEER., B , ENRBESWAINFER. BTENASHRNEEHITNESIERE , RE
SER IR BRI 45 A0 .
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BIF

WMRARA BRI IR S FR (A E G — LM RS | RATAMEREMETAAN LR | RERATUVES BB ETRA
SZREMEE. THE LT,

EREN ISPs

B HRATA N LM RS R AR AL —MN—Sua A SN, KMRERFAENA S, MEFBEEAS—F , b
BB XMV ATRERZISE £ WM E S ik, 20024FfBEHATEE T —HpEE BB RAE |, (DERTER—MMRKER
MARFIRMtA, AR IR TMAMA ZEEAEH A hX 02 EMERE M RS IRAAMRS , X —E6). FHf
#y, 2010 KA —EMEEMZ AT AE ARIAHRIZL0 , 000 FMEBXMRFRAE ChTHRERS) |, BT NY
B, St E MRS IRAREKRS A SNE. 201168k EaiiE , BEMIAANoor DSLERE—MATRIAME 6y
LREBM B AR SRR , BAEANB/NITIRAE (8%) MENIPLELR S, IWRRIERZZH. KERERR

BRI RS RHEB M AIRIEINN , —LRTEEAPLEERIZIBUARI S ERMA AR TUEE A, 72201145k
AR EaHE , MIAREEM(1E BERAMBUATIH S , BB ESMIEBRMRSE RS LW , SiE MM
RIBRFTIE , NDE. FTASAMBEENT S AEIERENRTIBHIEE,

2l
BEME BB R T EEFIRRREEEENAE , RRZ —REERE—ABMSRAMEIEENRAE
UeMERAESHNEEER. RATZHBIEERHTEMEMFSRUR , ENOMNSTRBRZAEHNZIG. AT, BN

—LE ZRATESN R EE AT R BNFFIRIK 4N Frontline SMS (http://www frontlinesms.com) &3R4 {5
(short message service (SMS)) 7&5) , FFEEHATTwitte rEmiB RS LES 2R, 1E1TFrontline SMSIE &
R AT AEA— Mt AB T IR TFAL R A EEEIN LTS,

HAAR & AT A EhML. B0 , AmazonfiKindle 3GERFHINLRMTEFRZH , ER1d 100 E AT ABE
e 2= Le sl 2= =y S

NME B KM
BEIREKMTELZIR , EANREAEREMAAERIRGARTRENEE. 1989F , ERMELET, , —
LRBIR K FRFEMKEANBTENRY. BRI, ERMEECWARGRNEFEAHE , REEBIFN IR

INRREREE BAMSZAR | T A RRIEIT HAb T AR T m Xt A AT AEME . IrDA (Infrared) FiBluetoothdRfEALHTF
HLE |, TR SkIE4E IR BEHi%E. HMTRE |, 2n'"The Pirate Box" (http://wiki.daviddarts.com/PirateBox) , & FBWi-
FIf B R T A FN N F RS . EEHEMERERMNESR , IHE , USBREFIRENZSHALAEEATREES
RATTZEA. E201 1R AR R BUASHELIIE | iEEhE&REANE AR aEE
K. speak2tweet (GoogleFiTwitter#tB T4 , ATREERIEA FBTEFMHM (voicemail) Kfftweet) HiE

=
1&.

fEFRARIBAR BT AR

B RS A R X M BTAIAR A BRI FIAR S , ATRART A i3 TR BB R IR | ATREIRHE 9lakis
M. BAHE{E (instant messaging (IM)) #k#E(Windows Live Messenger, AIM, %% )HINET | {5 REEEM LI X
(Internet Relay Chat (IRC)) BH{TEEARE , BE— M AFKHEBRMXAEEHNTNY. RERNMENEHRERT , &
EXPIFRLRIR (IRC) {H8ATFIE , FHEAEEMA LT ZER. BFALERAS (bulletin board system) —AF iz
T, AVFRAFERAR , HERMTEIRGREMEEE , FEHE , MSEMRFARRER. SOB AT RERSE BRI
VERARLXLE RS | BT 199041 , BB FNERAS (bulletin board system) M AVFE R EIXM AT B CAIHY
Vi), anTelnetB AR jG3kMISSH,

MX—RME  FOXAEMANSARERNGFL , RACIRARNASER , RRMRERSE, 620, FEx
HXIPVEEAH —LEFRNEHKM MBS IRMHANE , BEEIRBHILIE.

P4 BB 55 RO HL A AR i
FEMEWHEREKA P ERAMERFNARSENRIBITARE. a0, MRS RIS R S 8URE
W, FEBNIPREHSERIN. FABARENZ—TETFEMAKS  RESFTIERMAAR , BRI LR%

L& MRS mDropbox.com 1 Spideroak.com B iEzhZ ARG o F L HFH MR

FERRENE. SESERUAMRS EHRERRNARIERRTMETE. FRMHIFHEGooglefi¥, Google £&E7F,
Archive.org, HHMAAIEMERF, 20 Browsershots.org (4 Mu5#:&E), PDFMyURL.com (45 Mk A1%IPDFAR),
URL2PNG.com (¥MitrINAEE# A PNGE ), 1 InstantPaper.com (ANook FKindle ZE,FH L5 4132 SHEms
).

TR FEEH A AR S TIEE
WMRIFAEMERRMEEATRE RZHERENREEIEE RAHEE AR — ST A, LA, A2
FABESIIRRSE L RS , RAREELE AR EENREREERE PR TRIIER., EATTRUZE R
RFELAARIIERT, AT AR LB i, BN EMR & IR A LUE AR R B E VIR S R,
ANTHEIRAE A MR B N ERBRRIEE. Bla0 , — A A AT RUEMABTI R R Rkt FE 7 E fthfrA 32 ROL%

WD ARHE, AZMEFERRLEX O MERNERFAERES ARSI ANEH L, X EREITU
BYRAKIEESEL , FIAEREN BB 3), A BEAKMXITE,
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ERNITEMNRIL BME— N REAF D ERNRFRIAEEREIRBMEE |, o] UL — MEAM T AR IB(EE
., (Y—NEE, TEEET EMHEXNEEEEN, EMARARBOEE. I , F2F RA18IE T IP-over-DNSEXHTTP-
over-DNSHIELY FFEFF{# FADNS KRS B k3., —MBIF=Zhttp://code kryo.se/iodine_EfiiodinekF, {RIEFTATE
http://en.cship.org/wiki/DNS_tunnelFihttp://www.dnstunnel.de_t RSN ARIISCRY, (6 XN B/, — 4
IRIEAPSEITE R AR B RS TS KPS RIS R, EREEEMNS A BRI AR £ X BRI
B, WEKESAWACE AR L8, HADNS R AR A2 Akt Pt TEE  MERAEEk
TR EAR B RS S,

& BRI FIGHRORE B kS TN FFEFF 2 PTAER), M ELX B IEESH TR AR 4. ATHEER , SLFE—
N RRSE SRR AMTT, PRI RSB AN A PR E,
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oy T AREE

AR RALE R A — st B A B XM R | RMEBAERATE A BEE R X AN RIR. AAFZAR
RIFHERAIE, B1F

MR | X R FERAERIEMshAtit, — IR IR REFR 2k

& http://www.example.com/cgi-bin/nph-proxy.cgi

HTTPHIE , TERMERERURANIERRE. HTTPARIBRATMUERMRAS. TS
F—ANHTTPRIEMEE , XHEMAE R : "proxy.example.com:3128”8(“192.168.0.1:3080",

SOKSHIE, FRARTIRAHEBARAIN SRR E . SOKSAIF AT PUE AVF S RRIFIMLE N FAFEFF,
FERFHMEAIED BT IE{E A . SOCKSHIBEEH/ERMFEHTTPRIEFEE.

PIRAERGE— MR RPN SRS, B |, MIAIRERE — Mg | R DI B2 52
BRVIRIRMLE, KENRAENS B REERNRE , EERSIERAPOFRMEE 2 [RE I B

Ro

FEEAMNIAEN  FAFRERHRBE N FNRE. XERERA] AT _E {3 AR
AR , EERICAERR, FEXERMAMRAIERRNE | REFERTAREHAREZTIR R
it , FEREZESRE (Enter) BERETIRA (submit) "4,

— BRI T P T AR 565 00 TR0, /R S A BB 458 FR AR AKX SE 25 T T BB IR B350, )R iy B AR A2 3t
HhA , fREERARIEEEREMY . XREANMFNRIEACERE T R ERATEREE LY
TS VRN SR B AIER B St IR, A |, B RE S REIMSE I, XA gER — 1
IREHIMES . R IR BES A — LM SERERAE 1A% "oRA T U, BE, AX—YIREM
A%, PR AR U RLER R H R AR SE =R B H

BELTREINIAIE ?

YRA] RAFENttp://www.proxy.orgiX i kT 21 X TTARIB AR , /RAT RUE A AHRS 3K |
B0http://www.peacefire.org/circumventor , BRE BT ITH— M EEEZRMtwitterfh 1 (feed) , 2k
BRI LR REMIAIR" (“free Web proxy”) . Proxy.org BHIATITHI G Z M TR,

Enter a URL to visit:
http: / fwww. youtube.com fwatch?=THrth2 LINmuo
I GD Y

Choose one of 5,932 working proxies:
(Out of 25,886 total proxy servers)

*** random proxy *** O
zerolike.com (US, Glype)
bloxgone.info (US, PHProxy 0.5)
i-w.net (US, PHProxy 0.5, 55L)
ndblocks.com (US, CGIProxy}
secure-tunnel.com (US, Glype, 55L)
proxeasy.com (US, ASP.NET)
cantblock.me (US, Glype)
unblockall.net (US, PHProxy 0.5)
proxify.com (US, CGIProxy, 55L)
evadefilters.com (US, CGIProxy)
ztunnel.com (US, CCGIProxy, S5L)
surfprox.info (US, PHProxy 0.5)
ctunnel.com (US, CGIProxy, S5L)
breakfly.com (US, Glype)
stop-block.com {US, Glype}
cloaking.me (US, Glype)
rocketsurf.net (US, Glype)
no-fw.com (ML, PHProxy 0.5)
hdcdd.com (DE, Glype}
bestonlineoroxv.com (US. PHProxw 0.5)
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BRI TTIEE S 645 CGIProxy , PHProxy , Zelune , Glype , Psiphon #1Picidae, #n_EFfT
R, ﬁ%ﬁ%%%fﬁmaﬂ@i\%% AR RS 23 BN DR R SRR _E |, XA BEMEAST
IR EE B, BT BRI L IR AR RIEATHRE (BRI B RAR, TR B A RMMR
ks, FLAJRERLAHELF , R RNk E BRE R,

BLMTAEERAN, RERERAFRERAAS MEXLARE | EREABER. RARMSEAR
HA—EMME. Rk eilTses:

BHEAREAHATL , FAT AR
AEGIET AR EE IR
BEHEHL BRI ZLI MER (LT OMBIRARKAIETT.

? Bt ERE), B KA AR A A MR R, SRR I ARIE WAL IR 2 AT AR KA FFB

3]

 MEREESTER BN MSTTRARZMRR . SR ANEEEREANWER—DIRE K
ik, RRBASMFESMAEAE LN TR , SEEEFTENARSEGLIRNIML LT, [,
LREERERBREETERNF—ATAN , A WNIAETURE RN,

W A A P [R) L

R AT TUBSEAER |, BT ABER AR L A A E XM AR 55, 20 FE - BB+ 2B B 18
15, WZMITARIEME MM S a0 Facebook , (A RILE AN Youtube MIBIE HT T PST[AII AN R PISE A
A, JeErX—REIEREFS WA AR B RIR) 5 28 SRR ISR, a0 5T R KR
FHMEARS. EAENE ALEMTAET(]BSTREBITHTTPSUIR., MRAFEAXF—MIEER
BE T2 B AR REUBRESR , BIEIRINER, FTREL T2+,

)
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FLWMTAIE |, RELEIBLGRZ AFHTTPSIM TTAIE (F BRI MIRILA R , USTHERIRER
BAMXEFSIE. HPR—NAE , HHRIEROT-13 , £ hT?—EFﬁE?—ﬁﬁBﬁH‘]ﬁ@?ﬁ%
RE (HRATRAAA http://www.rot13. com/ BOER—TF, ) . Y4FROT- 1M H
J& . http://www.bbc.co.ukPIAi R AR AR T uggc://jjj.oop.pb. hx B LA IR TTE R, RIE
B HABXAETT | MR S ENESR., FANEAIEE#IE B ML AA SRR
R — MR —/\%ﬁ BRI 28 ) RIR R XA SCRRMIAEE . #A1E R, ”:‘lfd\ﬁﬁﬁ—/\ﬁ
I8 ARAIN Y 23 AT BEIE K http://www.proxy.org/get?site=http:/ | www.bbc.co.uk , TR Z BRXF{F/F
FERPSE TS5 A BE R T XIIRTE . http //www proxy. org/get75|te =uggc:/ / jj.oop. pb.hx, B—7
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File Edit View History Bookma Tools Help

Q.] v .,urJ @ [ : sesaweenglishforum.ne https://sesaweenglishforum.net/001 B v

[@) Terms of Use and Privacy Policy | gn v
Psiphon Terms of Use and Privacy Policy |*
You must agree to the following usage ferms before you browse with your Psiphon account:
Psiphon Inc. - Terms of Use and P tatement
Priv
Psiphon collects information that you submit as part of the unt« tion process: a username (this
should not b ur real name) a password, and optionally, an e-mail address (which should be from a
provider such as
Psiphon usage i ati s Psipho
Psiphon account or IP address with a findi al web site. Psiphon rec
Psiphon logs aggregate usa
domain names ed through the se . the number of visit per do
armonth/day. Psiphon maintains rlogs co d on the inproxy (which contain users' IP
addresses and obfuscated requested URLs) and se (whi ontain the inproxy IP addreses and
requested URLs) as well as sendmail logs that record the e-mail addresses of invitation recipients.
When ary in order to troubleshoot its services, Psiphon ma mporarily alter is standard practices in
order fr rd usane information in a way tha : e unt with the websites that he or she
'
| Agree || Don't Agree | y

REZERSRKE |, PsiphonREN FHEE/RI— M QB XNEGARNER, AR AMREI A
BREXNNHENEE  $E2EsBEREERRNE , &R OB R RIS T O TS H
BHIEE (FEPsiphonAIE B 3N Bluebar) [a]BIHIML,,

File Edit View History Bookmarks Tools

Q:] v %J @ ![@ B S e Re=d https://sesaweenglishforum.net/001/https://sesawe.net/forum/forumdis 5 v
[@) English support forum - Sesawe... En ] v
‘ URL: |hﬂps..-'-’sesawe.net-‘forum.-'furumdisplay.php‘?ﬁf.3 | Broken page | Bookmark | Profile | Logout py
PRTNPRN. '
YOUR
TO AN OPEN WER
- Sesawe Forums User Name ster Name Remember Me?
..y English support forum Password | || tooin |
Register FAQ Community Calendar Today's Posts Search

Threads In Forum : English support forum Forum Tools Search this Forum
‘ H Thread / Thread Starter Rating || Last Post |4 || Replies || Views ‘
Sticky: Welcome on Sesawe forum! (T 12) F 02132011 01:37 PM -
- rastapopoulos hh A b by harry gray 2 ==

Mzl ANhV O

REREEAT— MBI REMBIEERE R CIAPE | KA RAE AE SRR
IRsE, BlE—MKS , AFRERELRELF  BREAEKESHRAER., EXEAFEER—1
B FEPARAL |, IXAF , ARHOLIR | T RAEHE R AR IR — N FRAIE R BT B R | .
EHEFEIX—R , mdiBluebar LAG“BIEEIK P HEE.

WRENE|— A PsiphonFANTT REEE , SIEAREVIK 2 AT HBRISRA T E TR 2 E K.
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<.;T,| v @ @ |]@ VW H Gl Ritd hitps://sesaweenglishforum.net/anon_create.php v
(@] Welcome = x

Welcome to Psiphon!

Complete this form to create your Psiphon account.

IMPORTANT PRIVACY INFORMATION:

® Username: Your username is visible to Psiphon administrators and you may reveal it to other users.
Please pick a username that does not expose your personal identity.

¢ E-mail address: Your e-mail address is not visible to other Psiphon users. You do not need to provide an
e-mail address to create a Psiphon account. By providing an e-mail address, however, Psiphon can inform
you of new ways to connect if necessary. We recommend you create a GMail (https://mail.google.com/)
e-mail account for this purpose, since it is web-based and simple to use.

For more information, please visit our Resource Centre.

Username |psiphonusername |

E-mail address (optional) |optionalemail@gmail.com |

Password osecssee |
Verify password (osoc0e0e |
Security code |4533 |

HEEMERE , RO REAREE — A REE T B B ARS | L3RR, | BHABZE T A SR
HSMHR LA PE . XAEERTAROBRTIN , MBEREEER— . A2 HRMAIEN
HtRA P TUEER! ”‘EﬁFﬁF%ﬁﬂE‘]@%HM’-ﬁﬂiﬂ: BRENEFEESIEETRIEL IR
BIEIR AT ANE, AnRAR REIEE R — N F BRI | BRI — LRI HT T PSyEfE
IR FEMARIIRS . SISHT T PE S 2R T AR IR S (B

$Ehttps://mail.google.com , https://www.hushmail.com#https://mail.riseup.net, A7 FhlEEzhIE
HGPsiphonik =, 4RI R T RARIEG LERNER | FERE— A SHRAN. SR |
BBk A7 ("Create account")

File Edit View History Bookmarks Tools Help

<« < £ [ el https://sesaweenglishfon v |

[6] Welcome ) v

Welcome to Psiphon!
Welcome to your Psiphon account!

Do not share this link or your Psiphon account login details on any public forum. This will help
protect Psiphon from being blocked in your region.

You may encounter an "invalid security certificate” warning when you activate or access your

Psiphon account. Please select "continue” or "add an exception” to enable your browser to

esfablish a secure connection to Psiphon.

You must use the following link to login to Psiphon:

https://sesaweenglishforum.net/001/

The Psiphon Team

R E@J—%/ﬁu : EﬁawM/J\E‘]fl}léFﬁ'JEJﬂwL#}J\ImE}H“ , VRTE AT _E BRI REIR
E‘]Psnphon'n R BEE , BEE—NHTTPSHETSRM— 1 a a5 ELEEQIEU#“/ 001”) . {RAJBE

ABSTEN AR 0 A S AR AR (1BE/ M , %%‘IEPJ%SU\ _ﬁﬁzli%ﬂﬂj\]:h
%) MR | REBARE LR SR R 4 FISRD,
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AWM |, el aERft—Lan PRI , KT TRMTLUHES |, MhE
FipsiphonHFEEREA]. BXRE , XURELRE , (FANZHEEE], NREER—
APsiphonfIEES , REFBEIAN T EMBARRNES | REZEEMI]. MREILXFEDN , LTEEF
FE XN TS FNE: Rinfo@psiphon.cagii & english@sesawe.net iR 15 H AN,

File Edit View History Bookmarks Tools Help

< v & @ [ | https:/fbreakthecircle.info/a.php?token=a92ba4i b v |
A4 Untrusted Connection £ v

‘@ - ‘ This Connection is Untrusted

You have asked Firefox to connect securely to
breakthecircle.info, but we can't confirm that your
connection is secure.

Normally, when you try to connect securely, sites will
present trusted identification to prove that you are going to
the right place. However, this site's identity can't be verified.

What Should | Do?
If you usually connect to this site without problems, this error

could mean that someone is trying to impersonate the site,
and you shouldn't continue.

L.Get me out of here!J

Technical Details

| Understand the Risks

psiphon_right2know_sslerror_ie
sEpdE L |

AARARAE IR R EREKIPsiphonIE | RRASIRIGENEMARKAEN . AT BB 5
R EEBA TR SPUREE | ETHERA] LIRS RNEE R E AR, B4 , RRAIER
—NIFRET R, AR AR Bt X AR R AR N . SRT , BERRRRUR |, ANSRORFECRIEAIEE 0P
ARSI T THE , FRATRERAIL , RIK PEHEBEI— MRARTR. RARZAbA
HEFRAT R, (781 Psiphon N E R BELE.

Fﬁ_—ﬂﬁﬂ&%@]-’hﬁké’/ﬁiﬁ% , fRFEBluebar L BEI—NMEE |, B7REE (R |, A FE
7Ne

‘URL:| | Bookmark | Profile | Invite (20 remaining) | Logout pvy

BB EAMA{E BLMPsiphonRIBBFIF A -

R EBEMITEE DK EBEERE A RS MEHEA, BEHERREPsiphon , TIAL
MREE RIS, ‘ ‘
AR AR — A RS MEFEEE | (RTES AR,

RIR R drBluebarfEfk , REAHEIAXEERm £, AT RIE— M ARFRARTHMFRIXRE
ERHE | (RVE STRT A (“profile”) #E% , ARHQIEEE".
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Browse

Profile

Create invitations
Send invitations
Bookmarks

Send invitations

Invite tokens 16
E-mall Addresses [recipient_smail@gmail.com
(One per line, |
max 186)

Support

Logout

User: g -

| Invite |

RSB —MURSFE—FREZNER
Psiphon& B A/RANENF 1B 1D B b fH R %2 AT,

ELUNHFNE , XEREFERKH LA

BILE , R R B REERAERRRAT R.
B EE
i:‘._ﬁ “FRIRY” ( proflle WA “BIZEEE” ( "Create invitations") . 1EFRAIE IS FEHEREK
, REREaEsiE” Invite") o
Browse Create invitations \
Profile 2 invitations created

Create invitations
Send invitations
Bookmarks

Invite tokens 17

Count (max 17) |2
Support

| Invite |

Logout

User: SRS | | itation links:

https:// /w.php ?p=169EBOER
rttps:ff /w.php?p=57689298
BRI A X L BOE R |, BT RV MERREMRE |, BR :

FNBFRTUER—X
ARTFEBTRRNT R psEE | DU SR AR R
REA RABERARKAERRAT R,

R A BE VI [A] B P9 2

1&APsiphonTBEAH E%ETE%WﬁMAmW$ﬁXmWW%&*wmmﬂNMmW%u%Tﬁ
=Psiphon SR MUEIF A |, FNWITAA RFRMEMLMIEREEETE M. MRERZIT I
A FIL)UEEL,\E“EBIuebariEﬁ“T\ﬁEiﬁl‘:ﬂEﬁﬁﬁ (Broken Page) "#EHE , B IRELIKA].
WRARIE“IIA (Description) "— IR HEXT B R BAMAER | B RULTFA AN AR R SHhPIE
FERAE, BTG, R 9ER (Submit) 7, BHIRIEMAEKZLTFEANSR.
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Create new ticket

&

Browse

Profile

Create invitations
Send invitations
Bookmarks
Support

Logout
User: i -

Create new ticket

Subject |Broken page

Description

http://www. facebook.com/? fb_nescript=l

I can log 1n, but some features don't to work
properly. For example, I can't seem to send
friend requests. (The mobile site appears to
work, though!)

WY Cance
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SabzProxy

Dol

SabzProxy (BHMEMEEE“REMRE") B— AN RBHAHAAMIAE , EHSabznameh.comHiA
LRI, EEETPHProxy REAAED (B2007F RIS ELES) . MBT MMNRAEKBESHE
VAR | BSIRENET.

FIPHProxy#ALL , SabzProxy EE MBI R E HKIMIHRED, X{F1FSabzProxy B MERABAS
(PHProxyE— /M AE DL , XEHEMACAE—EERWILIE , AIEFRERN) . REREaKN
Al %M FFFALE SabzProxy BR 5525 .

SabzProxy(VE S BIKANE , (BIEEMESHRERESILLMINRE. FRIERMIFZ ABDE AT RE
M EDKAHMITARE,

—m{ER
Cn
s
Supported operating system & ‘ ==
Localization Persian
Web site http://www.sabzproxy.com
Support E-mail: sabzproxy@gmail.com

FKa0{aifia) SabzProxy

SabzProxy 2 — M MHXAMIMITAIE. XEKE , BSHEH/0HsabzProxy IR | A — kR
1K, RAEMMEEE. AR, ERETEMHEFASRECKARE , FFS5M01IKME S FX
L, RN EMRIZEMENRE  SEFHILTRN , WESHREPENZ.

SesaweS T FRIRIZE— 1 E AR IE |, 1Ehttp://kahkeshan-e-sabz.info/home (#RTRAFFE
£ flossmanuals , ZhSflossmanuals&x%) .

MRFAE AWML ENTE , HE BB SIREAZIRA D ZEHISabzProxy (IR | ES
AP EN MDA BB K SabzProxyiX—3.,

E A TER ?
FEE—BIF , WITsabzProxy ERT IR,
1. ZEARIEAE(E PRI K255 A\ SabzP roxy (IBEIE

2. SabzProxy WA _EHIMITTHIAHAES |, M ACRAEE VIR R B MM eiHiE, 5
AN , http://www.bbc.co.uk/persian, {RA] AR B EARIETR,

B dGoglEnter,
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} 1.0 - rauSg s jaanw - Mozilla Firefox
ry Delicious Bookmarks Tools Help

@ E E http://kahkeshan-esabz.info/hom 'Hg',l'|Google '@l
ar

v

wl wYlsiv g 305 slainl,

S http://www.bbc.co.uk/persian/

wlnius s gl s anz 03,5 3l

(i.e Javascript) wlxiw s b cus Sl G35 Jles b
o SsS 02,8 Jous B

lpasSs iuslos B

ande slb 5295 piulai

wlaiw o s slo & Lo

wilniwe glgis x>

xiiwn salaswl Jlo o oS ils b Lais bs ,SaS o uss

R

a5 v Ty ool Saljl w5l

azgS gl aalS ails j a3l

fowl a Gl Jsasl So cal (9IS aaiS 5 jlail o]y GauS s Sa 0bag Sle il e ab Led
22uiS sl o 1) Lainl ) o pansSe o jaw U .aui o Sabzproxy@sabznameh.com

PHProxy0.5b2 slue w 1.0 jiusl ug comeaS ey e jase

RISEFENSEZS B O 2R,
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s :

BBC _suuyls - cosusii ango - Mozilla Firefox

File Edit View History Delicious Bookmarks Tools Help

> v @ @ E E @ ['m!http:_f;’kahkeshar'r&sabz.info,’h.f'fil'; ']_ |-']‘vl'i oogle @]
e | b v
P B
[http://www.bbc.co.uk/persian/ ]
[istesina]

‘:‘ifhw‘Js woiladn i rcda L-...éuJa._-.a; W gpnn iai ] iz it w8 5 00 500,000 u.n#}ghu‘d.jlr,'

bad cugi A 5 Rl T 5 ea ks B Sy e i
b s A g g ola daip Jgsa cably 10 gadi g (gl (olb dali e Jgta a

-_A:u____",J)Fj _;.a.i_-"_-.._‘___l_'q)rj 1389 =403 -201

Joale Cides Bl Jga 5 5oy dnis ozl ' ade e

1 g dada 188
ale Cubia QS i) 31 Jla e sl ) S
J l—w 5

B L R L e s e T
A3 Jala e cuin Jlial s i 38 8 s e

ol e HE e s

2k gl el ey sl 30 AE gaea
A 5o s o K g ROl i
04:30 == 3 )
il BT s padiy B ne OMpRa g

gy 4B
Eddatanf s o By e Allac agdy g i
-« .T U g 9Py e g pAAE AP AR

RAJAEZSabzProxy R B AMIAAZFEN ST B A 2, FuHtA T 77 ABBCIRMEM YA,
ZRERINNYE | RERFE

R S AT R E M AR, AR B 3hie R R .

1R E TREPA AR 36 AT ML,

=4 Gvialil
BECRATUE RZHAETUNEM T, (BN RURE AT JLA =%
HESNTEFEXAEARURY guol o9
MREREIEATA—NBITRIBF TR E _ERE — MR |, DUES ARSI A AR E
FlsabzproxyETHIN , RATLUERXMER, MRERFRILEN | RIFLXMERKA , UE
BEZHNTEE/RTMA.
RAR FinA (f0javascript) [ s cansySanl 93>
ANRAFAS AP RSN SHAMAS | ARE] DA XM, B | JavaScripta] UES A A Z 7]
B, NI ABRE RS & , BERBFRESE. WEERAME (A0MSERMERS , 2
HEZWEFEE) B3N/ RIKAR AR —F0{E FSabzProxy i 8 4 )avaScriptial @l B R 7%,
SR TFcookie] v sS9S 1I,S Joad
cookie/Z PRIV ST =S B BMRTFH/NUSIA M, E—LFEINERMEE EERHFN , BhTaE
FIRERERRANE ., TFFXMEML f5 |, T cookieBPRIRFFRK —FRINIA). N REABIERTRLE
REMBEEN , BcX MERFHER IIEXERIRETT MR Fcookie” (FERTIX) .
BRUEE R/ lgawsSe yinslos
WMREAMEENE |, TTRASCHXANER , XN FR , AMIRITEMSE .
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SRR RECAR KRR, N4 BIE RSP ICRERTHMFEEIMAN T, AT A
BIELFHRIESRME | FRAT AKX ME,

EBRREFRITEEFFZE (meta information tags) / b sl S5 3>
WMk ERFIITEEARS A AT BN FF B3R, XS TREEIEEEER. AR
HARBEIRS| R, IR T MEX LR FIE1T. RAT AT IR ST L X i
IERIXLETTE R,

EHRTERE wlabtws olgis 93>

ARATIFX N EER |, Sabzproxy MR B /RFEN ST 25 TRAPARESA_E I TTEAREL. XM EIIREH | b
WFEHRARIEFEIRIM R AFR , SRR/IMENSERREAR , AAERBEKAERE.

NEZEFEE TR fEcookie/ cadgo L SoS

S AR fFcookie” 2. FTHFZIES R , —EARIBITIRE N 28 XF)Sabzproxy HF2 , MR
TZLERE MR i cookieth & 4 MRS .

53



54

245 http://www. bannedbook. org/ 2% - AX [ W KR Hi%:  http://tiny. cc/meyarw

FIREFOX AND ITS ADD-ONS
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SRR (Firefox)

BNEEBIMRELME MR ETA , BUEASPDNRX—EF. KM, WREREE , X5
28 2 AR R SRAE I _E AR PSR

FEZRIN—FE | KOWER T EREME— N ERITTEIMNE | EAEER, —MatEIE W%

MR 25" —MShE R EROTT AL, INRORAAE AR MBS SR B AKX LM, | (R —FAiRA
BIRENWAE. EHBNEREAE.

| GET >
|

m

Firefox@ BRIMATHIN RS 2 — , B—3kH Monlla%ﬁAzoosiﬁﬁ&Eﬁ%% T4 R TR0 94
2. FlrefOXTL'fT:FFﬁ;ﬁqung%{/E%«JL (Windows, MacOS #Linux) , BZ/D#EENFR75FE
2. REZHE  EReRE.

MAPE 152 Firefox
ANRAAFAB L E Firefox , {RA] AEXTREIZEE S « https://www.mozilla.com/en-US/firefox/

YR | B LEHEINE A IRIMERG Windows/ Mac/ L) RE X . MAES XF
T_Lﬁt’i%‘fllf%iﬁkaf%Flrefoxﬁ/-ZE]ﬂ{,:. B ,5 IE&FLOSS Manuals Firefoxfg
/ : http://en.flossmanuals.net/firefox

{t+42 Firefox IH#J]DQH{’—“F add-on) ?

BT E g Firefoxhd , EE?%L@%ZFE‘]/X'JW%%E% B REMINEH (add-ons) |, BEIE
%%FgceijXﬁEﬁEﬂ/J\MﬁtF {/J\ﬂTli\imJ]D%wI*Eﬂfi ETR B B L FirefoxiiESN, ﬁi’ﬁftﬂ‘ﬁﬁi]ﬂiﬂ#
(add-ons) :

LTSS ENSNNRERN T R
& FirefoxsMN A £ 8
FBNFirefoxdb IR HIBE FBEMNENENE (MINKBER , JavakBREFESE) iat

] RIMINZA (add-ons) HIFRRES. RATUIERARESHTHR , IREFHAERKOXIER
RIGEMRIEFEN ST RIS EIERIX | 555,

FirefoxfEH Wi (https://addons.mozilla.org/firefox) ERIMABEIMMAS (add-ons) HIFE , BELR
A PAZEhttps://addons.mozilla.org/firefox/browse_E3Fh3sx A1,

ELFATMMMAN (add-on) T , YICEREMRHINITEEMAEHIES. , FTRAN A SERISEIRIE
BB (add-ons) FEHEER., BAR , RIKNMMAH (add-on) FIREMHNZHRENER |
CRARIE) ‘H/J\PWJE | EEHERETE.

FRATHEFRARIRAS A FirefoxZe 3= M MNLB 4 (add-on) B%ﬂEbTuMFlrefoxEﬂWﬂﬂiﬂ#F add-on) TUH
18, RMANZZ I Firefox | FRAF{R J\ﬁz}yk—faﬁ'aﬂ‘]ﬂé/ﬁ%’fﬁ?cﬁxﬁ HEEE ﬂﬂ)&ﬂ‘]%ﬂm‘i&lﬂ
NE{# FFirefoxd@in 7 %7 El‘]ﬂfﬁ%ﬁ X—RREE,

ETRO=F , T T SRR MEEEI N RHHMINES (add-ons) .
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Noscript #1 Adblock

BRITH Eﬁlﬂ—w\méﬁﬁﬁ{
KFirefoxd RAERS B 2B MRIBEIHR

AdBlock Plus

Adblock Plus(http://www.adblockplus.org M , RIS &M EAKEIREMNAR |

B TR

iGN ERLE

http://tiny. cc/meyarw

ORI SRR SR | KB
DRI & TR

2 EHEEE]

1. Adblock PlusiRIFEREATHELEA , MRS SRIRNES.

FF441¢ B3 AdBlock Plus
BT RiEiFHIFirefox/F:

1. Mhttp://adblockplus.org/enfinstallation#release , TFEkAdBlock Plus fIERFTARAS , SN INA
HEIEZE (Add-ons Manager) ("Firefox" > "Add-ons").3¥ ZiX M.

2. BEHAERLE” ("Install Now")

, TEIAREZEAdBlock Plus,

[Rr— =)o
| 4 Add-ons Manager || aF | >
] - AdblockPlus P
Name Last Updated Best match -
@) Search: My Add-ons (GYEIELIRRY[ B
%
2 ;; Adblock Plus 1.3.3
= B Downloading s
75
2
[amp . 271 —_
3. AdBlock Plus&2ENF S5 |, FirefoxESRE L B3N,
[Rr— =)o
| 4 Add-ons Manager || aF | >
] - AdblockPlus P
Name Last Updated Best match -
@) Search: My Add-ons (GYEIELIRRY[ B
%
7 Adblock Plus will be installed after you restart Rostit e it
i Firefox. S e’
a i Adblock Plus 1.3.3 Wednesday, February 23, 2011
* @ Ads were yesterday! More
75
2
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iz Su)5

Adblock Plus BEREEMITA. BERTABRIMECE MBS — RS =W N IR ERE UL
%*fa XIERAdblockiTIEHNIFTE /R, ESFirefox/g , {fﬂﬂ%%&%ﬁﬁﬁa‘%—/\ TUERNRET (%
) .

I " Add-ons Manager x h || Add Adblock Plus filter subscription |J + |
|| chrome://adblockplus/content/uifsubscriptionSe -1 -‘l ~ Google Pl n'
A — =
Adblock Plus will be most effective if you add a filter subscription. Filter subscriptions are provided by other
Adblock Plus users free of charge. The mest suitable subscription for your language is already selected.
Please choose a filter subscription from the list:
[E=syList (Engiish) <]
View filters Visit home page
Add a different subseription Add subscription l [ Cancel
x @.

PRRAZOEAEM— T IR VTR 2 Adblock PlusfE FHISERFRHE T —L8 , {RILFFE T RE—1MN
‘fjlle—“_\ EasyListElE — MFRRIFISRAT ISR,  (EtiEhttp //easyllst adblockplus.org/en_t

REFRIBEAN , EAEIRAREAZRTIBHNLTREEA N L. RABLTEESE , ATSEHE
AREIRLER, Easylist (FESIXTTIMNL) GESHMEasyListy B—HH TE (ZNRuAdListF4FEX
i?éﬁ'ﬁ% EasyPrivacy% T #%3k) . {BEESFanboyfh3k (H— T ESIIRIMELHNFIFR) 4
PR

RA] ATE &I (preferences) EFERTE SRIIITIRITIF (R Ctrl+Shift+E), B¥/E , EOK.
B2 AN R0 8 R

WNFRARAE NHBHIE |, AdBlock Plus ALVFRAIE B A BRI, FRA0IT 8 MAdblock PlusBri%IR
(preferences) FFi& (¥®kCtrl+Shift+E) , REHFOAZ T AR RN SN ("Add Fiter") , ME
T‘EE‘]L/F%LJ\UT\ EMRAHP TR R BN EasyList , (HE(IXIERALIIR HEEHRENSIEER
L BB, BNSRRARRE L SR A A FacebookBHTE N , {RRZZARAN R 5B AN -

| |facebook.*$domain=~facebook.com|~127.0.0.1

S$—H04r (]| FACEBOOK.*) B Sc/Filli—1Y)>E B Facebookiiah 4 iijiiml, 585 —HB4>
($38=~facebook.com [~127.0.0.1) E—BI4h , FPHE L VR ISHIRIA T fFFacebookKIF LETEE
FhEHE | R 4¥R7EFacebook FEL ) 127.0.01 (LET M) ViRIA A4 Facebook gk,

FFanfa 4y B 2 fAdblock Plusid JEMNIKITERS , ATAFEttp://adblockplus.org/en/filters L3k
ER

F4FE TR KM UG 5 A F 22 A AdBlock Plus

PRETA R RN SEEs EWABP T A EAr (BEBREEFL) | G THLIEME" ("Open
blockable items") , B3R Ctri+Shift+V | E@JAdBlock PIusw,ﬁ'JE‘]%ﬂ‘IE% RN 2F RSP E O T
RALERE— Jﬂﬁﬁ*ﬂ“‘ﬁﬁﬁ— MTR. j?.% TI//LF;\EEABPIEJ‘MEMW ’71@ PUREI B
A” ("Disable on [domain name]") 3K F\XT MMTUZEF” ("Disable on this page only") , ZEEA
4 F I B M T2 A Adblock Plusg
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NoScript

NoScripta 2K Ik B avascript, JavaffifF MHEAMISERNERABI BIZ{TRTHITAR | i—
BRI IR L. HUFNoScriptZRg— LS E MLy | REEIEEAIMAB LS., XU ka]
BEZ K , {fBFENoScriptiRIF R St A (Iﬁiﬂi—%%%,‘%ﬁﬁzﬁbk—/l\mﬁﬁﬁ)i%—\mﬁﬁ ) R
T (RE—TRANITEEFNREZRREEL , B AFRGETHRNERN) 2208
E181R4F. lalhttp://addons.mozilla.org B http://noscript.net/getit, 52N oScript.

?‘%;;?fgzgﬁ‘}iﬂﬁfﬁ‘é&@ﬂﬂ‘]Wﬁﬁ‘]ﬁl‘iﬂ%ﬂmﬁ‘éo SEIEHE |, RATATFINAEEN oScriptXf &N 1T
MR A, BIREIREIAENR L 2 RIEEN T AR,
Jria4E A NoScript
1. VilaNoScriptf FEEB4> : http://noscript.net/getit., METERAM“TEE " ("INSTALL") IR
2 %&t“fmxf%" | BHAREZENoScript,

e Elojes

J*Add-ons Manager =+ -

L] - noscript »p

Name Last Updated Best match ~

Search: My Add-ons (EAVENEl=NYelETytS

@ NoScript 2.0.9.8

| »

&)
iMacros for Fire... 7.1.1.2 ‘ednesday. February 09, 2011

Automate Firefox. Record and replay repetitio... More Install

Shareaholic - Share ... 2.2.0 Fridey. Decemberll, 2010

B i e O
£

=
Shareahalic is the easiest way to share interes.., More Install
R Beefiliaco)(largete Tt RNoacy ool
'/ Install
Sets permanent opt-out cookies to stop beha.., More nstal

E Integrated Gmail 2.6.11  Vednesday January 26, 2011

Gimail + Gannale Calendar + Groals Reader + More Install R

3. ERE I E [SFirefox,
(pEe.Zz0 =
3 illa Fi ag 2 | gt Add-ons Manager

# & noscript L

MName Last Updated Best match ~

Search: My Add-ons (AVEIEIERGELGES

W NoScript will be installed after you restart
Firefox.

NoScript 2.09.8 ‘Wednesday, February 23, 2011

Restart now  Undo

More

Extra protection for your Firefox: NoScript allows JavaScript, Jav...

. iMacros for Fire... 7.1.1.2 Wednesday. Februay 09. 2011 | §
of Y ;
o, Automate Firefox. Record and replay repetiti... More Install
= Shareaholic - Share ... 2.2.0 . Decemberl], 2010
s,
-~
Shareaholic is the easiest way to share interes., More Install
= BeefTaco (Targete... 1.3.3 Moo bebman07, 2011
‘/ Sets permanent opt-out cookies to stop beh.., More Install
Intearated Gmail 2.6.11 Wednesday, January 26, 2011+
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NoScript IBANIMFE MM L E|H £ 8

EJBJa , NoScriptiEIAR B IAERNERNE TA |, SRRKEREENLE | B/RLHTRIML,
TERIER A _EBATRR ISR,

O TR B MFTEEFIE subframef A, BIMEHLMARIRE L8 FRMTSA ,
RIBERSBOZT FEXHALHEEA) .

© EEDIR « TEIE AR | BELEERS (AAER) WAK., XFMERT , BARLET
PUETT , RAFERAFHZEIL , XN REATEELER 154,

S BRAK : AFEEHNEA | BEHAFEETESRM TS ARBEEARSH AT, — IR
H_ LB L MMERSRE SRR T SRR BERK AR BT AL,

S RZEME: AFENRENAIERE , BEBNBRARNBHEZL (AER) .

I SEFRMERY - RAFTES M ERBIA |, Eahdric AREE.

S| i ATIEL_EETE AR,

S 2 RAFHZE, , BIFRCARSERRBERLEERN.

AMN— MRSEREREIR 48 |, AENoScriptiREAI%ER :
“SeFiEA " ("Allow [domain namel") A —MFEIBS LRFTERA | 303
“FFARHEFTEXER” ("Allow all this page") T2 AFMAZIT , BIEREHAMMA , BN
FEMIERNRNE= A,

(AT DAE A “IRES ARF” ( "Temporarily allow”) ERRA AW LRIRTERINBTRAN. STRAER—
RN MSE AR ABLES 4 BT K SE ERAF AL, )

[ o

Welcome to Facebook - Log I, Sign Up... | +
g In, Sign Up.

€ )2 | H hup/wwwifacebook.com/?_fb_noscript=1 -] [28- Googte £|| A || B

facebook |

JavaScript is disabled on your browser

Please enable JavaScript or upgrade to a JavaSaript-capable browser to use Facebook. Alternatively, you can acce|

About NoScript...
Options...

Facebook helps you connect and share with

R N S! Allow Scripts Globally {dangerous)
the people in your life.

S) Allow all this page
S Temporarily allow all this page

= [ | | a S untrusted
3 P X
o = M 2 S) Allow focdn.net
8 - . % Sy Temporarily allow fhcdn.net
9 4
=y — S) Allow facebook.com
o« S ] Sy Temporarily allow facebook.com

: -~

HE , R AR TN oScriptiRfll , EHERINRZEIE &8 |, EFIEM (Options) , RemtTEARH
(Whitelist) &K,

NoScript Options (==3a]

General | Whitelist | Embeddings Appearancel NotificationslAdvanced

You can specify which web sites are allowed to execute scripts, Type the address or the
doemain (e.g. "http://www.site.com” or "site.com”) of the site you want to allow and then
click Allow.

Address of web site:

Allow

addons.mozilla.erg
flashgot.net I
google.com

googleapis.com

googlesyndication.com m
gstatic.com

»

m

hotmail.com
informaction.com
jswlxrs.com
live.com
maone.net
mozilla.net

msn rom

Remove Selected Sites Revoke Temporary Permissions ’ Import ]’ Export ]

Donate ] [ Import H Export H Reset ] [ oK H e ]
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B ARTEN

WNRARABIK A ER | A INE S — PO |, ARA] IARICE AR TSR« diNoScriptEsR , FTH AR
{8 ("Untrusted") ¥F, , EEDRC 848 ] ARTER”. NoScript&icERMEs | BlE
B2 /AFIZA" ("Allow Scripts Globally") .
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HTTPS (ux#xewzems) Everywhere

HTTPS Everywhere2 Tor I B (https://www torproject.org)fl EFF (Electronic Frontier
Foundation) (https://efforg/)&#EFF &) Firefox MNZA#4 (add-on) . EMBFARSETEEMLZ BRBER , 6
#&Google , Wikipedia , MiRfT+ 3 M &NFacebookdl Twitter,

ZMIHARNIFBIHTTPSINE | EEARTE. Hia0 , BIARKRMELHTTP , BMEATAERHTTPS, KEE
EM T AR B,

XEE XLEMSEA X FEIEEE (ANA PR IER) AR EE  RSWE=AFE.

HTTPS Everywhere @i EMERKXLMEEERHTTPS |, KEEXLRE, (REXNY BMMHTTPS
Everywhere", & RASSIEN 51 MMMEEJHTFPS,,\ﬁﬁfﬁrﬁﬁbuﬁ%iﬁ FIREE{E FHTTPS, iR A4Muhi&a1s
{EHTTPS , ba#T\ﬁEﬁ RREHNERE_EX Wk,

B IR A LML AR R A A ZIFHTTPS M thmsh_FAE A EERERENS . —MNREE | 2nRiNE23 M8 E EFR
%ﬁﬂgggfﬁ—ﬁﬂuﬂ% , PRETRENR R S| — A EHHHEBIRENHT. B2 , WiIRRNEEM S ERANS

AIEM,

ALy (20Gmail) BFFERMHHTTPSHF |, B2 BHTTPS Everywhere {3 {RiF R3S SL-strippingd , 1R
R ﬁt@mlﬂHﬁPHﬂs B A REER RS RIS I HT TPS BR AR,

ZVEFEVIR) ¢ https://www.eff.org/https-everywhere.

E7e

B, B ML FEHTTPS Everythere : https://www.eff.org/https-everywhere.

PR RFIRA  (newest release) . £ FEIXAMIFF , FAi1EMR THTTPS Everywhere 4 0.9.4
hRAs, (—AE¥EE4]H)§\$—IEEE, 7i7ﬁ?

[ Firerox | e

150 HTTPS Everywhere | Electronic Frontier ... |] + | =
\..(_-.ﬂ ;Lﬂ)@ https:/fwww.eff.org/https-everywhere |- Google | M| B
impleme o
. . x
Firefox prevented this site (www.eff.org) from I

HTTPS B .t asking you to install software on your NoScript, and to support cot
services|l computer. TPS without breaking anyth
hitps:// pf i

Allow

In an idef | 5l Unfortunately, there's now
from regllesss e e e e e o=t YOU get from requesting b
the only way to swnch every page to hitps is to fetch the page insecurely first. There is a Chic
Enforcer which attempts to take that approach, but it does not appear to be implemented sec
seemed to always use hitp before https, which means that your surfing habits and authentica
(this may be a limitation of the Chrome Extensions framework).

License

HTTPS Everywhere is licensed under the GNU General Public License, version 2 or later. To
development page.

Aftachment Size

https-evernywhere-0.9.2 xpi 55.82 KB E
hitps-evenywhere-0.9.9. development. 3.xpi  188.9 KB

hitps-everywhere-0.9.4.xpi 56.18 KB

Changelog.txt 5.66 KB

4 UL 3

HSE R ("Allow") . REHREESHMESE" ( "Restart Now") #R41E jBFirefox. IAEHTTPS
EverywhereE',%&jr{EH
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[ Firefox ~ e

JE‘? HTTPS Everywhere | Electronic Frontier ... |J + | =

) | *® @E https://www.eff.org/https-everywhere i Y- Googie P | 1 _n'_

&

NoScript, and to support cor
[ ITPS without breaking anyth

HTTP5-Everywhere will be installed after you
restart Firefom,

| Restart Mow

§ i Unfortunately, there's now
from requesting hifpsJwww domain.com/pade 1s the same as what you get from requesting hi
the only way to switch every page to https is to fetch the page insecurely first. There is a Chire
Enforcer which attempts to take that approach, but it does not appear to be implemented sec
seemed to always use hitp before https, which means that your surfing habits and authentica
(this may be a limitation of the Chrome Extensions framework).

License

HTTPS Everywhere is licensed under the GNU General Public License, version 2 or later. To
development page.

Attachment Size

hitps-everywhere-0.9.2.xpi 55.82 KB E
hitps-everywhere-0.9.9.development 3.xpi  188.9 KB

hitps-everywhere-0.9.4 xpi 56.18 KB N
Changelog.txt 5.66 KB

< | 1} | 3

fcE

A RENZL A Firefox 8 | RSEEMINAHETES (Add-ons Manager) , #£Firefox 4 (Linux) B33
AHTTPS Everywhereffi& Btk (settings panel) . (FEERRIRAKIFire foxAIREHHRIERSE , MMAHZIRS

[ Firefox e

J*Add-onsManager |J + | -

HTTPS-Everywhere 0.9.4

Encrypt the Web! ... More Options Disable Remowve

R (Options) R4
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HTTPS Everywhere Preferences IEI
Which HTTPS redirection rules should apply?
[] Amazon (buggy) Armazon 53 bit.ly coT [ Cisco (testing)
Dropbox DuckDuckGo EFF Evernote Facebook
[] Facebook+ (may break apps) Gentoo GitHub GMX Google APIs
Google Search GoogleServices Hotmail / Live Identica equick
Mail.com Meebo Microsoft Mozilla ML Overheid
Moisebridge NYTimes PayPal Scroogle Torproject
Twitter WashingtonPost Wikipedia WordPress.com Zoho

You can learn how to write your own rulesets (to add support for other web sites) here .

[ ok | [ Enebleatl | [ Cancel |

HTTPSE S M AN EAE AT S We b 3 IZE BoRE k. NRIFE— MERRERAANAGD |, #RETAEXER
HE., EXFMERLT , HTTPS Everywhere REMSHR S ARLLE B B A,

Edic

JARMECELF/T , HTTPS EverywherefFFIEE BRMBE . MA— N ARLMHTTPEE
(70 : http://www.google.com) ,

[Freio =l

]@Mozilla Firefox Start Page [ + | N
€ .-\_ | http://www.google.com/ M C'_l |_".l’ Google ’OJ 1 _n'

GO\JSIC| Search Advanced Search

Preferences

It's easy to customize your Firefox exactly the way
you want it. Choose from thousands of add-ons.

-

@ Restore Previous Session

About Mogilla

?ﬁz*rl/EE (Enter) . REHEIEEARIRLMHTTPS INEMEL(40: https://encrypted.google.com)., REEEMIIK
1t4.
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EEEE. oo
J"'l Google + | -2
& .I _E‘ ps://encrypted.google.com/ adis) | Y- Googie P | 1 E

Sign in &

Google

beta

Go to classic Google.

Advanced sea
Language tools

Google Search | I'm Feeling Lucky

Learn more about searching on Google with SSL.

Advertising Programs ~ Business Solutions ~ About Google  Go to Google Deutschland

@ 2011 - Privacy

1 1 | 3

R4 Bk HTTPS

FRIPLEEE TR IR RIENNAES , EFTRERMSE R EIRA, FEXFMENT , HTTPS Everywherem[gg
BELLE R4 A LER0SE |, (ROAESRGIARA0INLESE R EMIX MM T IRAE , RAARREMRAE, (Ha0 , HEOrR—1
BRI Wi-FiRLR VBT RHTTPIER , RAVHTTPSIERE, RIREWI-FIREERIX B FRAT NG , B , AF
fEMAHTTPS Everywhere NagfE LML , BIFEAIGITEAHTTPS Everywhere, )

Eiirf:'%ﬂ‘lf , AT GFFRLE X R T 2RI , RO RS S TRAR I Tora VPN{E FHTTPS
Everywhere,

FEHTTPS Everywhere gist b ko5

#RE]AFEHTTPS Everywhere [fifnZi# (add-on) AEC ERMMEGIEMET AFLN], /R ATEXTREIF
7% : https://www.eff.org/https-everywhere/rulesets, 3I03NELFAL B EAIBEEVFHTTPS Everywhere QiR #RiiIaX L
MR REH. EFICHE | RIEMERNEEEDEEFLE MM ERHTTPS , HTTPS Everywhere RghitffR£ihaMEs, a0
RMIEASIFHTTPS |, HERMARIE B 4L .
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wmgan FOXyProxy

ARIEIR S 25 7T LU AR — A i s E R B B R, B 4 B3Rl S AR B SR AR LB R AR SR (LRI 8.
B EAREFLERAE B1F

MIAE , R FERME IR il —AWIAIRRK ML RTAER 2R & http: /www.example.com/cgi-
bin/nph-proxy.cgi,

HTTPRIE , FERERER SRR TR E. HTTPRIZRTTRMERMIENE . RTSEI—HTTPRIEM(S
B, XERIHEE : "proxy.example.com:3128"5%“192.168.0.1:8080",

SOKSHIE, FERTBR S ERAIAIERE. SOKSRIFAT U VS R RIS N FAFE B IEE FRpFIRD A
BELE, SOCKSHRIFEEFEIMGBEHTTPRIFESR.

FRERMTARIETHEMEE | EFMARIL. M, HTTPAISOCKSHIE | RIS LEE.

EOAKMAIEECE

fEFirefox4 (Linux) b, RS fRERZ LA RFirefoxks  HFARERE , SAFLEHEEMR (Options) . FERHEN
&+, EERES% (Advanced) WIERR , AJFEE ML ( Network) R, RMXBZIXAEA :

Opticns @

General Tabs Content  Applications  Privacy  Security ~ Adwvanced Sync

General | Network | Update | Encryption

Connecticn

Configure how Firefox connects to the Internet Settings...

Offline Storage
Your cache is currently using 7.6 MB of disk space
[7] Override automatic cache management

Limit cache to 1024+ MB of space

Tell me when a website asks to store data for offline use Exceptions...

The following websites have stored data for offline use:

Remove...

[ oK H Cancel H Help

W RE" ( Settings) , B FERERE" , IFMAFREERNAIEREHEE. FHCHE , HTTPAIEMSOCKSHIE
KLAEARARR , WAERNKFEGA. MRE—1ES (1) , EENAREEE , EAEBOIENGROSZ RS
. PREVFFRE BRI BOXHE
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Connection Settings @

Configure Proxies to Access the Internet
) No proxy
1 Auto-detect proxy settings for this network
") Use system proxy settings

@ Manual proxy configuration:

HTTP Proxy:  my-proxy.server.provider.org Port: 8080 |~
[] Use this proxy server for all protocols

SSL Prosxy: Port: =

ETP Proxy: Port: 0

SOCKS Host: Port: 0

=) SOCKSvd @ SOCKS 5

No Proxy for:  localhost, 127.0.0.1
Example: .mozilla.org, .net.nz, 192168.1.0/24
1 Automatic proxy configuration URL:

Reload

| ok || Cancel | | Hep

BHOKE , RNECER MR , RINERAKNTAERS BB AR, MREFE—MEREE , 1 RIER
%%%TE?EE—E?%”EJZ“iﬁ‘}ﬁﬁlﬁﬁﬁ@ﬂ[i%%ﬁ  ENEESHROAIERER X, EXFERAT , ERERSR , FERF—
B AR 5 RN,

FoxyProxy

FoxyProxy@— R #FirefoxiX¥az3piMNAF , XFEFESTERFSARNNRIERS S  FEAAYIH®. B
X FoxyProxyfEEE | %i}‘il‘-ﬂhttp://getfoxyproxy org/,

Tk
feFirefox4 (Linux) B , fER& LN LA nfiFirefox3sg , REEEMMAL. EREEHEOS , 724 LAKHERIER
ARIB IR AIMHFLA N B FR (FEXFMEIL T2 “FoxyProxy”) , J#iiEnter, fEIRFLERT , R BEIFMARRARA

KIFoxyProxy : SRAEFIEA, éﬁﬂ‘]bti&fﬁ]"ﬁaﬁﬁﬁzk muﬁl:ﬂhttp //getfoxyproxyorg/downloads html#editions ,
ERAMCLAEBE EARSTEE, AEEEIEASR , Bt TR
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== = o=
EI ill Firefox Start Page d'*ndd—onsManager = @—'

€ > $8 - | |foxyproxy bl

Narme Last Updated Best match -
Search: My Add-ons (EAVYEIEL[=W e eR¥elatS

"Q FoxyProxy Standard 2.22.5

0

Thursday, January 20, 2011

FoxyProwy is an advanced proxy management to... Maore Install

ﬁ FoxyProxy Basic 1.8.5

—.. iMacros for Firefox 7.1.1.2 Wednesday, February 09, 2011
E; .a

Automate Firefox. Record and replay repetitious ... More Install

B i L.

Lifg , FirefoxXEEH S35 , FTFFFoxyProxyI#ENMEL, {REAZEEIEAR T A FEIFoxyProxyEIFR.

| e
|@ Mozils FefoxSartPage. | #6 Add-ons Manager | 4 FoxsProsy ~ [l
| = l'ﬂ' http://getfoxyproxy.crg/basic/help.html - C'I l'::l' Google PJ 1 B-

FoxyProxy Basic Edition

Tip: Use Alt+F3 to create a new proxy based on the sele

home example, highlight this text:

download 114.127.246.36:8080

paid proxy services then press Alt+F3. If you prefer the mouse, you can righ

choose FoxyProxy Basic->Set 114.127.246.36:3080
screenshots

foxyproxy plus More help coming soon -- in the meantime, post questio

help

[

AfEFoxyProxyTEMH TIE , EREMEFEAHARERE. mdfirefox@BONATHEN , ITHRERH. REFHE
faP/SESEeEa
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] FoxyProxy Basic

SRR =)
Eile Help
Mode: l Completely disable FoxyProxy -
B Proxies | () Global Settings
Enabled Color Prowxy Mame Proxy Notes =1 @l Move Up

v N Dcfoult
@’ Move Down

Bl Add New Proxy
B* Edit Selection
B Copy Selection

Bl Delete Selection

| @ Please Donate | | % Get FoxyProxy Plus | | (1) Buy Proxy Service | @)

mERINFAIE". ETENED , MFirefox fENARIBR BRI M NRIBET

] FoxyProxy Basic - Proxy Settings

%{ General 2 Proxy Details

(") Direct internet connection (noe proxy)

@ Manual Proxy Configuration

Help! Where are settings for HTTP, 551, FTP, Gopher, and SOCKS?

Host or IP Address  my-proxy.server.provider.org
[7] SOCKS proxy? ) SOCKSwd/da @ SOCKSv3

Port 8080

(©) Automatic proxy configuration URL  hitpisk/s fipedd file//  relative/s
View Test @
Reload the PAC every |60 minutes
Matifications

MNatify me about proxy auto-configuration file loads

Notify me about proxy auto-configuration file errors

Ve FERRENIE" | FEANKEH M AT RIPHAEARAIENIEA . RERKE , RESOCKSKIE?" , K7
BHOK, ER EWBIR | RATARINE S AR,

Edi

AifiFirefox&H KA T ARMURESS , ATRATHRRAAE (SoEFAERRE)
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Use proxy "114.127.246.36" for all URLs
@ Use proxy "Default” for all URLs

Completely disable FoxyProxy

Options

Use Advanced Menus

BEE—MUERS S RBEGHREERKAIE.

http://tiny. cc/meyarw
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B

SRATE X H B A A B R B T R BN IR I E S R XM N 55 = 5 IR 25 B FiE
K, AENRT L8 ARFIRG 0T AEIE B BRRES], SIS, SEEmfaemFsRil
R B AR TR NARSERBIRIN A LR YI TR, ARA] A BRI A RS .

AT XA BRSNS , ANFERT AKELEERRMEG, SRMism TR, Mi1F8hT :

GRITHRE  (ERBEPPEENENT . WARIBE , IEBESITIIE fRX AMIN S NS4 E R
. PSR TAC.  PLaniEid Google R AFEkRSS Pk s (Al iIa) — M BIsh ,
BRAEBINT : RIFSIRARLEMNE , WA ABZIRITEMRKAEANS (BR , ffi)A AEX1E
RAEFERTIR) , B TARESRITHEE , BTARLSNT , BT | Hit
PASERFEREILANERITN. kel , BFERMMERA , AIHTTPSESSH , RAAFR
A NERER. ITERERZIAF A IEAA M RS 2hEE  BNRE EHRRE
BN ERETXZABNTHE.

RIFES : ZAREETEEHERFIATMNIARIMRIIZTMBEN -TE R IRER MR B E
R ML AR SRIRASRAA B TURIAB AR, S AR RS S MAIE T AR R MHITEERMER
EMESR ARS : I ERREgMEH L AIEKREULHZXRIRR ; A IRREEI
KEEBWEZIMRNGEE. RTor—HKT AW AT EEREIMENE—TT QAT ABIHX
TRPSHBGEEENMERRTEREWERXTAFNXXER.

[e A FIEs) | R AIRGEE.  IEEIRTUEMERESRTRESE . than , SRR
BA (steganography) AIPUEXATHEIBA—NEBEF MR  MRABAHIRIEE AL
TR, EAARFARER SRS E RS F R A VRER KR AT A E (R IEEMT 4.
LHAAERHERRNARS AR FNORNER | XEE AT .

AT AAREE —FARRIPHRIIRES. than , REARIFATUSRIFFE |, EFTEHRLLS
Ir. (RATREREZ M LARGIHE , FARX—RRER.

EAREEL FEMRIPERSMARNARG R, SiRikFTASEMNEEEN , RV XICER
O REMMRT | URRITRAKNTARTRGIFMERT. thin , R ARIFARSETHEER
BB ? RPN R BBV T BN SR ERE TR EREES,

A, AT AR ENMEIGFEEMES R , ERMSRNSEEAMHE, i, Torkk
HHBE T ARSEEEXFA B , BERTorB AR ORMUERARR , EATorAANAR, HTE
ZBR , ERIYT TorfIMERNIEHRER , BAC ERBECAR LT RANESREH.

BRES

ZRBEN , MEEEHERIMATNAIAS BT TR | B T A4 mn B AGs
SEHE, E— AT MERB AR T AR NS R | R ATABE AT R ME AR
%, MBRBSEASTITE A ARAT , AHEMBIERER THORA , SE KSR
R—FBETIA, A AR B ERARAT UETURATED « FEMR, WOURTE
LIAEMT SRR %,

BANTEMBIN AT B AT B T RR AR, 5MERAR , Kt A—# , AKX
[ hAERRTA . REXIAEBLXERBREIZIRAENNA LA R BT

_H}lﬂﬁfﬁfﬁﬁEﬂ%’fﬁ*‘é—:\iﬂﬁﬁﬁﬁmlﬁﬁﬂﬂﬁ , RNZBEC RSN, FE (IRTEE) At
KIEH

REBEHERT |, ROIRFERBAE NRBIRS: . EEE , MITATRES B X RAIE, {RIEVI(R]
RS Z RARER MM AR ERSHEEAVIRAIR. BMERARBAREETRPAE
BVPNIIA |, b 1 AT R A R BOREIR ARG S

HICE , AERGHL MERMT AR REF AR, RERIMIOESR. FFRT AR ISR
ﬁ&ﬁ%&ﬂﬁﬂﬁ&ﬁ‘ﬁio FRTRATHRERATUKERERIFMRER, THRAIRMEME—

ST £ %2 TR ERRETRIA ST — R MR R FANE, ZARLTFTAL
KHHMRRIGHE SRR, IO IRE AT S M — AR R ZRBIMN, i , B
RIBT orfERRAIERE RS, 5 AMEFINE , AR EARS | BRI A7
AR EARS . \

WEE A (IA) TEEAREEBRS (honeypots) , SULREMLABRILHES
STREE BT , A FANRAE RS b (EE.

B BT E R HIOE A “Policeware™ 1LI] AES WBTALS BB S5 BIR S10it B
HLE |, HAUETEAL FABTAIES , BMRAE T BAL R TR — R | 15 FURAR
P RES BT S 1 56,

EIEEIERARBE, MRA A T RN R ESE T, AT AER 2 RN
BT A A Tk SRS TErR 08 SRR R /E 470 2 N AFEAR BRI B K oM
IR IE BRI AR | S ARR TR AR e
S BRI 2
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WMRIEEMIEMRBISEELAREEN RN S REREENERES) , —ER/IVOATRER AR

EES
AT REZWFREMBRIIR , FINRL

http://www.frontlinedefenders.org/manual/en/esecman/intro.html
http://security.ngoinabox.org/html/en/index.html
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HEIT (Freegate)

E(EEH,—%ﬂqundowsHﬂFﬁHﬂEﬁﬁi@Iﬂ , RYJEADIT- INCF 4 , AT RGeS+ EFFERIHI ML &

_ﬂﬁ'fn/u

Supported operating system

Localization
Web site

Support

LINGESREIS =

English, Chinese, Persian, Spanish
http://www.dit-inc.us/freegate

Forum: http://www.dit-inc.us/support

AT PAFEhttp://www.softpedia.com/get/Network-Tools/Misc-Networking-Tools/Freegate.shtml_E

BT XA,

REEE|I— R84 ZipfIXXHF | RAGMEE. BE FENXH | e 2mE" , KRR
EME KA, ERBIFALILS MB, ATRITIHFBFRATH LE 1 kig— RBF R

(Zn“fg707p.exe”) .

R
e R — VB TIEA B AT

Do you want to run this file?

FATRESBE— M Re®EE., ETMERNReES , BITEUHE
EF'Eﬁ#[“ﬂﬂﬂkl:jd’*ﬁu,umwﬂlﬂ" BEIEeT".

‘Desktop'\fg707 p.exe

Mame: Chlsersy
Publisher: Dynamic Internet Technology Inc.

Type: Application
From: C:\Usersy

[ Always ask before opening this file

ZiTEHI]

\Desktop\fg707 p.exe

Fun | [ Cancel

& = | While files from the Intemet can be useful, this file type can
F/ potentially ham your computer. Only nun software from publishers
you trust. What s the risk?

WE , NARFERES  FEMEREIRES.
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r ™

4 Freegate 7.07 Professicnal Edition =l

Curmrent Status

Freegate is running F4 Tunnel, Procy mode. |E prowy is set
to 127.0.0.1:85280. K you do not use |E, please set your
browser's proxy to 127.0.0.1:8580.

?%% Dynaweb Home
%} Support & Feedback

Free Edtion Company Home

Feedback | Bd | Hep |

ZLBESHNEIN , REBREHNPREED , BBITH— N FHfinternet Explorer , il
ﬁi‘.lﬂiﬂ:ﬂqhttp://dongtaiwang com/loc/phome.php?v7.07&I=409 TR H , XEURTRAERAFNES.
XEMAREENEE — MR IBEEHTEREHR.

fl- ore [FENFE )
* » OrETEEETEEGS E—

7.7 Favorites |_;3]‘J;§gi_| | | ™ = E) = [ @= v Pagew Safetyw Toolsv ®v

-

=) = ttp S www. dajivuan. comf
) BT [T we, wm anesasne E .

SHEE
T ARREE: PHEEESE SETHRBMM7.07h
C(EACRISRER “HBSRT EE B

=
B = MR A BO R SRR SR
T A PEEST A EE TSR BiihG
" REEERE: REIBMES R R TEE  EEE(LEF: 6115 TF: 3-15) Wik
R SRS ST A FEABRM: BE(140k) BEiE(500k)

P EENIBRDAFILTERERSE o nn o

4 1 | 3

€D Internet | Protected Mode: On dy v H10% v

- WMR—YNRF) , #R3KTAFF441E F B 3h$T FriInternet Explorer@ O IEE #biNIYE |, SR B XM
MRFASE A BRI LETA— NN ARF (AnFirefox X4k PidginBIRB{E% i) |, RS
AeE#TRECIERBBEI MEA— MIERS . 1P2E127.0.0.1, 5028580,

EBRITREERET , RIS, Bk, @R, ATSCMBEES SO s
=, ERAT , (RO RER BT B ] IME L2 TRITE, RS BEREFRM LA RS
B , HAPE— AT AT YRS,
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Simurgh

Simurgh (EIMEFEIRRER) B—MRERWMIARERENRS . MERFAFTEELRKMTA
HEMEXTEMOEEDIR. FRUURSICEHRKUSBINEES BN _EER (an7EMg) .
—RIERE

Supported operating system ==

Localization English

Web site https://simurghesabz.net

Support E-mail: info@simurghesabz.net
N2 Simurgh

A{FEASimurghfIfR% ., Mhttps://simurghesabz.net/ % TEH T A,

AT AfEMicrosoft WindowsFIET B hRA L. S/ INTIMB |, BTRARDE 2 1R R18 HIE L Th8E
EEAIBNRENTET.
{#F Simurgh

RS PRI EshSimurgh, {#AMicrosoft Internet Explorer FEEISH AR AR R
M , {#fMozilla Firefox FEHISCAFERIASRIZAE “FRENSCAE "B "Downloads" & ,

ER - ARFE—IX(EMSImurgh , RATRERIBEIWindowsT &L | )[RREAHLESimurgh,
ASimurghFZERKW |, AECREFER , SR RRELRSE VAR (BURT{RMicrosoft
Windowsf{hR4) REE,

FRATRENZEXAMEERA -

%= Windows Security Alert

-‘ﬁ To help protect your computer, Windows Firewall has blocked
some features of thiz program.

Do you want to keep blocking this program?

Mame: Simurghl 20beta. 20100406

Publisher: Unknown

Keep Blocking Unblock Ask e Later

Windows Firewall has blocked this program from accepting connections fram the
Intermet or a network. If wou recognize the progran or trust the publisher, you can
unblock it. when should | unblock a program?

XA :
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g Windows Security Alert

@ Windows Firewall has blocked some features of this program

Windows Firewall has blocked some features of Simurgh 120beta, 20100406, exe on all public and

private networks.
\.; Name: Simurgh 120beta, 20100406, exe
L _?_ Publisher: Unknown
Path: Cilusersitest\downloads\simurgh 120beta, 20100405, exe

Allow Simurgh 120beta, 20100406,exe to communicate on these networks:
Private networks, such as my home or work network

[] Public netwarks, such as these in airports and coffee shops (not recommended
because these networks often have little or no security)

What are the risks of allowing a program through a firewall?

[ @ﬁllowaccess ] [ Cancel

BEhashsimurghfa, mEFFA (Start) B L£iEkk.

LFFea (Start) FREIAERILER (Stop) ¥R4HSE , Simurgh AEhIERE EH RS 25

[t d

-
Green

Simurah
2imMurgn

R R EE# L Simurghfé) iR 55 2%

IAE{RInternet Explorerf s SFTH— MM EAMFHED . MRFERIRKIEREE HALE

%é , BNRE , BUESRSimurgh 2 BENBUE RN AR E , RESMIEER2KSimurghiZEtk Eif
IRo

76



245 http://www. bannedbook. org/ 2% - AX [ W KR Hi%:  http://tiny. cc/meyarw

,f_'.‘- http:/ /readip.info,/s100/ - Windows Internet Explorer - |EI|£|
P ——
A Ig, hiktpe fireadip.info/=100/ j @ || % b Birg Felbs

J File Edit Mjew Favorites Tools Help

.7 Favarites (& http:/freadip.infoys100f | H & ~ & - éé ~ Page - ?
=
Your IP address is:
72.52.96.188
U.S.A
Jid|
Pore [ [ [ [ [ | [ rkemet Va-[®mme -

#rthAE{E Fhttp://www.geoiptool .com XA RIS E (RAGERERE AL, MR BIRREALE
FEEE (FEAMER , WEE) |, HRIEE(ERAyou ReMSmurghiEsk,

EMotzilla Firefox (kIK) {FFHBSimurgh
SR BE AN Y 25 tNMozilla Firefox , IREEECETE , {FAHTTPIE “localhost” , Ui 42048.

feFirefoxf , fRATAFREIARIERE@EI TA (Tools ) > &M (Options) > R4% (Network) »>&E
(Settings) .

TN AREE P RESEERE” ( "Connection settings" ) & HER“FILAIFELE" "Manual proxy

configuration" , #i\ "localhost" (8B 3|S) fERHTTP (KIE |, 35042048, My OK , HEZHHIR

B

o

Connection Settings 5'

—Configure Proxies to Access the Internet

Mo proxy.
= Auto-detect prowy settings For this network
= Use svstem proxy settings

% Manual proxy configuration:

HTTP Proxy: I localhost Port: I 2D4Bﬂ
[V Use this prosxy server For all protocols

S5L Bra: I lacalhost Part: I 2048::1

ETF Eroys I lacalhost Park: I 2048::1

Gopher Braxy: I lacalhost Part: I 2048::1

SOEKS Host: I lacalhost Part: I 2048::1

T SOCKS w8 SOCKS v5

Mo Prasy Far: I
Example: .mozilla.org, .net.nz, 192.168.1.0/24

Reload |
oK I Cancel | Help |

7~ Aukomnatic prosy configuration URL:

77


http://www.geoiptool.com/

245 http://www. bannedbook. org/ 2% - AX [ W KR Hi%:  http://tiny. cc/meyarw

SM 1A
To 53 ¥,
TR EREME AT AN —HARIET R |, SEEMTEMRSESMIINEE., B AAHA/
ExRMAEFALIE.
—fREE

Supported operating system ==

Localization English
Web site http://www.ultrareach.com
Support FAQ: http://www.ultrareach.com/usercenter_en.htm

TERSRITT RN
1RAT LA http:/fwww.ultrareach.com , http://www.ultrareach.net/gk#&http://www.wujie.net (JGTH
KNTEFH , BERMATSH TR, TEREEIH).

TARFE ATTR N
—BAREATRIF A4 20 w006 zip” (HIRARAS) BISCHF | BISARERERIAF | FHkiF 2
FRIE" , KERRE. M w006 EARSK B AR,

-

& UltraSurf 10.06

/
I
Home Fetry Option
Connection
Preferred Speed
UltraS. urf v @ ga.0%
Q [ @ 95.6% IE—
r '3 95, 3
Port: - 96EE
Status:  Successfully connected to server Feedback

%

T RN B BT I iInternet ExplorersF B /R FT RN EHHE R T
M http://www.ultrareach.comjsearch.htm, FRELZEFKE] AE B ICRFTFFHInternet ExplorerFHiAi

Jo
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I = Ultrasurf - Windows

&l :.v|@ﬂ

ﬁFavorltes |‘4 Ultrasurf | | ﬁ - ~* [ m v Page~ Safety~ .

Ultrasurf

Privacy, Security and Freedom

New: Please download the latest version UlraSurf 10.06
(md5: 0267c6854907f672706bd981dc38768d)

Terms | Privacy | Feedback
Copyright @ 2008 UltraReach Internet Corp. U8 A All Rights Reserved.

€D Internet | Protected Mode: On £ -

MBRRAERT RN ER B — NN BFEF (FlanFirefoxit) %, %ﬁ‘JZPldngﬂ RB(ER i) |, IREEXT
EANSTEE |, FRAITCRN A AR {’Ej\]{tiﬂﬂﬁ%ﬁs IPE127.0.0.1 ({REQEEH | ﬂ?ﬂiﬂ’\
H“localhost”) , ¥x 29666,

TR R ETTRNEEETOAFR R |, FTIF TR R~ e,

R TC RN {5 B (wujie) : http://www.internetfreedom.org/UltraSurf :
A FFEES : http://www.wujie.net/userguide.htm
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VPN &%

VPN (EEUERML) MERSHATENL R ATA EEXMER I AR E. St ELATRE
BT =AMt EUE BMNE RS . ROPTMASHREERERRA.

ET REUE AW RS A PTA (BB IR I8 |, i AT TR FaME. BIRHE. 15Z1PHE
VE (VoIP) R HAM{EMARMEIMLEIN ST E XM AR S , Mg T A EB N REPD @ T 2%
BRI —),

RAREEA AT BB RBIXIS 2 50, ABAH AT A—FAEINSRIT AR , R IRER RS

25 RBEERTI M BA BRI A INEAFE LR IE SRR E . HEA — M ISR A B E RGN
EFPEAHNIEEX T E R B R ERL .

E ,

E I

BT AL BEEAGERAVPNRARAFA TR AGURM SRS SR BT IR EH
fEAE RUIR AT KIVHEALARSE , VPNBORELE R T5T B B RE R KT seEt 91,

BERME  BIEBRRAMBEZIRENRK , ReRMEEHEHRABENBM. $120 , RAF
E—&EER— A EINE AR IR |, SA/F1EKK T http://news.bbe.co. ukBITAREE |, 2K
EMRENTENE B —in BT MR ARKITEIEHNE  BENXLR , BB RNEZIBBCE
ITHRIRS = , MBIER EEXMER—H, XEIRE , W L AEIUET AMEIR IR, BBCHUH(TIE
BB RS 25 Z R RGBT LB BMRARETIER T (T2 200E.

i A EEAUE A AR 55

REINE MRS A —EEKRE Finl TR (WFZ KT Windows,, Mac OSEXGNU/LinuxH &2,
BHEINE ML , AR FERIMAZ Fimiker) .

1 FAEINE BMNE RS ZRFEZRE MR E | FIRMET —Fh R ARSI BRI IS 7
%, B RAR R BRI — MR 7EsEI0E ST BRI AR , BASEEUATZRS . RBRmSEE
BE R EXHF , HE R R A/ RN AR KIRE.

TATH SRR BT A RS

« W {RIFJE , https://hotspotshield.com

RIF— 20105 R B AR ETORIRE | BnRIPERATEE FRRITATIHEREIUE MRS
WMHBRTIMTRBAE AR RRIPERNESHAESR | FEREFF RN RRRIFEE.
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« UltraVPN, http://www.ultravpn.fr

« FreeVPN, http://www.thefreevpn.com

« CyberGhost, http://cyberghostvpn.com

« Air VPN, https://airvpn.org

Air VPNIBE SR AE S IR IR B e 8 IR BT ER R TR,
« Vpnod, http://www.vpnod.com

« VpnSteel, http://www.vpnsteel.com

« Loki Network Project, http://www.projectloki.com

« ItsHidden, http://itshidden.com

14382 U T FARLE AR 5 (0618
$EAnonymizer, GhostSurf, XeroBank, HotSpotVPN., WiTopia, VPN Swiss, Steganos, Hamachi
LogMeln, Relakks, Skydur. iPig. iVPN.net, FindNot, Dold, UnblockVPNZFlSecurelX,

R BAZENttp://en.cship.org/wikijVPNXEI— 4 GBI 2 BEINE FAMSHEHAINFIR , LTI
BFAHARIIAE,

REAUE FIROLR AR AR DR

HT T FMEINEE | A S RRAKAE , KR AEREINES (pSec) , REEHIIN
E[feHERR (SSUTLS) MREMERS (PPTP)  XUANEERARE | RUMREER M
RoE R E RS TA AR T ELR FISBE A XLy AR ST A ¥ 5 R 7 .

o BAEE SMAPNRENRESERMURFHEREAAL , FRERSNREMER RS —
%ﬁgmﬁﬂué%ﬂﬁﬂ%m%%ﬁi , AR Windows RIERGN Z BIRAHNEB (ERMELT LT
AR

%%&F?céﬁ?%ﬁ}iﬂﬁlfﬁiﬁﬁ?céEKJETE{%FH Wk AT E LA RS, MEWRM T TRMRS

- MEEWEZS (1Psec) REMBRE(TH , FLNKMIEMETE , EREBIRQNOES , THA
g%@ﬁggggggmoﬁﬁ%@%%ﬁfﬁﬁﬁ%ﬂiﬁﬁ,H%Eﬂuﬁﬁﬁﬁﬁﬁgﬁg
/) ], , 1B X Y .

RERBECHEUT AMNE RS

PERRN AT 2R BRI T LS AR S5 A Rdn , P ANREAPEMBE R ZRKERBIRRA , HATL
WX B RN T IR AT SR A RN T ML RS, X EA F PRI AIsAR A
R, EEXMENETAMERE LR RTE. XRAALRKEEINE MK IRAPLE W (A BT FIM
AR E BT BEME /N, Hp—ANE FSRENIRI RN BT FRRLE () 2 B2 FFIRAZ 73k
F£0penVPN (http://openvpn.net/) , IZFEF AT LFELinux , MacOS , Windows AR HALF LR 1ER S H
THK.

ET MR E—1OpenVPN RS , S HAFHA/EFH0penVPN"E,

TR
EEUE MG IR AR BRI EUREY , ARERSIFFERMNFEENRT ARz —. —BicE
W, ERERRAESE.

BT AMSEBE G ERARN A TR AER | LR P AMURESKAMS EZR e
RZATIRS | 1WA ERE B DT RN E TR — LN | RJEIBIE B Mt E AR E
B, anRA A ATAMX W E B EREE | 1 EA P A E B MR E R RS
E;lf]ﬁ)& , BARINE AW B — AL, BT RMEE—FE LRSS , AKATRER

T8

TR RN XS

—LHA KRBT AME (FAIRIPLRIEN) TRCEWITIRT . FEMIEAMERIEXRTT
RTINS EWIZ AT, BB TUAERXLRS. EikE RS KSR et s T/
ERRESEANTUEARTIR,

MLz ST A] UG INE BRI T FAMER IESE A , T B L] AT B30T MR IR (KR 2 e, 1B
2 BFEEUERMNSRERER  MEZERETTAERIBIT BINE AME R XKEIK,
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BRARRAIREIBINGE A —LEBRSMAMNE | LIRS XS ILIERIKHTTPS |, BT MMBIZER (E
B—MIEZER) TUBREWRIEFEMTA ; REIIMAME | (RIEEEINE AMEEREEEZ
ERASIAEAEUR.

82



2545/ http://www. bannedbook. org/ A% &% H M KR EI%E:  http://tiny. cc/meyarw

£ Ubuntu _E{#HVPN

INRAFERAUbuNtufERRIHRIERSE | KA RAMEANERINetworkManage ril5: 220 penVPN & Fig VPN,

OpenVPNAFR(E ML FIRUEF IRERVPNILE , 2ME1F , AT S ERE AR 3RMVPNIRSAIrVPNIEEVPNAR
%3, RNEREAWEVPNIRS , #EUbuntu E{FFAOpenVPNELE T2 2 —HE/.

1 NetworkManager &3 OpenVPN

M5 SR T ANetworkManage ra] BULERIFITIFERE KAVPNIER | BUIARIEIEUbUNtul

BWILEE , RBERGRE.

T—# , \Ubuntuf#h.{r (Ubuntu Software Center) #ZEIa]PA5NetworkManager—i2 T{EKIOpenVPNT &,

1. ERBEELEANPBREFFESR (Applications menu) FTFUbuntufk#F.> (Ubuntu Software Center)

Applications

&~ Accessories s
Games >
A2 Graphics r
(&) Intemet >
ful Office >
) sound & video >
£ System Tools L
® Wine =

ﬁ Ubuntu Software Center

Lets you choose from thousands of
free applications available for Ubuntu

2. UbuntufkfE9(y (Ubuntu Software Center) BIRGHFIE A,

TTHIHRFRAE,

File Edit View Help
» f& Get Software
I Installed Software

a | Get Software

Ubuntu Software Center

Featured Applications }

Departments
EJ QI:

Accessories Education Fonts

» A @

Games Graphics Internet

32616 items available

» PRAT AFE{R BRER AT S X

TEMEFRMS, REFAAL
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3. 7EH9 ZAEH \ "network-manager-openvpn-gnome" (A Lf25)0penVPNKINetworkManagerd™
B) . T“Er?@,@.ﬁTT/Fﬁ-m%%EUJJEIVPNﬁF?%E‘]Fﬁ’ﬁX# , FIFEOpenVPNE i, mirEE
(Install) ,

File Edit View Help

kel aCotsainars [« [ =] [ @etsoftware " search Resuits | Q_~openvpn-gnome] £
[H/ installed Software -
% network management framework (OpenVPN plugin, GNOME UI)
network-manager-openvpn-gnome

s

1 matching item

4. Ubuntuf] BEIR R BB LRI AIMUR . 2NRIXFERNE | MAMRH B R ERIE
(Authenticate) , FEFBEEFE , FRITRAKAUbuntud /(> (Ubuntu Software

Center) ,

EGEtSVftWE'e |« || cetsoftware - search Resuts |
Installed Software —

Q_-openvpn-gnome 4

& network management framework (OpenVPN plugin, GNOME UI)
network-manager-openypn-gnome

Authenticate
- Authentication is required to
.~ install software packages

An application is attempting to perform an action that
requires privileges. Authentication is required to perform this
action.

P> Details

e

1 matching item

5. KB OpenVPNEARCEMLTE , SdNetworkManager (EFRIERZITEIIZIN) |, WEIFVPN
%EH# (VPN Connections ) > iXEVPN (Configure VPN)

*C Thu Feb 24, 11:30 AM
Wired Networks
disconnected
Wireless Networks
 B—

Disconnect

g

VPN Connection 1 VPN Connections
VPN Connection 2

Connect to Hidden Wireless Network...
.~ Configure VPN. Create New Wireless Network...
Disconnect VPN...




245 http://www. bannedbook. org/ 2% - AX [ W KR Hi%:  http://tiny. cc/meyarw

6. fEVPNIE R E QiR (Add) .

| wired |~m|| Wireless |1..|| Mobile Broadband | (& VPN | DsL
Name Last Used Add
VPN Connection 1 2 hours ago
VPN Connection 2 never

..

7. WRAREEFZEIOpenVPNIEM , XEKERE ATNFEUbuntu L &$OpenVPNEK i, REEUHE
(cancel) , X[MINetworkManager,

@ Choose a VPN Connection Type

Select the type of VPN you wish to use for the new
connection. If the type of VPN connection you wish to create
does not appear in the list, you may not have the comrect VPN
plugin installed.

| OpenVPN v ‘

Compatible with the OpenVPN server.

| gancelg | Create... ‘

S — > AIrVPNIK S
AirVPN(http://www airvpn.org) 2 —s %R RS , BR2IEFEEEENME AN , ARKVPNERETHECE S,
1. jialhttps://airvpn.org/?option=com_user&view=register , E— MRS, BRIRERT — BTG ,

EAEWRIKERVPNRIZERD,  (FhEAH" B BEIEE " X —ERFRFmA L. )
2. 7EAIrVPN Ik SANSEE | 1%3%More > Access with... > Linux/Ubuntu,

FAQ - Frequently asked

Share & Social

Privacy Notice
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1. &#"Access without our client" , KA K \ARIENIHE R0 R F 4 T,

B — coon

5
The air to breathe the real Internet

A native client will be released soon. Until then,

Using AirVPN with Linux é

1. Install OpenVPN package

2. Download your configuration file from the page Access without our cli%nl

3. Launch sudo openvpn air.ovpn with a terminal console.

2. ﬁ%{fﬁ,ﬁ&NetworkManaée r‘“&EE‘].VPN*ﬁiQ (BREA1KR | FAVEA " "Free - TCP - 53") HAETUAZNA. HHiR
FRERENAKPHRS ARER , AERTER (Generate) .

Description and Terms of Service

PLEASE READ CAREFULLY THE TERMS AND CONDITIONS OF THIS AGREEMENT. BY USING THE
SERVICE YOU ACKNOWLEDGE THAT YOU ARE ACCEPTING A BENEFIT BY USING THE SERVICE,
AND THAT YOU HAVE READ, UNDERSTOOD, AND AGREE TO BE BOUND BY ALL OF THE TERMS
AND CONDITIONS OF THIS AGREEMENT. IF YOU DO NOT AGREE TO ALL OF THE TERMS AND
CONDITIONS OF THIS AGREEMENT, YOU ARE NOT ALLOWED TO USE THE SERVICE.

DESCRIPTION OF SERVICE

a) AirVPN is operated by Iridium S.r.l. ("Iridium"). Please refer to Privacy Notice for contact details.

| have read and | accept the Terms of Service
| HEREBY EXPLICITLY ACCEPT POINTS 8, 10, 11

I

Member Access

~

3. =B EAEFRairzipXUHFERT U T L, EAESIESHMIRIERVPNITRIES , REHOK,

You have chosen to open
airzip
which is a: Zip archive
from: https:/fairvpn.org

What should Firefox do with this file?

O Open with | Archive Manager (default) |w

® Save File

[J Do this automatically for files like this from now on.

‘@Cancel| | </ OK Ql

fENetworkManagerfit & AirVPN

MARERESHFMES | KA AECE NetworkManage nE#EAIrVPNAR S,
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1. fREARTERASCHEHRRE RN — 304 (#n"/home/[yourusernamel/vpn") . {RELERIZE P94
. “airovpn"XHZIRFEF ANetworkManage rid AL & 14,

Eile Edit View Go Bookmarks Help
@Back v Eproved v & € €| & H | QIDD%QO\
Places ¥ x Location: [,’home,!genghis{.vpn 4
i genghis = = = =

DeSktO &2 Al MIIE
SF'I S ‘: gz m%

M==8E airovpn ca.crt user.crt userkey
izl Network
T Trash
il Documents
idli Music
im] Pictures
I[{ Videos
|iZi Downloads
[ MX Server

4 items, Free space: 397.6 GB A

2. 3TFNetworkManager , §71¥VPN 3%E# (VPN Connections ) > ECEVPN  (Configure VPN) , SAEE X #
Feb 24, 11:30 AM
Wired Networks
disconnected
Wireless Networks
B
Disconnect
Available

S,

VPN Connection 1 VPN Connections
VPN Connection 2

Connect to Hidden Wireless Network...

Configure VPN.,, | Create New Wireless Network...
Disconnect VPN...

3. EVPNIEH~ , mESA (Import) .

:

Name | Last Used
VPN Connection 1 3 hours ago
VPN Connection 2 never Edit

Delete

Export
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4. HEWRRIfREMairovpn , REITHF ( Open) .

[ i gergs iven)
Places. Name v[size |Modified[
Q search | airovpn 484 bytes 09:35
@ Recently Used ||| ca.cit 15KB  09:35
/@i genghis L] user.crt 50KB  09:35
@ Desktop || userkey 16KB  09:35
3 File System
i Documents
i@ Music
/i@ Pictures
i@ Videos
/i3 Downloads.
[oen]
5. —ANFMEOKHITI. RFRIA , RERA (Apply) .
Connection name: [ air ]
Connect automatically
VPN |IPva4 Settinas_
General
Gateway: 194.23.211.188 ]
Authentication
Type: ‘ Certificates (TLS) |w |
User Certificate: | | ] user.crt | [ |
CA Certificate: | | ] ca.crt | [ﬁ|
Private Key: | | | userkey | [ﬁ|
Private Key Password: [ ]
[ Show passwords
+{ Advanced...

[] Available to all users cancel ﬂ!!

6. REMR ! ROVPNIEZRCAER , BIFEVPNIE RERSRT . BAEIRATRAKINetworkManager,

+7 Wired |wll Wireless |1l Mobile Broadband | (% VPN |/ DsL
Name | Last Used

VPN Connection 1 3 hours ago
VPN Connection 2 never Edit
air never

' Delete

Export

i
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155 F R FT AR VPNIZE 32

;%EVBEEENetworkManage rE AVPNE FimERVPNIRS | FRATDAE AATHVPNIERSE A TRE ., R T HMSHRIT

1. fENetworkManagers&# , \VPN &3 4R HinEE,

Wired Networks
disconnected

Wireless Networks
P—_

Disconnect

i

VPN Connection 1 L VPN Connections
VPN Connection 2
air

Connect to Hidden Wireless Network...

{} Create New Wireless Network...
Configure VPN...

Disconnect VPN...

2. F{FVPNIESGRIL, WIEEE , — N MNESINEIAR & RIRENe tworkManage rEIFR A , B/RRIEFERER—4
RemiEk. EXERBEERL , MIAVPNERDEL.

Wireless network connection 'Auto
. ' active: Wi (61%)

VPN connection 'air' active

3. fRMATRARlhttp: //www.ipchicken.com. , & EZEMNIVR., XM RBAIPERTEMIAREEEHairvpn.orgiy
—MR%E.

o
3 p)
o ‘ @ @ma@m@m Served fresh daily.
3. 1 | CURRENT IP | SECURITY PORT SCAN | HELP
Current IP Address
94.23.211.188

Add to Favorites

Advanced
‘ Name Address

) Remote Port: 60880

‘ Browser: Mozilla/5.0 (X11; U; Linux x86_64; en-US; rv:1.9.2.13)
Gecko/20101206 Ubuntu/10.04 (lucid) Firefox/3.6.13
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4. 7ENetworkManager38i%E2VPN iE# (VPN Connections ) >KFFVPN (Disconnect VPN)
FIVPN, REIEXEFERRNIESR & (W) .

Wired Networks
disconnected

Wireless Networks
b om——
Disconnect
Available

i

VPN Connection 1 L VPN Cnnnegtlons
VPN Connection 2

=4 air

Connect to Hidden Wireless Network...
Create New Wireless Network...
Configure VPN...

. Disconnect VPN...

, BEFTR
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PRI A

PR E (Hotspot Shield) B—/1N%&% ({ERA) ERTHMRWindowsFlMac OSHEIRE
Jﬂ%%g (VPN) fRRAR , HoJgATES — /L2l (ERNESHFEELKEMIEEZ L) i
[A) X8,

PR RIPEMERTARIER , SRR EEE K SRR ERZIRIEVIE T AR,

—RIERE
Supported operating 2 .-
system ‘ .-
Localization English
Web site https://www.hotspotshield.com
FAQ: https://www.anchorfree.com/support/hotspot-
Support shield.html

E-mail: support@anchorfree.com

MARISRR RSB

Mhttps://www.hotspotshield.com FERERF, XHFRINKAZ6IK , FILIEIE S MR SEE TEE

BERBRA NI ES . MRA TRAREHIARM AT HE D! | BASHHAhss-
sesawe@anchorfree.com , 3+ BZE{RIEEFHMFARIEBITHEDEFEUATFZ

F : “hss”, “sesawe”, “hotspot”&X“shield”. RIIEIREIUIFFEUE 1R AR FHBHBH R T RAE
o

AEEW : aRMEFRRRE B ANoScripty RFirefox , ABAMMREINE AR R BN T RESIBE
;Efﬂﬂ . TBIHRRR R EERNTAUREBEA AR | BE L IRERIRS RRE I RF 2R
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RERAQRRTE
L ERETRE BRI TENE TR | HREERUTT SRR

%) User Account Centrol

Do you want to allow the following program to make
changes to this computer?

@ Program name:  H55-1.56-install-sesawe-216-conduit.exe
Verified publisher: AnchorFree Inc
File crigin: Downloaded from the Internet

(%) Show details vo | e

Change when these notifications appear

3. WM RESR AP ERRERMRKES.
Installer Language ‘ g

@ Flease select the language of the installer

|Engiish -

[ oK ] [ Cancel ]

4. EREFPESE , RERS— I RBRE. [ET—5.

[ Hotspot Shield 1.56 Setup.
Welcome to the Hotspot Shield 1.56
Setup

This wizard will guide you through the installation of Hotspot
Shield.

Next > | [ Cancel
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5. BT EREE” (1 agree) HESZHFAIIHY.

Hotspot Shield 156

Please review the license terms before installing Hotspot Shield A
1.56.

Press Page Down to see the rest of the agreement.

AnchorFree Hots Shield Software License and Terms of Service

This program is distributed by Anchorfree in the hope that it wil be useful, but WITHOUT

ANY WARRANTY; without even the implied warranty
of MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.

THIS SOFTWARE 15 PROVIDED BY Anchorfree “AS 15" AND ANY EXPRESSED OR
IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTES
OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. -

If you accept the terms of the agreement, dick I Agree to continue. You must accept the
agreement to install Hotspot Shield 1.56.

[ < Back “ I Agree ][ Cancel ]

6. HPREEI— B , BRI A T,

FREE Software Offers.
Flease support our partners A

After dicking "MNext” you will be offered additional useful, quality software
provided by our reputable partners. Your support of these software offers
allows us to provide you with FREE access to our services. All offers we
present are 100% optional.

[ < Back ]E Next = i[ Cancel ]

7. TR B RS B

ARf.

Hotspot Shield Community Teolbar

The Hotspot Shield Community Toolbar allows you to start Hotspot Shield directly from the Hotspot
Shield Community Toolbar, search the Web, get the weather forecast, check your GMail, Hotmail,
Yahoo and POP3 mail accounts and much more.

File Edit ‘Wew Favorites Tools Help

eBack < -J @ @ \’_h pSearch "-‘;r\\?Favorites @

Address |@ http:f{search,conduit, com)?SearchSource=10&ckid=CT2565316

' v| v |u Search = 4 @) Privacy: ON

[iinclude the Hotspot Shield Community Toolbar i ded).:

L)

View software license agreement

If you choose to install this product, you agree to abide by the license agreement, enable auto
updates, enable search from address bar, and set the toolbar search as default.

< Back “ Next = |[ Cancel
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8. MﬂﬁFiﬁggi‘;g—ﬁ‘ﬁﬁﬂﬂmo XL =R A ke , BARFALFENFRET—NU

([0 Hotspot Shield 1.56 Set

Hotspot Shield Private Search Options
The Hotspot Shield Private Search allows you to search the web A
while remaining private and anonymous.

[ set the Hotspot Shield Private Search as my default.

["]set my home page to the Hotspot Shield Private Search page.

[T Enable me to get instant Hotspot Shield privacy and security alerts,

[ <Back | mewt> | [ cancel |

9. 1%1 BRSSP ERRAE, EASEIERT , (RTRRIOARE | AR

I8 Hotspot Shield 1.56 Setup

Chooze Install Location

Choose the folder in which to install Hotspot Shield 1.56. ‘ An Ch or Free

Setup will install Hotspot Shield 1.56 in the following folder. To install in a different folder, dick
Browse and select another folder. Click Install to start the installation.

Destination Folder

C:\Program Files\Hotspot Shield

Space required: 12, 1MB
Space available: 23.5GE

Install

10. \ZAémdowsTﬁET NHTESR BN AT RS R IR B RIA S, (RER %B—Iuﬁﬂl/uimﬁli‘ RER

[0 Hotspot Shield 1.56 Setup

Installing L .
[57] Windows Security | P |

Would you like to install this device software?

D MName: Hotspot Shield Network Service
Publisher: AnchorFree Inc
| =

7] Ahways trust software from "AnchorFree Inc". Install ] I Don't Install

@ You should only install driver software from publishers you trust. How canl
decide which device software is safe to install?

< Back

MNext >
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n HRETRE, Al F—5,

I) Hotspot Shield 1.56 Setup

Installation Complete

Y
Setup was completed successfully. @n Ch OT FrCC

Completed

11iEﬁWﬂwﬁﬁﬁﬁﬁ%Eﬂﬂﬁﬁ?%ﬂ&%%iﬁi@@-¢@ﬁo
TR

[CJ Hotspot Shield 1.56 Setup

Completing the Hotspot Shield 1.56 Setup

Hotspot Shield 1,56 has been installed on your computer,

Click Finish to dose Setup.

Launch Hotspot Shield

Create Desktop Icon

WIE , ARARFECREEMRIER L,

WERRE R

0y
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EEB R QR ER S
1L RERKE LK BREFH B RFEER> Hotspot Shield.

2 —BREHHRRRIPE  WESE BT — IRERE B REESXNR RN, A
UE" 0“5y BCIPHiiL”

] ~ Firefox =

|| Hotspot Shield

&% | L witp://127.001:895/config/Zaction= connectllan 77 - & (28~ Google Pl f| B

O Hotspot Shield

poveered by AnchorFree

State: Assigning IP address

Disconnect

Details

3. Once connected, Hotspot Shield will redirect you to a welcome page. Click Start to begin
surfing.

WELCOME!
Login anonymously.
Browse all internet content.
Free & Private!

No smail addrass, no usar name required!

| sta

By clicking start button, you are agreeing with our Terms & Conditions

sponsored by:

Jump Start Your Child's Day!
Tips and trics to help make your days g0

-

4. Please note that after you click Start, Hotspot Shield may redirect you to an advertisement

page such as the one displayed below. You can close this tab and start surfing the Web as usual.

You can check that you are connected to the Hotspot Shield service by looking at the green
Hotspot Shield icon in your system tray (next to the clock).
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5. To check your connection status, simply right click on the Hotspot Shield system tray icon and

select Properties.

Connect/ON
Disconnect/OFF
Properties

Show on restart
Language

About

Wi R RIP AR S

L BRWIITARRITERS , ARALAGER R (WL ER) FhsEuir K.
2 BRI EROARRIARAGEE. [EWTIT.

' Hotspot Shield
Thank you for using HotspotShield!

Are you sure you want to disconnect your private browsing session?

It may stop access to a lot of web content and expose your IP address, cookies and
g history to observation by others

3. —AREEOREIL , BARLENIF IR 1 (%B’Z‘ﬁ‘})ﬁﬂ‘]') EE EM_EIFIR, mdrE

B RIS ERAT .

|| Hotspot Shield

K f'\ | [] http://127.0.0.1:895/config/action=confirm_disc =l | |"'V Google P| #« B

e Hotspot Shield

powered by AnchorFree

State: Disconnected

_ comvect

Details
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Alkasir

Alkasir2 — AR S 28/ F n TAEHMMISERE (IdI8) BTIRER. HHTMLET. AlkasirERIETRIXAE
A BRELIREATER,

BRI ERANERGREAERARERSS. BEFEIER , AFSIRAAHEKIREINTW RIS , DR
FrR SR IMEE R BRI, BRI,

_ﬂﬁ’fn/u

Supported operating system ==

Localization English and Arabic

Web site https://alkasir.com

Help https://alkasir.com/help
FAQ https://alkasir.com/faq
Contact https://alkasir.com/contact

Alkasir 201 T{EK)?
Alkasir2l SXHim AN TR EAMERFTIThEE. ERIRITE— MRARKTELEWHTTPARIEMEIEEE (ETMozila
Firefox) , F1—ANa] LB ORI JEA0 RIS $RR FE

S MK EHEE
Alkasirt 13T UKSER S AL BURE | IFFNE T RESRIRBFROMIE. B EFFER ML T LR, TH

BEAE, ABYEAEFREMEFTRAOERBER , FFavrE Rt A g ReMReS (RAEERRKMNRANE
EiR) |, AEAHTTPAREE,

PRIF B I8 P i B9 B ST

FEATAT A3 24 R R RE AL B , R UBE - R RS . AlkasirflREEXMRE , ARBRZXEMRE (—
A) MERINEEIRE | IRT BORE (RIFEURENARXHE , FPERRABHIAN , Mels)

— M WFRINT AN (—MEE—AERBFRAORSE) KBTS R, AIkasw&A'JE%-AI%%&ﬁﬁ
BRI , ESeERM T ERATAREMLL , DMEMRI1EEthagl. B, AIka5| MR, AR —5
WRICAT T IR SR R A A N S B R

®fE , WMRAkasirf FEEER (IRBEARE) MBE— T MIERK , FRmEERE—R , B9KE , BEREE
—NFE (SRTEBURET) BURRRIRILE , anREAE , RIBSRER.

MR ELEhttps: //alkasir.com/map_t.

B2, Alkasirf# Gl ik BoE S A RDI R AR GEE. (B A TR SB3hIRE) | AlkasinfisEas&iix 4
o BTN E R m AR R IR SRk ALK | ﬁ%{t%z’réﬁlﬂﬂ‘lﬁm

JEFE1SEI Alkasir?
/J\—f DB AW ek 08 I mR i

MMt T 2 Alkasir

RATUAMNE M_E F&kAlkasir , https://alkasir.com,

BURTRINIRAE RGEAMRIOTRFF , ARAT AN T HURRAERE — 4

MRR{FEHAWindows Vista B{ZWindows 7 , 32 &3 FMozilla Firefox , fRRAEE“AlkasirkiEa” (FELR
% 3MB)
MEREERER , FEETH AkasirTBRER" (MWFERFK , 41.04MB) .

WMRERTTIA LR AR ok At FeAlkasir (Pban/AFEM , BIE , ScEEHIERSEmM) |
ARAT LG T 22N USBRR A RAlkasir i —4 :

AEEMozillagy Alkasir USB 4 (TTHERIE--(FHE--(BEZRAMITH ; K/ : 4MB)
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BEMozilla M5EEE (KIK) B Alkasir USB 4, (TERIE--FH ; K/ 1 12MB)
BHEMFIRAEEE R Net Framework , ZEWindows VistaFl Windows 7i2{ERZE 2L,

ATV —MKS | BT EREMAlasinf B EIEFAFE. EFEHRA , L, 1R T FIE T PISHARER
%ﬁh‘ﬁzk

18 T MR 4 F ik Alkasir

WNRAlKasirMsEEREZ MR , 7R UBS R TR R 3RIRE . RFERE—HTHMM
Jget@alkaSIrcom?ﬁﬂ’ﬁ)ﬁ[ﬁﬂ#ﬂ‘]ﬁt&l#

Send Save Now Discard

To: get@alkasir.com

Add Cc | Add Bee

Subject: (none)
4P Adtach a file

Rich farmatting »

(empty)

R —TER | TR | BB X T AR _E3ARAl kasirflie A .

AR LA SRR BRI ¢ | RATRERZ AN get@alkasir.comEHRAIRRAS B8 L | X4
HIEBRF R S BIA R B BIRAR.

RE

TRFLEIME  WERAER.

Organize « Include in library Share with

.{ Favorites

B Desktop

s Downloads %

= Recent Places

) alkasirl_2_0_full
= Libraries

RABERIBEIREEE . REE1T (Run) BE#ES (Accept) .
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14 alkasir 12.0 =

Welcome to the alkasir 1.2.0 Setup Wizard h'

S -

gl asir.com
I

alkasgir 1.2.0457 iz about to be inztalled. [f you are upgrading an older wersion of alkaszir. please
UMNINSTALL the old version first! Thiz installer will guide you through the steps required ta install
alkasir 1.2.0 on wour computer. I

WARMIMG: This computer program i protected by copyright law and international treaties.
Unautharized duplication ar distribution of this program, or any portion of it, mag result in severe civil
or criminal penalties, and will be prozecuted to the maximum extent possible under the law,

RBAkasirk&m S , mEi F—# (Next) R4
i
1 alkasir 120 [

Eeled Installation Folder h.'
ﬁ 1.2

alliasir.com
I

The installer will install alkazir 1.2.0 to the following falder.

Toinstall in this folder, click "Mext'". To install to & different folder, enter it below ar click "Browse".

Folder:

C:\Program Filezhalk azirtalk asic 1.2.04% Browse. ..

RATAE R SRR (EREVXFH) .
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2 http://www. bannedbook. org/ %%
-
1 alkasir 120 [ESSEE
I Confirm Installation h-'
E iz
alkasir.com
I
The installer is ready to install alkasir 1.2.0 on your computer
Click "Mest" to ztart the installation.
[l
L
Cancel ] [ < Back ] | Mest »
=]

LR, RET—S (Next) .

.
IH) User Account Control
Do you want to allow the following program from an

-
@ unknown publisher to make changes to this computer?
Program name:  ChUsers\ INTERN~1\AppData'Loca.. \alkasirl _2_0.msi
Publisher: Unknown
File origin: Hard drive on this computer
{:\:’:3 Show details Yes ] | Mo
Change when these notifications a
WiF FEFTRIREEE  RER (Yes)
) alkasir 1.2.0 [EEREE—
Installing alkasir 1.2.0 N\,
n 1.z
alkasir.com
I
alkazir 1.2.0 iz being installed.
Please wait...
Eancel ¢ Back Mest »
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rg!aucasirl.z.o uihihggj
Installation Complete h'é
A -

gl asir.com
I

alkasir 1.2.0 has been successfully installed,

Click "Close to exit.

Pleaze stay up to date by registering at https: //alk.asi.com

Cancel < Back

RRTRE , REXA (Close) .

EREE R Alkasir?
FYUWindows gzl , AlkasirftZiAEs1, KEAlKasirEREIERNRSESES | 05 (clock) BIMHE | #EIRER
HIELEIZTT.

AEHEREROEES A,

Launch Browser
Open alkasir interface
Report Blocked URLs

Disable Auto Updating
Options
About
Help

Restart
Exit

»

Customize...

2SS (Launch Browser)
fTFFAlkasirfiE (Open Alkasir interface)
RSB R ERIHE (Report blocked URLs)

AlkasirfEREmET T XMRAFHET DB, RAT :

o [B3h, XAMEFKMGF
o EFhAlkasiny ¥ ee
e 7Ehttps://alkasir.com_biTaiER

o P TEAIKasIrkRASHIE .
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F = -— T emm— I
ﬁ alkasir ® [ =AY éj

Report Blocked URLs
List Blocked URLs

Options / Circumvention Settings

— ‘ Report Bugs / Send Feedback |
‘ About

Register

allkasir.com Help ||_shutDown |

. B . L
alkasir is a unique distributed
client/server implementation
developed to track, monitor,

Support alkasir by becoming a member
of the alkasir network at: https:/alkasir.com

=

and circumvent censorship of Invite Others to Use alkasir
URLs around the world.
Read more... Blocked URLs: 0 Proxy Status ON
Version: 1.2.0_build_457 your iP: |
I ISP:
City:

I Launch Internal Browser Country:

Enter a private proxy code
INITIALIZE BROWSERS Proxy type:  public nter a private proxy code

[Please close all browsers Internet:  connected
before clicking here] l Diagnose l ’ Scan for changes ” Minimize ‘

B, BahAlkasiniiegg,
14 List Censored URLs | alkasir - alka_;rh -~ y - - _ E

File Edit View History Bookmarks Circumvention  Browser Tools  Help ‘,ﬂ‘):’

@ Blocked URLs: - (= Mews/Opinion/Activism -~ %" Social/Interaction - &?”Anonymityfcircumvention ~ = Other content ~ Lo Links -

@ 0 i‘ l https Halkasir comilisting&list=1&country=GERMANY&country_code=DE&isp=HANSEMNI b b" ?ﬁ‘& all - [

i List Censored URLs | alkasir® ‘ MonlP.org v1.0|

About Downloads Censorship Map Contact Documentation FAQ Sponsors
P =
&'0” alkasir for Mapping and Circumventing Cyber-Censorship

alkasir.com —
Home
Languages List Censored URLs
e URLs reported as blocked in Germany:
English
= ISPs below refer to the number of ISPs confirmed the blocked status of the
. respective URL
User login
Mode: PROXY
| |
Circumvention active Blocked URLs: !

RAZET FRHRARLEM |, RERNEER A REMMozila FirefoxdFE M. EETIIETHANIIRE :

— 2B AR
IR R NIERIRA | UIREEREAE— M ERME R A, XMRABREIER (address bar) R
L (status bar) .

RERMEMAKasings,
PRGBS |, BARNAKasini TS FAlKasink S,
ARSI, RIBSIRF B P SR FE N B BT

WRIRBEI AT REREA— RIS — MR TR (AELIFIBERBIER) |, RATAR GRS HAFRMIER
R MALEIAlkasiritRE, #RATUGERS ?U’D‘}ﬂm/)&im%ﬂ%ﬁ WA MR FERIBS (X —REET TARBER)
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- ™
rting Blocked URLs.. = E——
‘m Reporting Blocke

NOTE:
PLEASE READ OUR POLICY before reporting
URLs!

Enter URLs, one per line:

MNotification of moderators" decision:
() Matify me for the above URLs only.
Metify me for all URLs | submit.

@ Don't send me any notifications.

l Submit

BZER
VAlalhttps://alkasir.com :

AL E RS © https://alkasir.com/help
—LbE DRI : :https://alkasir.com/faq
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Tor : JFZAMMEZS

Tor (FFAKMER) B—MERSRNAIERS RMLE,

—RIERE
Supported operating 2 .-
system ' --
Localization 13 languages
Web site https://[www.torproject.org
Mailinglist: https://lists.torproject.org/cgi-bin/mailman/listinfo/tor-talk
FAQ:
Support

https://trac.torproject.org/projects/tor/wiki/TheOnionRouter/T orFAQ
IRC: #tor on irc.oftc.net

(&M Tor sfalPuste , f PROIB(EANEE A9, B BHOURA MM 4% . 1A Tor iR
$a% (Shdkas) ZRIMIBERRRATMEY , 5 RSNPUS AMEH AP HELB-PLK2500 1P 3
HE - BRI 2 AR ERBI A RS,

- = ? B>
”

-l
- | 3

B
=

--»

N

iy
x

-
4

" 4
=3

X B ARE AR AT HERME. TorEA N ERIRMHTIE
o BEXM IR S5 SR R SR H A A ISR F PG - B AR E R PR IE R
« BFRREEERE R PR (BB W P i)

o (AT TOR AR AR AR R 8 B 4R AR B Pt a3 38 I AN T LR T & X I eSS T AR S T 4R R
FREE A PR B it

i)

\ 4

TorSHRLbiRF3E R ?
FE(F T orMBIEFET IR | ﬁ%ﬁ%ﬁﬁ%ﬁﬁﬂ%ﬁ%%\ fafF15e4T , BPrEEEITEN LR
RTorg Pumiit, A AE AFE MR NSRRIz AR F T R B AR.

Tora] PL3EZA Windows, Mac 0S XFIGUN/Linuwd®{E R KL BURAS .

With what software is Tor compatible?

Tor{# FSOCKSARIBH A EHN ATERF , RILATAIFSOCKS (4, 4aflsiRA) MR FATEFFERR] AR
S ATor , HpaiE -

o RZEFIPIER N SE25
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« FZBIRHERFN IRC & i
« SSH & i
o BB i

IR 4R MVidalia Bundle. Tor Browser BundleE{Tor IM Browser Bundle&3Tor , HFEPE M Tor L
AR EANHTTPR BAIEIRE ATorMELMETE (frontend) . BITXFAR , TR TIFSOCKSH)
AR ATMER Tor,

WNRAFREMBHEER Tor SRS TR TTNYEFIPX , AB-AfEMATor Browser BundlezkTor IM
Browser Bundle & EHHKNERE , RABMEHTMARE |, FTAE#ER. Tor browser bundlesh
WA ETorbutton , {FRATor TR TUNEES , T ATTRUREREFMR M., XMFRANTorLA
T AN T EBI ML T2 : https://www.torproject.org/projects/torbrowser,

REERE

Y TAVRE SRR A SIERL , TorE—NMEE SN LTA. AAREERNALTTor TAKMEL
2, BN EERTUERBAREE , FEEXMEE ] A B EN R AR A FEET
ftamul, PR AR | EMtERXF TR , B EIG E R KBS AL R,

B2 :

SETHY , TofRAZRBIFN. KESBNTor T REANKERPIIL | HTANLEIZETIAE
BESHHFELTIR , R S WIPHIER MR 2 & ach T iE.  (B—FARX e AT
XFhEE | £ A Tor bridges , ©RPEERATFIIHEAT & , TR TIEES. )

FUE ATorfIFE FEE—LE) , 2R EFERMET 2. Tor Browser Bundlefit & &3

T TorbuttonflIFirefoxhRAS, TorbuttonZt F—LbffH A /RIKINIE IR |, [FHEEFRKB(E
T EAT orbuttonf /7, MNRIRRBRCERNNABETorE1T , TorTTARIPR, —Ledfft
MHAL 2R AMRIERE | TR RIRRIPHE,

MR FISBERBOMNIMESBERTR? , PAEBEERBET R (FRALOT

) @ exit node) & , AFPRBURRERIEMEN. XEKE , T RETorT RKATAE UL X
T R -5 B ARMEE 2 (BB BE R AR SR ARk, B P EE 2 R L.

Tor FFAZE—HRKXIEXNRFAMEM—LBENNE , HiRE=ZQESE

L ARA B EMRMERTor , ERREEAAARERYT. T TERGEE | FEHEPRES
{55 : https://www.torproject.org/download/download.html.en#warning , $A/5EF T HEK
R, AERIR R ERY A P S 2T
& : https://www.torproject.org/documentation.html.en#RunningTor,

2. BB PIER R ENER Tor , MARAFIEEENID | BEBIZE Tor KA P RIFRE
71 : https://trac.torproject.org/projects/tor/wiki/T heOnionRouter/ T orFAQ#Whatattacksremain
againstonionrouting,,

3. Bl , RAWMEZARRRTEIREN , Torth RIS | MRANTEIRAMEL R , B
ARz RREELATIT or LK,

fEATorN 2R &

fEWindows, 0S XBGNU/Linw EA/3 Tor B EM , FATHEBEMMITILRATRE, Fhj
{EIR | AT 2R | ATUN USB NEIRENB Ea1T , MTIMTEARS , BrasE
EEAE e DIDNCE iy

TEToriMSEEREM

A Pa] A torproject.org Wt & TorifIE28 B , BRAAE , —FHRBAANM , —FEZ DU
?:]F“ﬁj\%U”HJio AR PR EEXEER E LB ERTRE , &IF PR BRRMAZE — MR AMISC
anRtorproject.org ML FE A R BTAEMARIT 8 | RIAER AR TS 25| Zepig A “tor mirrors” (B34
wtorfifg) : FERRERTEER— LB, BT TRToridlERE M.

B AT ERAFERIG Tor : AFBEN" b+ E8lR gettor@torproject.org KX —HFF MR , FRKUE]
KT WAAT{E B B BAZS AR IRGIRT orRAF AL .

EE : T8TorBundle (BBEMEABNENR) B , ARNZKREXHES , THEXN T AGGEMIT
B, IMELSERTHRERGXHIBEENR. ARELANEZEEURMAHTRE , &
&EH : https://www.torproject.org/docs/verifying-signatures,

A AT ERIMIE R E GnuPG i , BE X LR BEF AR

1 : http://www.gnupg.org/download/index.en.html#auto-ref-2,

fEMicrosoft Windows &REE F 23 TorM 528 |, BRI TEM LRI, RAMERTRMIRIER
Zr , BB T orMuh i ™ B TR
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MBI K
L ERAIES  BATORIN R TEM

. htt WWW.torprojec ojects/torbrowser

Datei eten Ansicht Cheonik Lesereichen Exras Hilfe
c 2 (& ritpsstwiworproject org/lprojtcts/torbros -1[28- Gocgic £ B
' Messthesuchte Seiten Erste Schritte Altuslle - [2000+) [+] (Unbs ) & Tor Broject Anonymit... §) Google Ubersetzer
& Tor Browser Bundle “+ -
Home About Tor Documentation Projects Press Blog Store
A | i
Download | Donate | Getlnvolved

HOME » PROJEC

Tor Browser Bundle
¥ Software & Services

ou by bouncing your communications around a distributed network of relays run by volunteers
omebody waiching your Intemst connection from leaming what sites you visit, it prevents

The Tor software profect:
all around the world: it prever
the sites you wisit from leaming your physical location. and it lets you access sites which are blocked.

TarButton

Tor |

vigalia The Tor Browser Bundle lets you use Tor on Windows, Mac OS X, or Linux without needing to install any software. It can
run off a USB flash drive, comes with a preconfigured web browser, and is self-contained. The Tor IM Browser Bundle

Am additionally allows instant messaging and chat over Tor. i you would prefer to use your existing web browser. install Tor
permanently, of if you don't use Windows, see the other ways to download Tor

TarBEL

Tarche Freadom House has produced a wdeo on how fo find and use the Tor Browser Bundle. If you dont see a wdeo balow. view it
i Youtube . Knaw of a better videa or one translafed into your language? Let us knowl

GefTar

., Tor Tip

Tor is written for and supponad
by paople like you. Donate

loday!

2. B MNEFPRRASH R, TR,
AT

Datei Bearbeten Ansicht Chronik  Lesezeichen Extras  Hilfe

& -c & (& wpsrs

5 Messthesuchte Seiten || Erste Schritte 5, Aktuslle Nachrichten (Y Google Resder (1000~} [+] (Ui b Tor Project: & it... &) Google Dbersetzer

& Tor Browser Bundle -

Download Tor Browser Bundle and Tor IM Browser Bundle
To start using the Tor Browser Bundle or Tor IM Browser Bundle, download the file for your preferred language. This file can
be saved wherever is comenient, e.g. the Desktop or a USE flash drive

if you have an unrefiable Intemet connection, it may be easier for you to download the bundle edition which is 5

smaller parts £
Tor Browser Bundle for Windows with Firefox (version 1.3.17, 16 MB)

w English (en-US) (signature)

Fertig (]

3. FESERZG , Wii.exeX 4, 3 “7-Zip self-extracting archive” (7-ZipXX#4EfiRE) HO.
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I-Zip self-extracting archive

Extract to:

C:ADocuments and SettingsiDesktoph

& Estract I Cancel

N

L OARESAREE— MR |, RI58d Extract” (iRI) .

108

E  RAFERAERRKITEN (PLanEMICKmEA) EEMSIR , TS S E &R
EZ USBIAFIKES .

fRETERZ A , TN HER , EEXHR TN RAS TEMER :

® Tor Browser (][50

Fle Edt wiew Fa 7 4F

) FirefoxPortable
é Start Tor Browser

WMRIEHRE T, "THERY) TR exe SRR,
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AZAN BRI RE

1 FEMLKRIERP , WATorX TR B0 BIRRA T ML

(https://www.torproject.org/projects/torbrowser-split.html.en)

W fTH— M Im ,
@
File Edit ¥iew History

@ -&

TEAZICRMRA

, KRBT ANE S RAR

Index of ftorbrow

Bookmarks Tools Help ai= Londeon: Fri 03:19 = Amsterdam: Fri 04:1

'@ | b | hteps:liwww torproject.orgitorbrowser/distitor-browser-1.1.4_e

Index of /torbrowser/dist/tor-bro

Name Last modified Size Description
3 Parent Directory -
signatures/ 13-0ct-2008 13:49 -
tor-browser-1.1.4 en-US_split.part®l.exe 13-0ct-2008 13:49 1.4M
@ tor-browser-1.1.4 en-US_split.part®2.rar 13-0ct-2008 13:49 1.4M
@ tor-browser-1.1.4 en-US_split.part@3.rar 13-0ct-2008 13:50 1.4M
@ tor-browser-1.1.4 en-US_split.part®4.rar 13-0ct-2008 13:50 1.4M
@ tor-browser-1.1.4 en-US_split.part@5.rar 13-0ct-2008 13:49 1.4M
@ tor-browser-1.1.4 en-US_split.part®6.rar 13-0ct-2008 13:50 1.4M
@ tor-browser-1.1.4 en-US_split.part®7.rar 13-0ct-2008 13:49 1.4M
@ tor-browser-1.1.4 en-US_split.part®8.rar 13-0ct-2008 13:50 1.4M
@ tor-browser-1.1.4 en-US_split.part®9.rar 13-0ct-2008 13:50 1.4M
@ tor-browser-1.1.4 en-US_split.partl@.rar 13-0ct-2008 13:49 1.4M

2. Bl AHEHET TR (— I XHRRRE AN exe” , KA Arar") | BETAX
FHEBRIFAE R PR AR — 3k,
3. Wli/aBs A exe’E—IXM. Rt —M R, BAREFNAAXXHASEX.

¥ WINRAR self-extracting archive

=10l x|

¢ Press Install button to start extraction.

¢ Use Browse button to select the destination folder
from the folders tree. It can be also entered manually.

« Ifthe destination folder does not exist, it will be
created automatically before exiraction.

Diestination folder

[CAUsers\Public\ Dawnloads

Installafion progress

Instal | Cancal

4. WERERXME , Rakdinstall” (RFR) . LEFREEFEEREREE  ARE3IX

%]

5. WRESAMZ G , TIFHRSCHER | BEHER FORE RS TR :
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File Edit View Fa

| oFirefoxPartable
5 Stark Tor Browser

6. MRABFHER FEM , "PRENIERER.

{FEBToriE 2%
HEFAZ B

KifTor, MRAFAHENERKTor , EHRUIEIXBEIT.
BT orH s :
Tor starting

fE“Tor Browser"X {43 , X dr“Start Tor Browser”3 {4, ToriZH|EAR (Vidalia) FTFF , 3
BTorFHaIERT orLg

BRI TTR G |, Firefox¥ B 3hFTIFTorCheckiUm , SA/RRHIAR PRI E R EEERTor.
XATRERE — LA, BURT A R E X RERR L

|| Eils siEcit seiewan Histo v Bankenarksisoolsm Help
@ - L & 2 ' Gl le)[damsle] https://checktorproject.org/Tlang=en-1 77 =
2, Most Visited | | Learn more about Tor | | The TorElog

__| Are you using Tor? | i |

Congratulations. Your browser is configured to
use Tor.

Please refer to the Tor website for further information about using Tor safely. You are now free to browse the
Internet anonymously.

Addizional informacion:
¥ouz IF addzess appeass o be: #1.121.270.32
This =mall seripe iz pewered by sexzdmoel
¥ou may also be interested in the ITox Bulk Exit List Exposses

This sezver does not log any informatiom about wisitors.

Thi= page i= also available in the following languages:

[heabiva) Busmese Zesky damsh Deueseh Ehbsmu.sé (Ellimida) Emglish espafiel Esmenmian Fasssi suss:i frameads
Bk (Hihoneo) nozsk lbokmil) Mederlands polski Portugués Portugwes do Brasil romami Fycome: (Rasskij)
Thai Tiskge prpaimsssa |uk=aiins'ia) Viemsamese 3 (F)

&4 TorEnabled

WMREEEE Tor M , EHENFERENA TANASIET ERRENFRRF

Fa &) 4 BE BT Ll 1708
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{F FAT oriXl 4,25 1 % RX T
WEEEF—EWu; , REESTEEBITHAMNR., BATERT Tor, APKIEEREET L NPt T
&, FTAFTIF M AR bbb st .

ARTorFLIEIER T1E

BNR Vidalia #=HIEAR P ¥ B ESRR B RE , & Firefox2 53 , BER— “Sorry. You are
not using Tor” (X , TorKIEE1E1T) WINME , N TEFR , BRAR KA FPIHLEERTor,

File Edt Wew Higtory Bockmarks Took  Hep

- i&;; f & hitps:lichedk.torpraiect.c & ¥ B |G-

& #bous Tor [ Tor hudden wii [ TorCheck at kenchite. ..

Sorry. You are not using Tor.

If you are attempting to use a Tor chent, please refer to the Tor website and specfically

the instructions for confimring your Tor clent

AdALEional IRDoEwaT Lom
Fouz IF address appeacs wo be: 76,16, Ié. 62
This Emal

13 Emall ESCipT s Pewazad By mexdnssl
¥ou may alme ba inberested in the Tor Bulk Exac Lisk Exportes

Thix wesves dosw net Leg amy infosmaticn abaut wvisiters,

L Je=jem]==] § L B JE==] : =] ]

Done check.torproject.org @ Tor Disabled

MRBENAEE , ERAFirefoxMTorfl¥Ezs , RAEEE ERSIR, KROJAFERIE
[a]https://check.torproject.org/ I TZ A6 Z DASB{RIR{E R T Tor,

RToriAERRAER IR =R RN ELAER |, TorAl R IRANE BRI ARSI AR A 8, Rz
fEATorKbridgeThat. £ AT B MHFERTor &4,

{E£F Tor IM RSS2 EH

m—_t

Tor IM RYESEMF Tor NIEREMZN , (BFIBRTE , BT RMER—A S YRR BRE &~
Ui © Pidgin ; X% S a] AXTE FE AT AR I JRAORD B @ BN AN 1CQ, MSN Messenger, Yahoo!
Messengersl QQIH{TINRR,

HXRPidginEZ(SE , AR : http://www.pidgin.im/

&K Tor IM HISE2RE 4
RATAEAEMTorg (https://www.torproject.org/torbrowser/) T Tor IM X' %28 FE 4,
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File Edit View History Bockmarks Tools Help le Londeon: Fri03:13 = Amsterdam: |

4; - a @ httpsi/iwww torproject.orgitorbrowser/

Tor IM Browser Bundle for Windows with Firefox
and Pidgin (version 1.1.4, 20 MB)

¢ English (en-US) (signature)

e Aua (ar) (signature)

s Deutsch (de) (signature)

¢ Espariol (es-ES) (signature)

s . Ji(fa-1R) (signature)

s Francais (fr) (signhature)

+ MNederlands (nl) (signature)

s Portugués (pt-PT) (sighature)
¢ Pycckui (ru) (signature)

» [B{E5E (zh-CN) (signature)

See our instructions on how to verify package signatures, which
allows you to make sure you've downloaded the file we intended you

NSRRI RLERSOR RS BIRTE , TN torproject.org Mk
https://www.torproject.org/torbrowser/split.htm| TUE FEN EIhR.

@ Index of /torbrows
File Edit View History Bookmarks Teols Help i@ London: Fri 03:18 = Amsterdam: Fri U4£I

Qi = G @ https/fwww torproject.orgitorbrowser/dist/tor-im-browser-1. 1.+

Index of /torbrowser/dist/tor-im-

Name Last modified Size Description

45 Parent Directory

signatures/ 13-0ct-2008 13:54
tor-im-browser-1.1.4_en-US_split.part@l.exe 13-0ct-2008 13:54 1.4M
tor-im-browser-1.1.4 en-US_split.part02.rar 13-Oct-2008 13:54 1.4M

@ tor-im-browser-1.1.4_en-Us_split.part@3.rar 13-0ct-2008 13:54 1.4M
tor-im-browser-1.1.4_en-US_split.part@4.rar 13-Oct-2008 13:54 1.4M

@ tor-im-browser-1.1.4 en-Us_split.part@5.rar 13-0ct-2008 13:54 1.4M
tor-im-browser-1.1.4_en-US_split.part06.rar 13-Oct-2008 13:54 1.4M

|?| tar-im-hrawser-1 1 4 an (1§ enlit nartA7 rar 13-0ct-20AR 1354 1 4M

B iR S0
B, WENINITEK EXE SCH,
AT ERMTEA -

I-Zip self-extracting archive

Extract to:

CADocuments and SettingshDesktoph,

o |
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FFRESFER— AL, NRAHERFEEMLL , TJERAREARE. K8
dr“Extract” (figlE) R4,
i MR AEEERRITEN (CLanfEMIEHKER) EERZREE , TSR HmERE

USB [N#E.
fRESEARZ R | TITRT AR MIRREES AR , RAIFRENE , FEIA“PidginPortable” 3 {4 TP
B

& Tor IM Browser, |Z||E”z|
Fle Edt Wiew Favor 7 G

| )FirefoxPortable
=) PidginPortable
(5. Start Tar Browser

fiREZja , AR AR MBI T8 . exe” TR BIRRKI BT “.rar" M “.exe” 3L+,

£/ Tor IM NISESEAF

S TT HAL 245 .

%] Firefox WIMERS . ANRASITEME R Firefox , SRS AR R HEIT.
KM Tor, IRAAITHEAE I Tor , FHRUIEIRFIELT.

2B Tor IM JM¥428 -

F£“Tor Browser” 3 {432 , “Start Tor Browser3CfF., "Tor 3I5%IEAR (Vidalia) 3T ,
FH Tor FrahiEHE Tor LK,

& Vidalia Control Panel

~ Skatus

Connecting to the Tor netwark

- Vidalia Shortouts -

Stop Tor = Setup Relaying

Vigw the MNetwark ‘ Use a Mew Identity

Bandwidth Graph g Help 6 Abaout

IEJ Message Log ){; Setkings m Exit
| Show this window on startup

WENTEEZ G
H%TTIE_XTigirefox 28R TorCheck TWH , ZRH B/RNR B/REREN , RNCEDIEEKE
Tor MXzg,

s Pidgin IKSEQ (WFEFTZR) |, BIEME Pidgin EiRE IM IKS.,

113



2545/ http://www. bannedbook. org/ A% &% [H M KR EI%E:  http://tiny. cc/meyarw

L At s msling, Toe? - Mhacrilla FieTon

e Et gew Hghwy ooweis Dk e
B R ey = | [iG-

i fbot Tor || Tor tckderisds G Torchack o Narchen. .

el b Pidkginl

e o bisck b bt wardon 2 ek, 8, or mmas

Lint wircioss
= [ o= ]
e LT

1tlzd$7|~ , SEEWET%M%EREEP , FFET]AEE Tor BlAR (RBFRRCIEEE Tor M%)
Pidgin T

£ Pidgin FIRE IM IKS

FFRIRAE Pidgin @OSIAM IM K-S, Pidgin FTFEAXZHH IM fR %
(AIM, MSN. Yahoo!, Google Talk, Jabber. XMPP., QQ F11CQ %%) .

& Add Kcoount

BX pidgin EAAENEZEE  BEN :

http://developer.pidgin.im/wiki/Using%20Pidgin# GSoCMentoring.Evaluations
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BN2R Tor JLIRIER T1E

I kre you using Tor? - Mozilla Firefox =
file Edi Vew Hgtory Beckmarks Took Hep

- @l /J} b hetps:fjcheck torproject &+ G- 4

& sbout Tor || Tor hidden wii [ TorCheck at kenchite. ..

Sorry. You are not using Tor.

Ifyou are attempting to use a Tor chent, please refer to the Tor website and specfically
the instructiens for confimring your Tor chent

AddiTienal Snfemmarisn
Tour TP addeess appeacs wo be: 76,16 2483
This Emall ECCIpT Le powsrsd By cordnssl

¥ou may alms ba tnterested in the Tor Bulk Ezse Lire Exposees

Thix wezvez dows net log amy information abeut wisitors,

L Je=jrm]==] § § B JO==]: J—]- ]

Done check.torproject.org @ Tor Disabled

2NR Vidalia #ZHIER P HFAEREBEASRE , 3 Firefox 2/330 , (BBR—
A“Sorry. You are not using Tor” (¥, Tor R1IF%¥21T) W@ , AR, :

1B vidalia #1 Pidgin (VEFN, F30)
AR 3L Tor IM /iU'”%’%E#”*TEEE‘]*FE% EH BB Tor IM 2S5,

B JLRERZ G, Tor QY NATTIAIERE1T , AIRERRA Tor A /K ISP £481. E5%
AFME BT Bridge (KIHF) BHER TorETT %Fﬁﬂi Tor i bridge ThEE , ﬁ/ﬁt#ﬁb_ﬁ Tor,

K] Tor IM X¥52s
FEFEXA Tor IM NSz , HPRE

HEAGIET , ARAGFARM , AN Vidalia AR Exit” , M) Vidalia,

@ Stop Ter

B Bardwidth Graph
[E] messape Log
@ Mdetwork: Map
B tew Idertity

@ Control Panel
# Settings

& Hap

& anou

EAGIET , ARAGFAR , ARFEHK) Vidalia SEE8FEEExit” , M) Pidgin,
p—

Shaw Buddy List

[ News [Message. .

& Join Chat..,
Changa Statis 3
ACCounts

{} Flugins

7¢ Proferences

Mute Sounds
Elirk: on Mew Message

REATARGIEETH Vidalia HEZEFRM Pidgin BSRERZ /G , RIXHT Tor IM 525,
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[
™ Tor Br... ¥ e v, Fa R E B T 4 178
L

1&3d Bridge (M#F) {¥FH Tor

ANRARAZET or PR A ET B , #RA] LAE AT orf IR ZNRE, WINFX—TNAREE [ 1 AFBAT orPILR 4 B
RPER Tor, EERMATNBEZRT , AALAE TEFIIRTorik i,

LM 2

M#FRLE (Bridge relay , 15 A bridge) RISHBLERBEFTEMALTor BRPFIHATorhLk, X
B, B R TTAT X ech Ak 9L, RMER I ISPREITE AT AIMNTorh kI8 , E
WA B BT E PR

FEMP 2 AT TR P 2
AT &AM B EEAIE — AR | SRS SRMEIR PR B, — (RN

RIEMBTRI T IER ARl https://bridges.torproject.org/, ARXANREHILIE , KB RFTEE LKW
#, NGmailtkS &K% — - H4ZE bridges@torproject.org , ZEMM4-E HhE “get bridges” (%A

3l5) .

L ]
‘ M II [ Search Mail ][ Search the Web

Compose Mail

[ Send ][ Save Mow ][ Discard ]
Inb o To:
Stared ¥ * bridges@torproject.org
Chats 67
Sent Mail Add Cc | Add Bec
M_ Subject:
All Mail
Spam £ Attach a file
Trash B 7 O F1T-Tyg T, v e i= i= &€ IE s = E =
Contacts )

get bridges

* Chat

Search, add, or invit
Rk, AP ASE —HEpERE |, HP a7 —EHhReEs.

CMNM.com Recently Published/Updated - 3 million bilked in pyramid schemes, Colamb

« Back to Search Results | Report Spam | | Delete | | More Actions ¥

Re: [no subject] imbox|x

7% bridges@torproject.org to me Feb 4
[This is an automated message; please do not reply.]
Here are your bridge relays:
bridge 124.21.104.134:443 dd54d2e1d00641433b5aaf58a77cde8574a73253

bridge 151.203.56.243:9001 f645794e85945e854a85e05d969c561a906ecdcf
bridge 89.136.148.225:443 45797f8aa4205b845061e676281ff7e5e666821

Bridge relays (or "bridges" for short) are Tor relays that aren't listed
in the main directory. Since there is no complete public list of them,
even if your ISP is filtering connections to all the known Tor relays,
they probably won't be able to block all the bridges.

To use the above lines, go to Vidalia's Network settings page. and click
"My ISP blocks connections to the Tor network". Then add each bridge
address one at a time.

Configuring more than one bridge address will make your Tor connection
BEIR:
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1. FPRRER Gmail IKSAIXEK, 20R torproject.org HESPHAMMMHIK SHIEK | ABAKHE
%‘IUAE@E@ BABRTHMEIE  FREFEHEHFPREE. NMRASIZHE Gmail K
. ALY e RN AT LARR i — A,
2 MR PR e TU\@%W& https://mail.google.com/mail/h/ , BV
[R)Gmail B B EHT MLERZS.,

JEBNIA I\ PSS
FA ARG M (it 2 ST, AR PR P ARG PR PIAT ALY Tor $HTRRE .

1. T Tor ¥=H|HEMR (Vidalia)

BfeSettings” (WHE) . #H “Settings”&H.

General Sharing Services  Appearance  Adwanced

|:| 1 use a proxy to access the Internet
||ty Firewall only lets me connect ta certain parts

|| My ISP blocks connections ko the Tor nebwork.

3. Hd“Network” (M) .

4. %7 “My Firewall only lets me connect to certain ports” ([ik3E{Y¥ L VFEFEFE Lm0 )
F1“My ISP blocks Connections to the Tor network” (ISP E#417T Tor MLEHIESE)

. f£“Add a Bridge” (RMMFT) FEF |, M AEBSHMEF R EIHES. .

. BERENTRFERABNERE S, ZSIPERME T ERSCAER |, 20 FEFTR

| My ISP blocks cornectons ko the Tor network
Bridgs Settigs

Bdd  Bridge:

[129,20.104. 134 983 S5 4de LADDEHL4 T RAS0aE 20T T0dm BT T4e7 3255 ]

[©) V]

|

1
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7. BEHEOKTMOKIRM , BahFHrRE.

Add & Bridge: Hoe clo 1 fined & bridos?

| JF=

124, 21,1041 34:243 DDSA0E ID006E4 L 4 TECARESEAT TODESST4AT IS

X Carcel & “;\k

8. 1E Tor I=HIEMRF |, {FIEFFES Tor, MATLMERFHIRET .
Vol
AR ATREL IRIATIIL . SE S IIMIAR a3EANe] Atk BT orMe , —MMARE R B , 2R , 40
?}ggéﬁﬁﬁT—/l\Wﬁ , MEHHYTFILIZITE , BPRTorfEERS SR , EEIR R

BEEMEZZEFTRINEZNG , ARPREFESE AL RE  ANEZNFEE , XS ER @k
B bridges@torproject.org FIEEFHREHRER
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JonDo

JonDoFFIE T — M AR AjavalE £ IR (JAP) WMIEERFIME , HERA—FRBTorf3EKEL T
B, HOTRUEE AR RIS AR 55 25 % I TURE.

SR, FHAETor , JonDoMEXGE T RSRE SN FHEMEMKSITRRS 2. XFRHES
TRP—AEREER | RFRH30-50KBit/sIERYFEI>600 kBit/s, MFEFMRILBINMARIER | 5

2[5 : https://anonymous-proxy-servers.net/en/payment.html,

—RIEE
g
Supported operating system & ' ==
Localization English, German, Czech, Dutch, French and Russian
Web site https://www.jondos.de

Forum: https://anonymous-proxy-servers.net/forum
Support Wiki: https://anonymous-proxy-servers.net/wiki
Contact form: https://anonymous-proxy-servers.net/bin/contact.pl?

T

E{FERBFR A onDonymiK]JonDoM4E , REBEZE Mhttps://www.jondos.de/en/download A f/REIRIER
,JLT?éJonD0§Furﬁo FEATEA T Linux (AZ4993k) . Mac 0S X (K#179k) FWindows (A
#)353

—BARTERT &, MGRELMREEHRNTFE—HREE, 40 ﬁﬁé\?ﬁl’ﬂlﬂ%ﬁk%ﬁb@ﬂfﬁ
I A BB RE 2 ?*Eﬁ B—MERIRAE. ERITGF , RAMBRERRE onDoZIA AN,

Windows 8 iR AT e BE &k ) onDoFoxME& 2T | BORAE FEITIC.

BCEF{EF
YRE—IXashjonDo , #RATLERFEE R RKES.

Installation assistant x|

Welcome to JAPUonDol JAPLUonDo protects vou from being observed while surfiing the
Wiy, 2.0, apainst providers, web site operators and even the anommizer service itselfl

This assistant should help you o make your first steps with JAP/JonDo. You may control

the JAPiJonDo user interface while the assistant is shown. To do so, you may need to
move the assistant's window.

Language English

BTk, RO E AIXIR SRR A RIS B, IRAER A AR SRR,
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Installation assistant 5[

You may use JAPUonDo either in a simplified view that only contains the most
frequenthy used control elements, or in an extended view that gives you full control over
the program. The simplified view s recommended for unexperienced users.

® Simplified view
_ Extended view

| <Previous | Next> | cancel |

FET—NRE |, TERBFLEREFRAEREA)onDoRIR T AMLLRLEEE. RAFRININIESH
R, IR RRGERIRIE.

Installation assistant ﬂ

Mow you have to register JAPRJonDo in EACH of your browsers as a so-called "proxy”
Hint: JAPLonDo does only suppart passive FTP, that means no uploads. We
recommend to even set proxy seftings on JAPLonDo that JAPJonDo does not support,
10 avoid an accidental deanonymisation,

P Internet Explorer HTTP(S) Hostname : HTTP(S) Port
P Mozilla Firefox (recommended) localhost 1 4001

P Sea Monkey

P Opera FTP Hostname : FTP Port

» Konqueror localhost : 4001

P Ssafari

P Other browsers

<previous | Next> || cancel |

—BXUESER , JonDoWIRIRIGIIRECE . EEFIERT , FERRIXH , REEXRARNIE
BRI 2T I — P,

i JAP / JonDo ] 4]
Jmﬂﬁa PRIVACY NEEDS /BUNIVINE 0
Services: | 7§ SpeedPartner-ULD |~ @ | Details |
Anonymity Anonymity Anonymity
Number of users: { goureenti |- 7 0n
Traffic: FEFEE a @ off
Remaining credit: CErErr
Encrypted data transferred: 0Byte Activity: [ | [ | [

@Visit our internet pages! (Click here)

‘ H H i H Help H Assistant H Config H Exit |

RJonDoBIRT —NNEE , BIRIMIER B UNEFR ML , BA—VIEEEMECE , R L%
FeanRR, REFTM_ MR, NRREEHEMEMSA , ST , TR TFHARES X
TR R AR E.
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Installation assistant EI

Flease switch anonymity to “Of" in the JAPUonDo main window now and after that,
raquest aweb site with your browser. JAPLonDo should now display a waming and
prevent you from surfing until you have chosen "Remember answer and have
confirmed with *ves".

) JAP/JonDo shows no warning and surfing is not possible

) No warning from JAP/JonDo. Websites are being loaded normally

) JAP/JonDo shows the warning but websurfing is not possible

! The JAP/JonDo warning is shown in the browser window only (not in an info-box)
) The warning is shown. Websurfing is possible after confirmation

| < Previous I Next > ” Cancel |

%ﬁmgzﬁlﬁi&uﬁﬁEﬁﬁﬁﬂﬁ D EEHERPEIRE R R T, AREECERNNESRITHA—
uk,

7 JAP / JonDo P ] |
Juﬂﬁﬂ PRIVACY NEEDS [RUTIYINE e
Services: |ﬂ@ SpeedPartner-ULD |V| @ ‘ Details ‘
Anemmiy oK ﬁﬁ;ﬁ? high Anonymity
Number of users: 1120 il P @ 0n
Traffic: ENEER p © or
Remaining credit: FrErrr
Encrypted data transferred: 102.8 KByte Activity: HE[ [ [
@Visit our internet pages! (Click here)
‘ H | ‘ i ‘ | Help | ‘ Assistant ‘ ‘ Config ‘ ‘ Exit ‘

WMRAMIEEN |, IBA—DERREF , RAT AR SRR, W_ERIRIF". ARIRBERH A
R EEFE , RMTFREREERMR R,

X

Your browser is now configured properly for JAPUonDo usage,
MNext, switch anonymity in the JAPiJonDo main window to "On®. Surf a little bit on the web
to test the connection to the anonymizer sermvice.

) Connecting to anonymizer service not possible

() Connection established but wehsurfing is not possible
_) Connection established but websurfing is too slow

® Connection established, websurfing is fine

_ <Previous | Ned> || cancel |

BNEEAZTHT . REBTHECEIRINITETET JonDoMLEER. IAE , (RICNACE RIS
EHALESNEREMAEE. RERIIRNEIRN A PSS TSR,
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Installation assistant x|

Your connection to the anonymizer service is ready. You should now configure your
hroveser in away it does not leave any "traces”, in particular that is does not execute
active content (Java, JavaScript, ActiveX, Flash,..). Otherwise it might be possihle to
revake your anonymity via "backdoors".

b Internet Explorer
» Mozilla Firefox
} Sea Monkey

} Opera

} Kongqueror

b Safari

p Other browsers

‘ < Previous I Next > || Cancel |

2R onDORIARAE AR 55 AR FEARINE R D ARE D | MR X R EEEHR, ERFERT RdBE” , &
FEWERIET R, R EREH AP/ JonDof FUFIAE A RS, FiEEIFEE L B A,

nsetings X

Circurmmvention of internet censorship and filtering

User interface

=
sz? [v] Connect to other JAP/JonDo users in order to reach the anonymisation service.
Tronmr | TS

Sanices _I

IE' *ou only need this function if your provider blocks R TR
access to our services, The connection through
antl-censorship Is very slow and parially unstable.
Moreover, itwill be more difficult to connect

ods).

‘Would you like to activate anti-censorship now?

(e ][ ves |

HOST:

ERIARERRECE T ARANNEES | (RE] L EF5E http://what-is-my-ip-address.anonymous-proxy-
servers.net , EXREVFRERH M.

JonDoFox
ATERE , JonDoNymEABAIR T — M EHRA)onDoFoxFIE LT fIFirefox (AAR) PREEINIYERS .
FUTorNEREH , HIl I EFEREL TANMEZRNEER.

YRATAFE https://anonymous-proxy-servers.net/en/jondofox.html F#Z T A,
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Your-Freedom

Your-Freedom@ —sX AN HLIRIET A , Hig4sE (BARRE) HRS.

2] B FWindows, LinuxfIMac OSIRERSE , IR REREE|— 1B RAB A0 EZHKKI304 RS
AMAIMILE . Your-Freedom 32 (H34(l0penVPNAISOCKS IS AR S , {FEAA—/NMESTRE 21
SHHBMNEERNTA,

—RERE

s
Supported
operating system ‘

Localization 20 languages
Web site https://www.your-freedom.net

Forum: https://www.your-freedom.net/index.php?id=2
Support User guide: https://www.your-freedom.net/ems-
dist/Your%20Freedom%20User%20Guide.pdf

HE&{E A Your-Freedom

Bk, Mhttps://www.your—freedom.net/index.php?id=downIoads—FﬁQEHI,EO MRMFRELTE
Tlava , fRATUFEARAILK/MEER, BRERZADRIK)ava , &
Xhttp://www.java.com/en/download/testjava.jsp. ZNRRAF LT L ava , N TFTHE AL 12K TR E
B, B ScEREERT UM http://mediafire.com/yourfreedom#51&.

MRAFATEFE— AN BUFEELERMIRMEZ |, Your-Freedoma] fEfiSesawelk AR TIE (A~
% : sesawe , WG : sesawe) . WREXANEMER , BARDBIER—NKS,. AT E3, uaT P
ihhttps://www.your-freedom.net/index.php?id=170&L=0E M — N G Z2ik /.,

Tl

LOGIN

ick hera to register.

REREFAE TR EXR VIR ? REX Bk,
0

You need to create & user account to use the Your Freedorn client and to access sorme parts
of thiz web zite. The only iterns strictly required are: a username, a passwaord, and a valid
ernail address. Pleaze do not use sel'? destraying ermail addresses vou might not receive
iterns you've bought if you do. Also, we will treat vour details strlctll,l confidential and will
never pass your ernail address to anyone -- no SPAM, guarantead!

Username: Icship
Passwaord: |u.u
Repeat password: |u-u
Email address: |freerk@gmx.net
I have read the scceptable Use ¥
Puolicy:
#F  MABERERE. REMAF%. BEMEFHRAEMI R M. HMES %N,

0

“our account has now been created, but it has not been enabled yet. Please check your
ermail box for an ermail from us containing instructions how to enable it

Unfortunately, email delivery is rarely immediate in today's world, Mecessary anti-SPAM
measures delay or hinder email delivery; it may well take several hours until you receive
our email, especially if vou are with a big email provider sporting a capital ¥ and a bang
sign, If you encounter dUiFFiculties enabling your account, just send an email to
support@your-freedorm. net from the email address you have registered with and tell us the
username you have choszen, we'll enable vour account manually then,
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gﬁiﬁ@]—’ﬂ%ﬁﬂﬂﬂﬁﬁﬂﬂﬁﬂifr%Eﬁﬂ‘]fﬁ% , FREIWA , REERRHES IS —HBT

Dear Your Freedom user,

soweone (likely you) has registered an saccount with us on
our weh page, wyw.your—freedom.net, using your email
address. If it wasn't you or this was in error, please
disregard this email, we will not contact you again.

Tour account "cship™ has not heen enabled yet.
To do this now, please copy the following link into your weh
hrowser (or click on it if you can):

http://vww. your—freedow. het/index. php?id=171fusername=cship fauth=hac5c89cz

RAETHZNEE (FROAD) UBARRIER.

O ACCOUNT ACTIVATION

Thank you wery ruch! Your email address has been verified and your account has now been
enabled. You may now log in on the web page, and your newly activated account will be
ready for use with the Your Freedom client application in a few minutes. Fraom now on,
please use the password you've chosen when you created your accout, you don't need the
authorization code anymore.

LRBE YR RIS |, R SBIEIET .

R
%Ti%ﬁﬂ%ﬂéﬁ@ET:EWindows—F?EWHXE‘] , (BETE BHRANR B H AR RS AR AR H A

WA, R Your-Freedom,

. Favorites

PR Desktop
& Downloads
5 Recent Places

i freedom-2011022
= Libraries 3-01

@ Documents

R FERIFIISCAE. 30H 4 R RER A RTAR A E & AR T A BT AR,

iﬁ Your Freedom 20110223-01 - Excelsior Installer =

Welcome to Excelsior Installer for Your Freedom
20110223-01

Excelsior Installer will guide you through installation of the
software on your computer. To proceed, dick Mext,

<Back || MNext> | [ Cancel

EF—MREARET—5.
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-
Qﬁ Your Freedom 20110223-01 - Excelsior Installer

Installation type
Choose installation type

Install this application for:

(7) Current user only

@ Anyone who uses this computer

[ < Back “ Next = |[ Cancel l

gi—ﬁﬁﬁﬁﬂuﬁﬁﬁﬁﬁERHWMMFEEWWﬁEMWﬁH%F(ﬁﬁ)ﬁﬁoﬁﬁﬁ
U,

-
Q}f Your Freedom 20110223-01 - Excelsior Installer
—

|| Destination folder
Select destination folder

The installer will install Your Freedom 20110223-01 components to the following folder,
To install to this folder, dick Mext.

Toinstall to & different folder, dick Browse and choose another folder.

Destination folder

C:\Program Files\Your Freedom

Space required on C: 35556 K
Space available on C: 25418952 K

[ < Back ]| Mext = |[ Cancel ]

PEFRE Your-Freedom B3R, AS¥HAFNEREIAERE, R T—5.
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;ﬁ Your Freedom 20110223-01 - Excelsior Installer
o

| Program folder
Select program folder

The installer will add program icons to the program folder listed below. You may type a new
folder name or select one from the list of existing folders. To continue, dick Next.

Your Freedom

7-Zip

Accessories

\ Administrative Tools
FileZila

Games

Gimp Pack Mode
IrfanView

| Maintenance

Mozilla Firefox

| »

m

(s ] (o)

T_g?%%%f?ﬂﬂ?—’rﬁﬁ , AR AR FERR U P E RN E R, (RATARBIAEATIHRE
U,

-—
iﬁ Your Freedom 20110223-01 - Excelsior Installer
—

|| Shortcut icons
Select shortcuts you want to create

Create shortcut icons in the following locations:

Desktop

[ < Back ]| Next> | [ Cancel

ERRE AR LA —EIAR. BXRE F—2.
EXBERITUEEHRZATRENILS. WARRE FT—%  EMRFRBH , /ERE.
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=]
Your Freedom 20110223-01 - Excelsior Insl]llle‘ [
i

|| start installation
Wiew current settings

The installer is ready to install Your Freedom 20110223-01 on your computer. Click Next to
begin the installation or Back to change the current settings listed below.

Current settings:

Destination folder -
C:'Program Files\Your Freedom

Program folder
Your Freedom

Create shortcuts on the desktop

=== e e

WAE , REFIAT . XFREREILAHh , B RIEUR TIREEMMERE.
YuurfE(lm 20110223-01 - Excelsior II'ISl]I“E‘ blﬂg

|| Installing

The installer will copy components of Your Freedom 20110223-01 to your computer. Flease
wait while all components are copied...

Extracting file: C:\Program Files\Your Freedom\freedom.exe

Qverall progress:

D ————)

I‘ Install | <Back | mext> | [Lcencd ]
Your Freedom 20110223-01 - Excelsior Installer _
e — .

Installation completed

Your Freedom 20110223-01 has been successfully
installed on your computer. Click Finish to complete setup.

Start Your Freedom

M
P
E_

{ | Cancel

®E, R, RETTHRIRE R,
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wE
Your-Freedom& B 31831, MRRUEEALENE , AEfREmEKIYour-FreedomEdr (4
i) .

LHRE— IR AshYour-Freedombt |, (REEACEE.

r|§| Please select your language I =]
| Bahasa Indonesia | ‘ Dansk ‘ ‘ Deutsch | ‘ English (UK) | ‘ English (US) ‘ ‘ Espaiiol |
| Frangais | ‘ Hrvatski ‘ ‘ Italiano | ‘ Magyar | ‘ Nederlands ‘ ‘ Portugués |
| Romani | ‘ Tiéng Viét ‘ ‘ Tiirkge | ‘ Pycckui | ‘ Aual ‘ ‘ “Iny |
| i | dxEm |

L =

BHREFRFIES. ROHRERKES. RUGHAEREXLRE,

r ——
|%| Your Freedom - Configuration Wizard ’ ‘

Welcome!

This wizard will guide you through the basic configuration. We will gather information whether or not you need to use a
proxy server and whether or not you need a username and a password on this proxy server. Then we will find a Freedom
server in your vicinity that you can use and set up your account details.

Click on the Next button to continue.

Cancel | Next |

E—RENTRE , FAEI—MRENS. AET—5.

-

| £ Your Freedom - Configuration Wizard =] —

Proxy Server

At first we need to figure out if you are using a web proxy to view WW\W pages. This information can be obtained from
the web browser's configuration.

# Internet Explorer: "Extras”, "Internet Options”. Choose the "Connections” tab. If you are using the LAN
connection, click on the " Settings" button on the bottom right, otherwise choose your dialup connection and
click on the " Settings" button next to it. Find the "Proxy Server” dialog box and click on the "Advanced” button.
A window will pop up, showing your current proxy settings.

# Mozilla: "Tools", "Options", "Advanced" tab, "Network" sub-tab, "Connection" panel, click on " Settings".

If you are not using a web proxy, or if you can't figure out how to use it, leave the fields empty.

Proxy Address |

Port |

‘ Try to auto-detect ‘

Back | Cancel | Next |

EARERS SHEET | R B MR UERRAIERSSMER. R T—5.
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-
|%| Your Freedom - Configuration Wizard I =l =

Select protocols

Choose the protocols you would like to try. If you are unsure, try them all. This is useful if you would like to avoid a
protocol because you already know that it doesn't work.

3]

HTTPS

Try non-HTTPS ports (no proxy)

=

HTTP
FTP

X

uop

O

CGl relays

. I O W S S W = &
=l

Back | Cancel | Next ‘

e

IEEEDHEIES | RSB S AE T — 5.
i

Looking for Freedom Servers

I will now try to locate Freedom servers near you. Please stand by...

108 searches scheduled, 18 still running
Found 85 ways to connect
Verifying FTP reachability

Back | Cancel | Again | Hext ‘

Tk, Your-FreedomBC & 0 SR — LT MR T AT RARS =5 | FPRE MRIERATL BRI
B, XAk E— R,

RATBEMRIET KBS R — N ES (XEBIINKEWindows 76— &) . RAARIFIE Your-

Freedom,
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F 7 v
|£| Your Freed @9 Windaows Security Alert | 23 | =

Lookit @ Windows Firewall has blocked some features of this program

I will now try

Windows Firewall has blocked some features of Your Freedom dient software on all public and
private networks,

i . MName: our Freedom dient software
Publisher: resolution Reichert Network Solutions GmbH

Path: C:\program filesiyour freedomfreedom.exe

Allow Your Freedom dient software to communicate on these networks:
[] Private networks, such as my home or work network

Public networks, such as those in airports and coffee shops (not recommended
because these networks often have little or no security)

What are the risks of allowing a program through a firewall?

1
— [ Allow access ] [ Cancel ]
-
%] Your Freedom - Configuration Wizard l =] = |
Found Freedom Servers
A search found the following servers. Please highlight one of them and click on the Next button.
Mame Address Country Pref HTTPS HTTPIC..| FTP UDP
ems 19 yourdreedom.de 83170 116.31 UK 95 yes yes yes 53 -
ems30. yourfreedom.de 77.9292 156 UK 9.3 yes yes yes 500 ]
|| |[ems23.yourfreedom.de 77.9278.225 LUK 91 yes yes yes 123
ems20 yourfreedom.de 67.212 6775 CA 91 yes yes yes 10000
!l lems01.yourdfreedom.de 204.45135.154 s 9.1 yes yes yes 161
|| |lems26.your-reedom.de 76.73.94 195 Us 8.9 yes yes yes 10000
ems15.yourfreedom.de 91.194.91.38 DE a7 yes yes yes 10000
ems 17 yourfreedom.de 217 150.244 92 CH 8.6 yes yes yes 69
ems14d.your-freedom.de 94.231.80.100 CH 8.6 yes yes yes 520 P
ems27 yourfreedom.de 851722212 ML 8.6 yes yes yes 500
ems16.your-freedom.de 208.53.158.27 s 8.6 yes yes yes 53 1
ems21 yourfreedom.de 202.160.120.226 =1 8.3 yes yes yes 10000 T
ems02.yourfreedom.de 193.164.133.72 DE 8.0 yes yes yes 520
ems22 your-freedom.de 123.108.109.9 HK 7.9 yes no yes 10000
1 ems31.your-freedom.de 187.45.202.179 BR 315 yes yes yes 520 -
Back | Cancel | Again | Next |

LA FTRAE  FREBRRIANBBRRFRFE , AT UEE— P RESIHFBRRET T —5.

-
| £ Your Freedom - Configuration Wizard I L=l — |

Configure Freedom Account

Please fill in your Freedom username and password in the form below. Click the Hext button when you are done.
To obtain a Freedom account go to http:hwww. your-freedom.net/ and register there.

Username [sesawe |

Password |"-"- |

Back | Cancel | Next |

BEMAREROIZRNK SR, MRREE , ReTRUE T R LT R FRRfSIE A R GRS &
®i7718) : english@sesawe.net,

R F—2.

130



245 http://www. bannedbook. org/ 2% - AX [ W KR Hi%:  http://tiny. cc/meyarw

-

|£| Your Freedom - Configuration Wizard l L= =

Congratulations!

All should be set up now and you are ready to free yourself from your chains. To open the door to Freedom click on the
"Start connection” button in the Status panel. To have your applications use the Freedom service configure them to use
the following SOCKS 4/5 server or web proxy server.

SOCES 4/5: localhost 1080
Web Proxy: localhost 8080

There is much more that you can configure; please check out the Configuration window and read the documentation to
learn how you can add fixed port forwards and turn your PC into a mirror image of your POP3/IMAP/SMTP mail server, or
even make your PC reachable from the Internet.

To save your new configuration now, click the "Save and Exit" button below.

Back | Cancel | Save and Exit |

LRERREREN , RPLERNSEAETR. RERFFRE.
HUE , Your-Freedomiz{TAERINT RN L , FFEARATMERIHES A= E B —EIFF.

Your way to Freedom

Customize...

AT BEREMMBIFHLIFITIG , YREAEYour-Freedom B O o ML E FHEF A T HES BR
FIEIRAMAEER., STAR/E AT REFRE.

-

== x |

|£| Your Freedom - Configuration -

Account Information | Proxy Settings | OpenVPHN Settings |
Server Connection Settings r Server Selection |

YF Server

Address|emsl33.\,r0ur—freedom.de |

Port[443 | | wizard
Connection mode 1

Tweaks ‘ None ‘ - ‘

Options

[] Automatically switch server Minimum buffer size[1500 |

[ ] Automatically connect on startup RTT measurements ’7

[ ] Reconnect after server shutdown Keepalive interval ’7

[] Avoid using DN S Reconnection delay’i
S0CKS4/5 DNS lookups on server Initial POSTsize| |
Enable encryption Minimum POSTsize| |

Enable re-keying FTP mode
[] Use true SSL with HTTPS $SL protocol version TLSv1 ﬂ

Use Wizard | Save and Exit | Cancel |

b

HE |, Your-FreedomB 285 #e2 T fR28 , FFEIR T — MRATAERERAIZE RInternet Explorer
B FirefoxX (& AR, R B HBITECE , mdiYour-FreedomE & APV FAFE
FARE | SRR I S EHAE. Your-Freedom¥$ BENECERENM , DMERIET B M Your-

F

reedom#E G EREEI B EAM,
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| £| Your Freedom - Configuration = | =

Account Information r Proxy Settings rOpenUPH Settings |
Server Connection |T' Settings r Server Selection |

Settings

[ Start minimised Bandwidth unit bits/sec | v |

["] Do not show pop-up windows
[] Hide system tray icon

Use Wizard | Save and Exit | Cancel ‘

INRABFIARIERS{E A T Your-Freedom , #/RATA[a] sk https://www.your-freedom.net , HHEE A
MRRERSEAZE . MFEEUEIRR2RMEREZR |, IPARBARERSE BN ER Your-
Freedom4E &5 [a) BLEX R,
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I M fEIT RS (DNS)

IRFRIA . EEAR SRR L E R ELRARET DNSITIEMIYS , IREXE BIX LR,

i FH AR 55 2R EE 4

A1 B |, DNSARS 2R AMEAEIMLE itk angoogle.comBER AR IPHISIL | £172.14.207.19 , EFfIAS
S48 M RERAI LR _EASEFIIRSS 25, X — AR SSIE 5 T RA ELEX W AR 553 (A A1 I DN S R 5 25 15t
1T, FRIEAMIDN SEPIB T ERMSK I A IR DN SYESRR SN , Bl A BB T R RAR S 25
STEREX—FRRXNFIERB WK , FIAET AR, iCE@EEhSEaEAAEaER , B
ADN SEH AT BEA 2 ME— A a8,

{FRXPFFIL , FRATRESUT X E8 - FRREMKIDNSIRE | FHAEAMAKIDNSIRS 2 , 2E
YRtE R hosts 3L,

1§ FAE b AYDNS IR %258

1$EIW\1§FH%E7?EE%%§ , SRIFARA A BB M) AR 552 LR EI DN S AR 5525 LE VR FR TR E 33k 42 3
I, EATTRE E A AR S IR AR IDNS RS- 25581, B AEMHRTE. EIRTER R ARIDNSHRS
#5A[{£ . OpenDNS (https://www.opendns.com) f2H—/NXEEMIAR S , I 4047 5 BU/REE A {3 B
FIDNSPR % 25 iTE R (https://www.opendns.com/smbyjstart/computer), XEBEiREG—NEHIKLIKAT
{FFMIDNSARE- #3513 : http://www.dnsserverlist.org,

KR —HATHRAKDSNIRS 27758 | B AMBEELR (Internet Censorship Wiki) , 3
3t : httpy//en.cship.org/wikiDNS,  (FB5r RS B S ATREEIBIATRIENIML, | &R AR ML
—H T RENREBR)

Publicly-available DNS servers

Address Provider
8.8.8.8 Google
8.8.4.4 Google

208.67.222.222 OpenDNS
208.67.220.220 OpenDNS
216.146.35.35 DynDNS
216.146.36.36  DynDNS
74.50.55.161 Visizone
74.50.55.162 Visizone
198.153.192.1 NortonDNS
198.153.194.1  NortonDNS
156.154.70.1 DNS Advantage
156.154.71.1 DNS Advantage
205.210.42.205 DNSResolvers
64.68.200.200 DNSResolvers
4.2.2.2 Level 3

141.1.1.1 Cable & Wireless

WEFIFONSIRSF 2SR | IR REMRIHRIERSTHIDN SR E B A RANESE.
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2 http://www. bannedbook. org/ Z& F 2% i) W K il B34«

FEWindows® M R DNSIX B

1. fEJTIA3EE (Start menu) FTIFAREIEFIEAR (control panel)

,a}‘fﬁ Paint
IL-" Getting Started »
!' Connect te a Projector

Calculater

% Snipping Tool

Sticky Notes

-{‘ KPS Viewer
@1 Windows Fax and Scan
% Remote Desktop Connection

."'_] MNotepad

» Al Programs

| |Search programs and files

(53 » Control Panel »

Documents
Pictures

Music

Computer

Control Panel
Devices and Printers
Default Programs

Help and Support

http://tiny. cc/meyarw

Adjust your computer’s settings

% System and Security
. Review your computer's status
Back up your computer
Find and fix problems
Network and Internet
@I View network status and tesks
“&2.,  Choose homegroup and sharing options
/ Hardware and Sound
View devices and printers
Add 2 device

Connect to a projector
Adjust commonly used mobility settings

- ~ Programs
h. Uninstall a program

Viewby: Category *

User Accounts and Family Safety

&) Add or remove user accounts
) Set up parental controls for any user

Appearance and Personalization
Change the theme

Change desktop background

Adjust screen resolution

Ly

Clock, Language, and Region
LI
@

Change keyboards or other input methods

Ease of Access
Let Windows suggest settings
Optimize visual display
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3. ERARGR RERITTAMEERK.

i » Control Panel » Network and Internet » Network and Sharing Center ~ |43 || Search Control Panet o
Control Panel Home . . . . . ®
View your basic network information and set up connections
Manage wireless networks 1 Seefull map
; a = @
Ch dapter setti
ange acapler setings BOOKSPRINT booksprint Internet
Chznge zdvanced sharing (This computer)
settings :
View your active networks Cannect or disconnect
booksprint Access type:
Public netwerk Connecticn.
Change your networking settings
ik Set up a new connection or network
™ et up awireless, broadband, dial-up, ad hoe, or VPN connection; or set up a router or access point.
"54 Connect to a network
Connect or reconnect to a wireless, wired, dizl-up, or VPN network connection.
@ Chosse homegrous snd sharing options
Access files and printers located on other network computers, or change sharing setfings.
- [ Troubleshoot problems
Diagnose and repair network problems, or get troubleshooting information.
HomeGroup
Intemet Options
Windows Firewall

4. TLEMLKIEE (Wireless Network Connection ) REEHOKAHITH.. SEEMH

(Properties) .

F ™
1 Wireless Network Connection Status g
General
Connection
IPv4 Connectivity: Internet
IPvE Connectivity: Mo Internet access
Media State: Enabled il
S5ID: —— 1
Duration: 00:07:19
Speed: 54.0 Mbps

Signal Quality: !!!!!

Details. .. ][ Wireless Properties ]

Activity |
Sent —— Er! ——  Received

Bytes: 3,208,355 | il 236,275 |

[ properties | [ % Disable ] [ Diagnose ] |

'l
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Protocol kA4 (TCP/IPv4) , B R T /B (Properties) .

F ™
[ Wireless Metwork Connection Properties ﬂ

Networking | Sharing

Connect using:
L¥ Atheros ARS285 Wireless Network Adapter

This connection uses the following tems:

9% Client for Microsoft Networks

g Hotspat Shield Helper Driver

QOOS Packet Scheduler

gﬁle and Printer Sharing for Microsoft Networks

& |ntemet Protocol Version & (TCP/IPvE)
it Protocol Version 4 (TCP/1Pv4) |

i Link-Layer Topology Discovery Mapper /0 Driver
i Link-Layer Topology Discovery Responder

Description

Transmission Control Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.

| oK || Cancel

b

B DNSHIE (5120 , Google Public DNS),

-
Internet Protocel Version 4 (TCP/IPv4) Properties

General | Alternate Configuration

for the appropriate IF settings.

(@ CObtain an IP address automatically
() Use the following IP address:

IF address:
Subnet masks

Default gateway:

@ Obtain DMS server address automatically:

() Use the following DNS server addresses:
Preferred DMS server:

Alkernake DMS server:

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your netwark administrator

Validate settings upon exit

[ 0K ] [ Cancel

)

6. VRELFENZ A EInternet Protocol AR 4 (TCP/IPv4) M (Properties ) B , X RIS E IR

7. EEORNKE , Ao F A T EKDNSARS 5t ( "Use the following DNS server addresses"

), RFEEHIDNSIRS 25 IPMEEHEMAE, TH/E, , REOK. BOAMERT , BEAF—

" DNSHRSF25. #IEDNSIRFRATLKRE F—AF.

(@ Use the following DNS server addresses:

Preferred DNS server: a8 .8 .8 .8

Alternate DMS server: a .8 .4 .4
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{EUbuntu® M /R DNSIHE
1. ERGFHAZIEEIR (Preferences) > M#K1%E3E (Network Connections)

0 System | A |
co About Me

Preferences >
iﬁ Appearance

@ Assistive Technologies
@ Bluetooth

Administration >

Help and Support

About GNOME
\a/ . Broadcast Preferences

About Ubuntu
Y| IBus Preferences

B Keyboard Shortcuts

=# Main Menu

@¥ Messaging and VolP Accounts
N Monitors

[*] Mouse
W

2. WEBREE |, RN EBELEGoogle Public DNS , ZNR/RAEE Y Ethernet iE#E (BZ) HIRE ,
WAL (Wired) EMFR , REAESIRPEFRHRAOMERE. NRFEATLEEE SR
B, EFEIE (wireless) WK , REEFEENTTEAMLE.

& DSL

& Wwired ‘1:|I| Wireless ‘;,.|| Mobile Broadband ||j VPN
Name |Last Used
Auto Ethermet 1 year ago

Auto etho never
.: E

dit

Close
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3. miidwiE (Edit)
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, ERHNEOE | EFIPv4 REIEA K.

Connection name: [Auto Ethermnet

Connect automatically

|

Wired | 802.1x Security | IPv4 Settings | IPv6 Settings |
by
MAC address: I| I
MTU: Iautomatic j bytes
[ Available to all users | Cancel ‘ ‘ Apply |

(DHCP) addresses only"$#t, REHMATE , FHEEEH.

Connection name: [Auto Ethemet

Connect automatically

Wired | 802.1x Security | IPv4 Settings |IPv6 Settings

Method: | Automatic (DHCP)

Automatic (DHCP) addresses only
Address h-
Manual

Adares

| Link-Local Only

Shared to other computers

Search domains: [

\
|
]

|

DHCP client ID: |
[ Available to all users | Cancel H Apply |

fNGoogle DNS , %\ 8.8.8.8 8.8.4.4

DNSservers: | 8.8.8.8 8.8.4.4) N

Search domains: [ ]

DHCP client ID: [ }

5. FEDNSHRFZHINAE , MARKERDNS IPEE , I—NTHEIRIT. 620 , anRAFAER

4. INRIEFRM T iEEAutomatic (DHCP) , ¥TFF FF3E8 (dropdown menu) , 3% "Automatic
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6. RN (Apply) REEH. MRIBRMAERLTHIA , MAERDSAHAREER,

Connection name: | Auto Ethermnet |

Connect automatically

Wired | 802.1x Security | IPv4 Settings |IPv6 Settings

Method: ‘Automatic (DHCP) addresses only 4 ‘

DNS servers: 8.8.8.8 8.8.4.4|

Search domains: | |

DHCP client ID: | |

[J Available to all users ‘ Cancel | ‘ Apply

[N

7. SHRAEE R MR IERE |, ERDIR 1-6.

YRiE hosts3U

BN RARENE WARHI LR AR SR AR FIDN SPR S5 23 T S A P b Bl P £8% AR -0 | Pt | 4R AT AIE XN MY
SERIMEHRE Hosts ST |, B2 — AN AHifiname-to-IPHAEYIFR | 76{6 FASMNEIAIDNSIRSG- 2581 , 1R
KBRS ERTE. HostsSHE AN M |, IAFERA , SHRRNEZM:

208.80.152.134 secure.wikimedia.org

F—ATAFE—DIPHIL, RE—ANTREE—NMESA. RV MRS KM EHRA hosts 3L
(1EVEEEANRIRE AMARAHL , EFTREARRHRIBIE U IRIRX AN M, , BEEWREETE | 3k

FIEENSRFHBE) .

ARARE AREREE ARSI AERTAIDNSE P , IRAZIMSERIPHIIE | FIFFZ 2 RS AT AFSENR

BHT IR EDNSE], B0 , #RATAE A http://www.dnsstuff.com/tools ERHEE —=X T

H,

HRUL AT AZE {8 A http://www.traceroute.org_E T B, 'E 2 E ML AR S H (RIS 2k P 2%

S TR, RARSSETESMIMKTRIMAZRENFE , EREHIURRSHHRE, LT
A BB PHILEITIRE.

fEWindows Vista | 74w %8 hosts 3

REE— N RIBRNAYREZS, AN otepad, FKYRiE/REhosts L £F., FEWindows Vista F1Windows 7,
1REhostsSCHFIEE AT C:\Windows\system32\drivers\etc\hosts.
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1 REFFA (Start) R4

,:@ Paint
=
IC"’ Getting Started 3

| ] Documents
Connect to a Projector

Pictures
Calculator

Music
% Snipping Tool

Computer

Sticky Motes

1‘ KPS Viewer
@ Windows Fax and Scan
Default Programs

% Remnote Desktop Connection
Help and Support

‘;‘ Drophbox

Control Panel

» Al Programs

| |Sec.'r':h programs and files

2. FEHZHAE (search box) i\ "notepad" .

|notepad ® | | Shut down | 3 |

Devices and Printers

3. WEIRXAMERF R |, AEEINER-REERSMET (

Programs (1)

"Run as administrator")

| j| MNotepas

Open

Retoucher avec Gimp
Open file location
Run as administrator
1-Zip

Pin to Taskbar

Pin to Start Menu

1-Zip
Open with...

Share with

Restore previous versions
Send to

Cut

Copy

p See more
Delete

notepad Properties
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4. Windows JAERIREZEEBOX LS. miives.,

;’-J Do you want to allow the following program to make
¥/ changes to this computer?

je Program name:  Motepad
Verified publisher: Microsoft Windows

i:\:f;:' Show details

Change when these notifications appear

5. fE3CfF (File) 3%8 , %HFTIF (Open) .

Eile] Edit Format View Help

New CtrtN -
Open. Ciri-0

Save Ctil=S

Save As

Page Setup..

Bint, Ctil=P

Ext

6. WY C:\Windows\System32\Drivers\etc\.. ¥RA]JBEIFERIXHREVUTETH.

r —
o ==
@Uv‘ e« Windows » System32 » drivers » etc - ‘J,ll Search etc Pl

QOrganize New folder ==~ [ @
. =
o) Music *  MName Date modified Type
|E=] Pictures
B videos No items match your search.

18 Computer
& wrc)
| Hotspot Shield
. Intel -
| Perflogs 1
. Pregram Files
| Pythan2?
b Users
)

J Windows

-4 1 ] r

File name: v | Text Documents (*.txt) -

Encoding: [ANSI =/ [ open |v] [ concel |

7. #EFTITSPELE (open dialog) AT , WHEETAM (Al Files) .

[ Text Documents () -

Text Documents ()
| All Files I
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http:

8. 1EHELA "hosts"dp RIS , mi$THF (Open) .
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=
~| Gpen ==
&5 () <[ <« Windows » system32 » drvers » exc [ 4] [ Search et 2]
Organize New folder =~ @
=
o) Music = Name Date modified Type
= Pictures
= | hosts 6/10/2009 11:39 PM  File
E Videos - -
| Imhosts.sam 6/10/2009 11:39 PM  SAM File
_ | networks 6/10/2009 11:39 PM  File
18 Computer
7 rotocol 6/10/200911:39 PM  File
&wi© i ,
| services 6/10/2009 11:39 PM  File
. Hotspot Shield
. Intel -
| Perflogs
Pragram Files
Python27
. Users
. Windows
s XP (D) -] T | »
File name: hosts w | All Files =
Encoding: [ANSI VI [ Open |V] [ Cancel ]

9. %4
> {R1E (Save from the menu.)

hosts - Notepad.
[ Eile | Edit Format View Help

[

, TESCHRIR B AR IN—1T "69.63.181.12 www.facebook.com"
REE.

# Copyright () 1993-2009 Microsoft corp.
# This is a sample HosTs file used by Microsoft Tcp/1p for windows.

# This File contains che mappings of Tp addresses to host names. cach

# en(rX should be kept on an individual Tine. The Ip address should

# be placed in the First colum ol lowed bg the corr esponding host nare.
# The 1> address and the host nane should be Separated by at least one
# 5

# dd1nunaﬂ¥ comments (such as these) may be inserted on individual
# Tines or following the machine name denoted by a '#' symbol.

#

# For example:

#

# 102.54.94.97 rhino. acme. com # source server

# 38.25.63.10 x. acme. com # x client host

# localngst nane resolucion is handled within ons itself.

# 127.0.0.1 Tocalhos

# T6EaTnest

69.63.181.12 www. facebook. com

FEUbuntuZi i8Rk hosts3C 44

FEUbuntu, {/Rfhosts 34T located in /etc/hostso YRIET

AR HHTE—F , EAXANTRER RN

’l:'o

$RCtrl+S BaEESHE (

RBET HaSITHER. FE5%

File

[S

=2
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1. RN FRFEFSEE (Applications menu) B (Accessories) > &% (Terminal )

Vg (terminal) ,

Applications JHEI=H

% Accessaries E Adobe AIR Application Installer
Games > g Calculator

‘._13 Graphics [ m CD/DVD Creator

@) Internet > | [8] Character Map

Eﬂﬁ Office » | @D Disk Usage Analyzer

& Sound & Video 2= gedit Text Editor

o7 System Toals > ,39 GNU Privacy Assistant

® Wine » E)@ KeePassX

@ Ubuntu Software Center ':;‘.l Manage Print jobs

‘\J-b Passwords and Encryption Keys
Q_ search for Files...
[i&] Take Screenshot
M Terminal

N Use the command line

[z Tomboy Notes
Ed TrueCrypt

~ TweetDeck
{&) virtualBox OSE

2. R TERGLSTERM—ITEHRMhosts 3L

echo 69.63.181.12 www.facebook.com | sudo tee -a /etc/hosts

IMEWSHE |, IRT]BERIR RN EERD, —EARE, ¥R 0"69.63.181.12
www.facebook.com" Ellhosts X4 HIEgF—1T.

File Edit View Terminal Help

genghis@ubuntu-laptop:~% echo 69.63.181.12 www.facebook.com | sudo tee -a /etc/hosts A

[sudo] password for genghis:
69.63.181.12 www. facebook.com
genghis@ubuntu-laptop:~$%

4. AE : ARFEBAEEREELR , FTHLE (Terminal )

144

4RiEZS : sudo gedit Jetc/hosts

, ITIFA

SITRENA
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5. AMEMICHE |, RAREHR R, FOITIHE , (NBARMN—1T "69.63.181.12
www.facebook.com" ZISTHRITR/GERS , 3R Ctrl+S Bk (File) > {R7E (Save from the
menu) {R7EE.

E\Iekﬁdit View Search Tools Documents Help

[ hosts 3
127.9.6.1 localhost
127.0.1.1 ubuntu-laptop

# The following lines are desirable for IPv6 capable hosts
| localhest ip6-localhost ip6-leopback

fe®0::0 ip6-localnet

ffee::0 ip6-mcastprefix

ffe2::1 ip6-allnodes

ffe2::2 ip6-allrouters

ffe2::3 ip6-allhosts

69.63.181.12 www.facebook.com

PlainText v Tab Width: 8 v Ln1, Col1 INS ‘
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HTTP {IHE

PR FRAIE AR AT B o i) — 1T B AL IR Sk B AT BEANIESK, &% AN BARIE
BHTTPARIEFISOCKSHIE , pIELIEMILER , FHELIERB ZHYRRFHEER. EEAETF ,
BN HTTP R A TR,

ERIF SR
P IE ET A {8 PV AR AU TR MU TR B s S i A O ITHERT . B2 |, ARG HA
FRTHABREELRH MRS,

BR #1773 [] A A 2

MKz E R Al REESK A P B XA RIER RN (BMT) . M aERamERT  FIRX
MAIFCEAFVIRIMAE | I EEAT IR R LRSS aR 1R (1P #49iadnH £
B . EXMERT , MEEER ] AME R JOERF PR BT R AIEREE. XMECER
FROEFIMERIE , RARAHEROAERE.

T AL 5 8

K7 FRRIR[R) AR o] AKR BN A AL B £ AA0BR . 2R AT AS (G T ARIRBIDORA S AR AL
AL |, ABARAT AR B AR IR B SR S 8, AR , IR ARTFR , WAk
g’&%ﬁfi EEBRMZRMOEZR , MEHPEIEA RIIRFTXLENHAE | FLEPixer

TR R TR R

WZ M AN AAIES IR, XEMILRLRES IR EE T

% : http://www.dmoz.org/Computers/Internet/Proxying_and_Filtering/Hosted_Proxy_Services/Free/
Proxy_Lists,

HEE , WE AN ARIBMUEEILANG | FTMIESIRAES R EH 2 RERN.

HTTP I RE

ATERANBRE , BrRoaxt A FTRRERE RS SRR BREFT |, XA E st
g%g@%gﬁﬁﬁFTEJEFH%%I’%’E‘]R@EEE%@%K@ZE , XA FFE PR BT R LXK
EREO MG ERTES , ERE, MBRT R ER AR T ARIAA | ERTHEK
HEREREFILET. STEMER , RRREHITEER , MEAVIARE.

X$F Mac 0S X MIFELE Linux REE , AIFEIRMERGE P TRIERE |, I B sh AT N B2 Fran M oy
YA SR E AR . ST Windows F1FLL Linux REE , IR EHIFLF A A TARIERE |, FEH
MY RREFHTEMEIE. FER  ENRERTHORE , HAREN BREFIFXLE
WE , At , &IPS RREFHTEMES.

BE RAMIUN LS AR LR HTTP A,
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PUT 53844 T #EMicrosoft IE, Mozilla Firefox, Google Chrome#lI 42 RED BB IR E i Pidgin
PR E , DMEFERAIE, 2R~ E fFirefox3t TMTTN Y, , {# FFoxyProxy3K {4 MR ; {F
AETLERUTRANLSE. MRMBAER Tor TR, ABAMEHM TorButton £¢F (Tor Bundle T
HEFR—ES) SHER Tor KNER{HFITREERTEHNAN.

BIRETFHREE i | tNMicrosoft OutlookFIMozilla Thunderbirdth AT PR B F{EFAHTTPARIE | Uk

KHEBEFET , SREREIHMFIBAS(E AEATNYANPOP3, IMAPFISMTP ; I B X iR A SE
THTTPAIHE,

Mozilla Firefox

XF Firefox {E 8 HTTP IR TRE :
L TR Zearh | B %m”

¥) Mozilla Firefox Start Page - Mozilla Firefox 4.0 Beta 11

File Edit ‘iew History Bookmarks BEEES Help
| @ rczila Firefox Start Page web Search ek {
. @, abouk:home Downloads Ckrl+
S Add-ons Ckrl+3hift+a
|_£ Most Visited Getting Started |5 Lal Feedback 3 [
Set Up Sync...
Error Console Chrl+3hift+1
Adblock Plus Preferences...  Ctrl+Shift+E
Web Console Ckrl+Shift+E
Page Info
Start Private Browsing Ckrl+Shift+P
Clear Recent History .. Chrl+5hift+Del

008
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2. EIMEOHI

Options |

[ i '] » T
© 4 3 0

U & @ @ & €

General Tabs Content  Applications  Privacy  Security  Advanced Synic

Startup

“When Firefox starts: |Show iy harme page v|

Harne Page: | |

[Use Current Page] [Use ﬁookmark] [ﬂestore to DeFauIt]
Downloads

Show the Downloads window when downloading a file

[ Close it when all downloads are Finished

(*) Savefiles to |[E:| Dowrloads | [ Browse... ]

() Always ask me where ta save files

Add-ons

hange options for your add-ons Manage Add-ans...

[ (0] 4 l [ Cancel ] ’ Help

3. ERATLIAEY , Bd 5k :

Y IE

stions  Privacy  Security .D.dvancedr\ SYnc

4. BEEIE -
d 5 =

G Tabs Content

|General | Network | Lipdate | En

- Conneckion -
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5. B RE”, Firefox BB/ REERE"EO :

Connection Settings

S

Configure Proxies ko Access the Inkernet

@ Mo proxsy.
() Auto-detect proxy settings for this netwark

() Manual prawey configuration:

(AT

———

|

|

| port 0]
| Pa

O Aukomatic praxy configuration URL:

I [a]4 ] [ Cancel ] [ Help

6. W FHRENRIE", TERTRTFBRHE.

(%) Manual proccy configuration:

LTTR P | | St

7. WIAHTTP IR “Ys A "R S , ASE R “HE”.

Connection Settings E|

Configure Proxies ko Access the Inkernet

() Mo prascy.
() Auto-detect proxy settings for this netwark

(%) Manual prawey configuration:

T a1
HTTP Proxy: | example, com | Pork: a080 :

[¥]: Use this procey server For all prokocols:
e | rots [ eomn 2]

Mo Proxy For: ! localhost, 12?.5-.0.1 |
Example: .mozilla.org, .net.nz, 192, 168.1.0/24

Q Automatic proxy configuration URL:

I oK ] [ Cancel ] [ Help ]

R A EF AT E T EFIZR S 2SRIR” | FirefoxE BT AIRAZHTTPS (N HTTP)
HIFTPBAS. MR e AMEALE BRIE | WEMTAARIAER , FARS A RIERSY
FFHTTPSHMIFTPIA(S. 1B —AME , NRAFRIHTTPSHI/ERFTPIBITHE S , AP MERX
FEHTTPSFI/ZRFT PRO/AN LY FIRIE | HAEFirefoxmh iR “ AT B NS IR IR S 2RI,

IFE | FirefoxB W E AT MERHTTPRIET

Microsoft IE Y| ¥4 2%

SHEN ST AHTT PRI TIRE ¢
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L FEC TR REAS , S FERMEmR”

} -~ B (=] Eé; * Page - SaFetv-| |®v =
— |t & ~
= Pop-up Blocker 4

[EE| Manage Add-ons

e Work Offline

B
Compatibilicy Yiew Settings

Full Screen Fi1
Toolbars 4
Explorer Bars 4

<ler Developer Tools Fi2

Suggested Sites

Windows Messenger
Diagnose Connection Problems. ..

Send to OneMoke

Inker

2. IE N 2S B R“Internet IR E O :

Internet Options

http://tiny. cc/meyarw

General |Securit_l,l || Privacy | Content | Connections || Pragrams || Advanced |

Home page
% Y'ou can change which page to uze for pour home page.
Address:

[_ Use Curratt ] [ Usze Default ] [ Iz Blank ]

Tempoarary [ntermet files

o Pages you view on the Internet are stored in a special folder
@& Y for quick viewing later.

’Delete Cookies...] ’ Delete Files. . ] ’ Settings...

History

The Histar folder containg links to pages you've wisited, for
quick access bo recently viewed pages.

Days to keep pages in histony: |2D pid Clear History

[ Calors... ] [_ Fants... ] [ Languages... ] [Accessibility...]

I ak. _][ Cancel ] Apply

3. B ISR

150

Internet Options

| General | Security | Privacy | Content| Connections | Pra

- Toset up an Internet connection, click E
Setup.

Dial-up and Yirtual Private Mebwork settings
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4. BECRBMEE". BHAREMN (LAN) RE"FOWNTFEFTR

Local Area Network (LAN) Settings

Aukomatic configuration

Autoratic configuration may override manual settings, To ensure the
use of manual settings, disable automatic configuration,

[ automatically detect settings

|:| IUse automatic configuration scripk

Procy server

Use a prowy server For wour LAK (These settings will not apply to
dial-up o YPN connections),

Bypass proxy server for local addresses

[ oK ]’ Cancel l

5. 3P ALANE AAIERARS 237
6. AT SK”, BHKRERFSHEE" TN TEFR

Proxy Settings E|
Servers
-5:% Type Praxy address to use Part
HTTR: | L
Secure: | | 8 | |
ew | [ |
Sacks: | | : | |

[JUse the same proxy server Far all protocols

Exceptions

W& Donotuse proxy server for addresses beginning with:

E|

* local

Ise semicolons { ; ) to separate entries,

I Ok, l [ Cancel ]

7. FEE—ATXAAEF RN FIEIR S 28" A S H "R S
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8. R PR ARTA MY E BAEERS A" |, Internet Exploreri B i IHAR
EHTTPS (%S HTTP) FFTPIE{E. MEAAERANE AN AARIE | G gER e
A, RARZ A HARIERZIFHTTPSHIFTPIE(S. BH—AMH , 2RA A HHTTPSHI/skFTPIA
THED , BT AE R IFHTTPSHI/ERFT PRI SE N AR |, FHF7EInternet Explorerdrif
s AT UE R AR 2 IR,

Proxy Settings gl

SErvers

& Type Prowxy address ko use Part

W =

i HTTP: | proxy , exanmple.com | | 5050 |
Secure! | | ' | |
ETP: | | : 00|
Socks: | | : | |

Use the same proxy server For all protocols

Exceptions

B Donotuse proxy server for addresses beginning with:

W=

* local

Use semicalons { ;) to separate entries,

OF | ’ Caneel

WAL, IENYEREEREARTAER HTTP AT,

Google Chrome

Google ChromeM Windows £ RZefF A FIEZEMAIERE ., HEXER

B ®MmGoogle Chrome, Internet ExplorerflE fbWindows#2 F. ZNR{Ri@

%Internet ExplorerfL EHTTPRIE , PAKREEALATEXRRUT S RE
Chrome,

BRI T ASBRECERIHTTPARIE :
1. mEEHFiEHlGoogle Chrome”’BR (URLVHHEASSEAM/IMRTF) -

il

[Custamize and control Google Chrome |
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2. R

= | o i
Mew tab Cer+T
Mew window CEFl+1
Mew incognito windaw CErl+Shift+n
Edit Cuk Copy  Paste
Zoom -+ [
Save page as... Chrl+S
Find... Ctr+F
Print... CtrP
Toals 2
Bookmark manager
History Chrl4+H
Downloads Chrl+3

About Google Chrame

Help

Fl

Exit

3. #EGoogle ChromelEME AF , EFSLRIETAFE

.Google Chrome Dptions x|

Basics | parsonal Stuff | Under the Hoog|
b
On startup: ® (pen the home page
(@] Reopen the pages that wers open last
O Open the Following pages:
Add..
Remove
Use Current
Home page: (& Use the New Tab page
O Open this page: |http:,|’,|’www‘gnogle.com,i
[ show Home button on the toolbar
Search:

| Google w | [ Manage

[ Enable Instant for Faster searching and browsing
Omnibox input may be logged  Learn mare

Default browser:

Google Chrome is not currently wour defaulk browser,

[ Make Google Chrome my default browser

153



245 http://www. bannedbook. org/ 2% - AX [ W KR Hi%:  http://tiny. cc/meyarw

4. FEMEERS R A IR E 1R -

Basics || Personal Stuff | Under thBHDOd|

[ OIS & PredicrionT ServICE [0 el COMpIETe Searcries ang URCS Ty Ded I e
address bar

|

Use DNS pre-fetching to improve page load performance
Enable phishing and malware protection
[ Help make Google Chrome better by automatically sending usage statistics
and crash reports to Google
Network

Set up a provey ta connect bo the network.

Change proxy sett\ngs

Translate

Offer ko kranslate pages that aren't in a language I read

Downloads

Dovenload location:

|D | [ EBrowse...

[ ask where to save each File before downloading

Clear auto-opening settings 2

Reset to defauls

5. BERMEIE RFTFF , ARIE (A L) “anfiffEinternet Explorer FECEHTTPARIF K5 2-8:5
FTERHTTPRIFRE.

Internet Options

General |Securit_l,l Privacy | Comtent | Connections | Programs | Advanced |

Home page
% *Y'ou can change which page to uze for your home page.

Address: | fizapifredir. dI?prd=iefpver=6&ar=msnhome |

l Use Currest ] l Use Default ] ’ Iz Blank. ]

Termpoarary [nternat files

o Pages you view on the Internet are stored in a special folder
@& Y for quick viewing later.

[Delete Eookies...] [ Delete Files. . ] [ Seftings...

Hiztomny

The Hiztom folder containg links to pages you've wisited, for
quick accessz bo recently viewed pages.

Daps to keep pages in histony: i2IJ i Clear Histary

[ Colars... ] ’_ Fonts... ] l Languages... ] ’Accessibility...]

I Ok J[ Cancel ]

WAL , ChromeE AR E AR MER HTTP T,

Pidgin BJ B 18 il & /i
PR 428 2 SN LT XY FRFS Pt AT FIHT T PARIB I TELRX M |, ITTATIAGEFF 941,
T E BRI E R APidgin Bl , SHERIHTTPRIZHHTACE.

1. f£“LTHE (Tools) "8 L , BAH“TNE (Preferences) ” :
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B Buddy List

http://tiny. cc/meyarw

Buddies Accounts BEEEEN Help

= ¥enner Buddy Pounces

Certificates
@ ree

Plugins Chrl+U
=l services | : I
@ jaiku [ Privacy

(&) smiley Chrl+y
@ ping.fm -
onling =

g Flle Transfers  Chrl+T

(0} * wsjabber.o  RoomList
System Log
= Buddies

| Muke Sounds
@ e 1 R _

L heep iy

() Awailabls

-]

2. B“PILE (Network) "AR&E , BN TEIFTREN :

@ Preferences

iInterface |Conversations I Sriley Themes | Sounds . Mekwork ', Logging || Status / Idle

X

System Tray Icon

Show swstem tray icon: | Always

“l|

Conversation Window Hiding

Hide new IM conversations: | Mewver w

Tabs
Show IMs and chats in tabbed windows

Show close button on tabs

Placement: | Top w

New conversations; | Last created window

Keyboard Shortcuts

[] cClase conversations with the Escape key

Close

3. B WLE (Network) "AR% , WA TEIFT/REH
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& Preferences @

| Interface || Conversations | Smiley Themes | Soundsié two.r-‘-lé i Logging | status I Idle

1P Address

STUN server: |

Exampla: sfunsarver. org
Autodetect IP address

Ports

Enable automatic rouker port Forwarding

[ Manually specify range of parts ko lisken an

Proxy Server

Procey bype: | Mo proxy b

Close

4. FERIFLEEY (Proxy type) THIFIRFEFHTTP”, FEZEM T K B KANE.
5. I HTTP RIBAG A IR 960 RS
6. B KM,

WAL , PidginBEWE AR MERHTTPAIET ,

ERAREZE
EERREZE , AEXSTRABTEN , AR EIRERE AVIAE, B, XL B

RS AAIE, RAFATEEMAMESCERAT AIESE T RNBRSESRITRF RN AHA
HIAR—EHIET , MREVIAETRERE R — LR,
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BT

ERGAPR TR Z BT, THRGHTESXHTAERNEGTRN, MREAREGLSIT , THHMRN
A RRFRRERAGEAFNIR.

FhH

BN _EME S AESNEZRAETRRARLE | F— ik ataEHTRE ARG S
EXHEH RN, FHG4ITERBENE , {BE Bdeliberate , {RIA—"604 , FKReturns,
EnterBE, a0 , FEFHRRNRIE , FKBA -

date
RNEE :
Fri Feb 25 14:28:09 CET 2011

XMREML. FELUSHET BIA R A—FE @A 5K B AN 8], BRIt
AR RMER TN AARKES SAIRAERL K. IEREERER T —XESN,

ST MRS B 4F

HHR (date) 54 , MIEFRNME, FBEEF— T HRHaENMIT, FERBHFARILEARBRESY
SN, FAER Kk , MENREERMAMBENENAESE. 6§20, MRKEEKB , ATHE
Tﬂ\?i\\{;ﬁ’l‘{éf&gﬂﬁiﬁﬁﬁﬁmm%Elﬁ%zi%%ﬁ—/l\‘}%ﬁ)] , KR SAEFWMA. 17T AL
XNMPIFELF.

RRENE R AR S — LT BB AL | (X ABIREIE R TRy < ke i
B HAbd < , BIRETED) , MREFGSHURERRAIE.

NPT RIa STEtA?
HEAZHFFRBENARE ARSI, TEOEESRRM AT, (BEEXAPIIEHR
B, SAEHRRNE YL, TRERM EAIHE  AIMBHIT | S LEn T R RS
Bshel FEFHIES. [£T NENDSZSN , BB HREG L FRXHRPUTINXHETED
w4, UEAESERN | TIVGERRESMAET.

WGBS HAIE

PR EXAP | REEERHEMTF— 11725 (command-line interpreter) SXE 41T

A M (command-line interface) (FEGNU/Linuxi{shellai&E#3% (terminal) , RE—FF% , EEFE
BREEMEME RS, IE/LTEMBRART TN ASEIE 2SN EMERRERT , REXS

WZFREAERARRIERERMNAERSTMRIE. FTABRITE SRR,

P
RO AN R EFT TR R , (BERARVNA ARG REER S, EMEX—m , {#/<ctrl +
alt + FL>8AEHE, RITH— DN IIESARNBEERERER. MARNEFMEL, /RaTAE AR
KunfF < alt + F2>E45 , BIESE , FEFRETRAAMES , AESEERAR (SEMER) K
AP, EETiE , aTRMER« alt + F# O TRA—MYIMEHRERN S —1, K, ATaEEF7L
EF8  RLROIZIRE ., AR , RO MERRIRAR (ARIRHIRSGpm (I8 H AT A2
)qutigjéﬁ) EFE— s, HSITMZITaS . RART RIS SCAREX MR ipak H & imi 7
Fo
GNU/Linux&ATIR B & AR E T A R REIR AR RN EEFNE e, ArsiTERERS LIS
FRAEEIEE (desktop environments) , GNOME, KDE fliXfcef@ lifzS I2. B Lt , §— P E@EH
1% (desktop environments) fRfit— MEFIBRE XE E ARER IR SALIGHRFERF ., ERNE
L, AEENRREFEARE|— LS (Terminal) RFEFF. 1B ©EH I MHE
%ﬁ;gfjiories) EREE L EHARBRRY , BA—BREEXAS | (78 XG LS HETE
28 o
EGNﬁgM E_b 4R FBFEF (Applications ) > ffff4F (Accessories) > #&if (Terminal) .
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% Applications | Places System @9@'
vk Games 3 @ Character Map

‘.{i Graphics » | LA Dictionary

@ Internet * | &) Disk Usage Analyzer

@ office
% Other
m Sound & Video

-

Emacs 22 (client)

Emacs 22 (GTK)

& Manage Print Jobs

‘-\:E Passwords and Encryption Keys

-

i8] Take Screenshot

Use the command line

g 2 Text Editor
TEKDE_E,1%4% K Menu-> System -> Terminal,

feXfce_E, 3%3¥ Xfce Menu -> System -> Terminal,

RECHEMMIE , RILTFDEREREILIRTEFF.

BIRBEITRIGTERF , RETTH—NZEaEA ; IRARNZ DFE. REZHMEEAM , KITEHIR.
TEIR/REGNOMEREFTFFHRYE (Terminal) &H.

’Appllcatmns Places System 60@:_ fsfmember @ Q UsA @l Thu Apr 9, 2:51 PM

stmember@gnewsense:

Install

4

fsfmember@gnewsense:~% l

o
(<[]

TR RS

HZEEREMRE/IMOHERED , U 9Z1TH<” ( "Run command') %, BEERBR—IMEIX
AHE , RATAERBMA G4 , $REZGHE (Return or Enter key)
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Run Application

fﬁk [ [~

[J Run in terminal Run with file...
[> Show list of known applications

AR« alt « F2 RS0, SRIBT NV BREFRARER  FRXNERN, RETMERXAEOEA
RRAENRIRTEFREE | ABRAIE ORAREN_ ERRIGREFNET. MRIEEA—AARPE
BRI , RAIEBUARLIBRRFNE T |, A xternBEI— TEANLRZF CREAITFLRIENEE
BRAARITEEAIRE ) o MRIRRE IR B LIRS,

FEGNOM EEA M RIGEFEFF VX Egnome-terminal
FEKDEVIZ R konsole

TE Xfeel X F Terminal SUSEARASIARIE L |, tNXfce 4 , RRAXFX xfced-terminal,
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iR E FMZE (OpenVPN)

FFUEINE AL (OpenVPN) B—F RIFFHRFBTFREIERAMLE (VPN) fRAER, IR
B RN Windows (B 32 HF Windows Vista)iRfEZRSL , Mac 0S XPAK LinuxZ&5E, OpenVPNE—
%%?SSLE‘]?F'M&F , AR , B AN AIR R M https k% £ MG FrE BB AR 2 —+F

—miER
s
Supported operating system & ‘ ==
Localization English, German, Italian, French and Spanish
Web site https://openvpn.net/index.php/open-source.html
Support Forum: https://forums.openvpn.net

OpenVPNARESFEMIE , HHEAZITEN LIGEER , FARTTIERIRAERAT.
SN T AEVPN AR AT FEIVPN RS | PRiEATER T “VPNIRS "X —E.

— M OpenVPNRGBE —ARUMEE (ERFROBX) KITENL , MRS E Pin. %R
S5 AT LUBIE RER 3[R , ANEEHIN MR B , FFRRA— NI DAATTERRIPHIsE  (FERLEM
71, BB SNAPGm KNS RS RHEEBAHEE ) . SR nEEEIRS S  SFEaR
—/NVPNREE” | IXHR PRI E R AT VBT .

BlopenVPNIRAEHEIRE |, LbANWiTopia (http://witopia.net /personalmore.html) , & B 3 {5-
103ETTHIBRA |, RAET ARt AIOpenVPN R 28 . X LR RIS ENMRIEITEN E=RK&
EHOpenVPN, MXEA]AFLEIZEMAET L OpenVPNIZEFI3R : http://en.cship.org/wiki/VPN

OpenVPN ] A — MNMER T B IX R ATSEMER R AR , 0 —8& & Pt fffopenVPN RS
5% BB FMRRERBIBCKITEN L , ARBRBIIN L. BEEHRIKOpenvVPNERE

Ko

23 OpenVPN X
YRA] AR BB OpenVPNIZ A3 T3k B T FOpenVPN BR 5528 M1 % Fiin,  ANSRARAEIEIT OpenVPNij[A]
WA, AT ERAFIES EE ¢

B P

Windows i PRI AfE F—MNEE A A RE (GUl) |, IRIEFEBsh#AI{F1E0penVPN |, 3B 4/RATUE
SECEOpenVPN{EAHTTP{LIE_ LM, GUITFEE : http://openvpn.se,

AMRARLELinuxEkMac 0S X FIEIE R E OpenVPNE AMARIEMRS 2 , FTRARRZLATARXA
7 : (http://openvpn.net/index.php/documentation/howto.html#http).

B 55 2%

FEEFER AR (routing) ERAFHE (bridging) B , ANRIREN%E i RARE I AR 55 2552 7T RY
KEE | RENFETA AN | EEREMT. .
TERT A LM T NA T MAMRTAE R Fin B HETRSR  FREMES. RAURE
ARG TCIFEFBNRIIR) 45 e P
., (http://openvpn.net/index.php/documentation/howto.html#redirect)
MRE P TN TIER BRI AR 2 f5 , I EEKIAOpenVPNIm [ 248 Bl , /RATRERS
EYAOpenVPNIG[, HEFF 2 —RE(EM 44380 , KinHEE AT IRREME;

(HTTPS) , IEH AR AHERAEXINY (UDP) BRAUEHHTHIBNN (TCP) . LRI XAFAIR
B, BIIERRMERX H0penVPNIREMEBEREMEIRET . At , 7R FinfliRS% FACE
XAHISEE E774b | 4E“proto udp™#t Ak “proto tep” , JB“1194%m "B AL 44351,
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RHEERE

—ERIERHRISMBCE , OpenVPNAJLIIEE BRI MLLITIEE. BT G REMDLEIR Fimil
R EBTINE , FFENR—ROET , REEHSHERESMIEHIREX Ik , thaniiia
LMY E IR F MR E. ‘

OpenVPNE] T FIAMuhE , AP EIEMIURE , BT I , BIERIET , R IPESRIERE.
RER(E131TOpenVPN RS2 fe it , F HARYEOpenVPN SCA AR IEA T R AR SSUE AN

£, OpenVPNIE A UR L —E R EH R AR, iCfE , INERR7EOpenVPN RS SRIX BAT N
w, EZ A REMSERSMEERN TEHRIM LT,

OpenVPNERMBR UM E KM ELR R Z , FAFTEVIFIRFHIBXIRS . 1
4, OpenVPNITIEIR AT SERIEE & IR AR S
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SSHREX & N ZHA

SSH , Bl%c24h7% (Secure Shell) , B —FARAENY , AISHREIVTEAMRS 25 2 R IB SR A ot
ThEE, ZMERAT UGB EAS MK ZEREEREY, SSHA ZNATRLBENA
‘H?ﬁ RMBRESERME S, URREXMHRYE (RERHIWNN , SCPRREIHHEH)

W, SFTP) .

SSHAHERTRIFMEEHE , FAT A URHINERE |, o —NERAIEE Fih, FEE LT
LFERSSH , RAENMULARSEIFMAETE ; than REEHE At E ASSHIB T MK ETE RS 5.

ERSSHFEE— /MRS AR LHMK S |, BEFERUnELnwRS . ATHRTFEES  ZREFHRFTE
BEBEVIRIML | FFRRHERFEEFINA. FLARNHERTRWKS, , FERS ML EU
FHIRS AT AR AESSHIIIE), ARA] AFEX BIRE—MhTik PR At 4

B : http://www.google.com/Top/Computers/Internet/Access_Providers/Unix_Shell_Providers/ , &
NIK A AR 2-105TT.

REB4TUnix , Linux , FlMac OSTHEM, EEETER T —/NMUMOpenSSHIISSHEEF , {EA— M 41T
;ﬁ%ﬁ : %égﬁﬁwﬁmﬂﬁ)\"ssh"%ﬂtﬁma‘gﬁo Windows F Pt R] {5 FI— AN U PUT T Vi &
SSH_LE,

FRAFTIRSSHERSTIF QIR (1 KIS T 2 B IY (SOCKS) IR , AVFMIUNSERARE HE K4t

BT NS SHEERE AR L BRIMLE . FEAFIF | FRIMUHSSSHRXFY ., THHREETE
LA 10805 0 _H& B — N SOCKS{RIE,

Linux/Unix BA& MacOS 45417 (XL OpenSSH A45i))
{RAT LM http://www.openssh.com/4§ZOpenSSH , {B—f&Linux/UnixfIMac OSiTEH|, 4T3 %FE
Fr

Wi%ié?“rﬂ*]ssmﬁ/—iz\’ﬂﬁ—/l\zlﬁmﬁﬁ%ﬂ% (HARR1080) , — M IREBEBHRMN—TBE (K
&) . WA

ssh -D localportnumber accountname@servername

Bign

a UEETE My Iachime =

fAle Edit View Terminal Tabs Help

user@mymachine:~$% =

user@mymachine:~% ssh -D 1080 accountname@example.com
Password:

Welcome to example.com!

accountname@example:~$ [}

RESTRAFNED | FERMAT S REIMRS 25, B ER-DIEM , (KA DR — A&
HISOCKSHIR |, RBMRHIITEALERAR ST L GRIEMALHER, EE : WAERTURIEEN
BAFBERNREFT , BUREABEERIREIRKEZE !

WindowsEFER AHRE (BAPUTTYR4)

1RAT LA http:/fwww.chiark.greenend.org.uk/~sgtatham/putty/download.htmI FEZE|PUTTY, K7
PUIEputty exefE FFREFEMRIOER L , DIERSR(ER , BB R AT LB MM 1 TafRF (&
# RO AR A E A ST B E SN , PhanEBIRsE B R AT EAL)

BERIPUTTY)E , RAIABREI—MEEXTEE, 856 , REMAITHERHSSHIRS SNENE (3t
k) (XEPkinexample.com) . ANRRAGNE PHIE , BFEDNSEROLIRTTIAERENL , FRATLL
FIPHIEAEE, MNRIRFERETE SATIHIRIE | (RTAGZ —/NPUTTYASS |, SXAERUA] MR AR IX LT
BRI SR .
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PulTY Configuration

Categorny:
| = Session
Logaing
(= Terminal
Fevboard
Eell
Features
(= Window
Appearance
Behaviour
Translation
Selection
Calours
(= Connection
Drats
Prowsy
Telnet
Rilogin
[+ 55H
Serial

B azic optionz for your PuT TY seszion
Specify the destination you want to connect to
el
| example.com |22

Host Name (or IP address)

Connection type:

(3 Raw () Telnet ) Rlogn & 55H () Serial

Load, save or delete a stored session

Saved Sessions

Difault Setings

Delete

Cloge window ar exit:

(O 8lways O Never (3 Only on clean exit
I Open l [ Cancel

]

¥Rk, FEBR (Category) FIFREFFERE (Connection) --> SSH , SAFIEIEREE (Tunnels) .

7EJE¥E (Source port)

JaiiA1080 , SR/E1EF “shZA (Dynamic) "F1“Ipv4”EIRAE,

PulTY Configuration

Categarny:
| = Teminal
Keyboard
Bell
Features
(= Window
Appearance
Biehaviour
Tranzlation
Selection
Colourz
= Connection
[rats
Prosy
Telnet
Filogin
= 55H
Kex
Auth
TV
=11
Tunnels
Bugs

W

Optionz controling S5H port fonwarding
Fort forwarding

[ Local ports accept connections from other hosts
[] Remate ports do the same [S5H-2 only]
Forwarded ports:

Add new forwarded port:

Source port ._'I DSD Add
Destination i
) Local () Remote (=) Diynamic
) Ao (%) |Pvd () IPvE

l Open ] [ Cancel

|

WMAEREARNM (Add) 375 , B RETHITH (Open) “IRMll. ZREBRI—MRIRFHNERE , KF
LBE—ANEO , RNFMAFA S (username) FZEHD (password) .

WAL B R IR AT USSR EIR S 25

, RIERREI— 5B RS [N SITIR. XHMERL

TSOCKSHRIE, 18 : BRI IARIEEN AR ERNEFT , BRURKEABEEBIREIRIE

i !
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FHLEEARAIE

LIRE—IEEEIR S 230, SIRREIAZIRS 2SN TS (host key fingerprint) . FEAH
ARSI R — KB AT UARSIRATE RS RO T MM T (HEth)) |, b -
57:ff:9:60:10:17:67:bc:5¢:00:85:37:20:95:36:dd, KEFHELATELUE — MR LHEHE , "TAMHRIREE
FMRAAIRERR RS 223 TIE(E | FFEME RNERTTAEE.

SSHI MR EHBIETTE, AT ZRAATLIHFHERFLE |, REZMIRS 2318 (HtF — X EH
BTG, SEL—MERENAERR—ARSS , AHETIARRHFITELL.

MRIRAERHIRLLSSHRIPRIIBIEN B A ANT , BAEEANBPIELSUMRA LT ; BRIRABLIT
HE , MAEFMBZzERIHMET UABEHRNEEANE |, WiA BHERIETELL.

BcERRfr , (ERAHE

REFERKRASSHAZRF , BT L LSBT RAES—HHW. EMRIRKMEERKTHT |, (R
RER FHMSR , EFMIEAE.

B TRIEZ B, REERERGMERNRIE. BIU LR | KSENE— Mo TAHEN
(localhost) FRISOCKS{RIE | u[] k1080 (t180127.0.0.1, #5[11080) . VRN AZAA{RER/FEE v] DARR
LEDNS/HRE , BRISSHRIBEFLRIF ISR B S TR R AT eSS R,

Syl

FIERTALLE , FIAXLGSEEREERITEY L |, S5 R UNZOER T BV TH R A R
Efa<. BREATRERERI TR ERARIT— o< , BERERKAIT R LR <
17. XA UBIE R R A EPITHR G S AR S S+ RI.

$ ssh remoteusername@othermachine.domain.org 'mkdir /home/myname/newdir’

B, RFEAEA TRV LTRS¢ |, (BIRNBERIR IR BTIsshIE A R BHIESR], A0RR
i SPITTTRATRPDERRER , BAZG ST, ATEIERIMESEX , R UE S ssh/z
H—MEEFASE , REWITE , EREREMREREEE, ZRF— I ZREA&E , R
KIsshiEZBNa] : WP E O &R sT Tzt L.,

sshig (it T 1 & HABIEIR, ARt o] AR E fRiR B 2 I ARG RS 6 AR RS 7] LS R 3oz
THd., ZREEEZHN , BT ERBRESHMALIE ; =33 “ssh-keygen”, “ssh-
add”F“authorized_keys"fii—LtMLR 3L 7.

scp: file copying

SSHEMMEBH T EAsshin &, —FhETSSHINXRAFAIBRANG S Escp , BIRLRHIHS. TEHHK
BIF NFRAMIT B AL L2 50 B R E B — X HEITF2 T B LR E F/home/me/stuff.

$ scp myprog.py me@othermachine.domain.org:/home/me/stuff

WIEE R SWEmOAFET name [home/me/stuff/myprog. pyBUE ¢, (&L CHRABIR
R BARTRETER , REFEI—MERER. ) WR/home/meRIFMERSR , BABIRER
ATAHAES.

$ scp myprog.py me@Qothermachine.domain.org:stuff

EF AR, RO E SR E S MTFRT B EHRI AT B,

$ scp me@Rothermachine.domain.org:docs/interview.txt yesterday-interview.txt

TATEH, ER 2 RE B R docsF B R Minterview.txt, X NEBHEE HIEHRA RS £
B+ yesterday-interview.txt,

164



2545/ http://www. bannedbook. org/ A% &% H M KR EI%E:  http://tiny. cc/meyarw

scpAl AT A—MERt ELA 55— et BV R B 1F.
$ scp useri@host1:filel user2@host2:otherdir
RIEAEH— P BERTPRITAXHNT B , TRUERA-nEm.
$ scp -r useri@hostl1:dir1 user2@host2:dir2

BHscpFMITAIRITE L LT,

rsync: Bt E(FHMNEH

rsync2—NIEE GRS , Rl UEmE B RAAH B R RIFFD. EKNEHREE 2R NHERZ
ssh—HER TR IESNNE AN GS1TER | REEASSHINEEHEZ ArsyncRIREEH . LT
B MEAMABRNGIF. EMNRKZA3/ home/myname/docs B 3k[A]system quantum.example.edu
HREFE B R & Fbackup/IBREHILHF. KRL |, rsynclgi T BT S FHE G E KR E H

il

$ rsync -e ssh -a /home/myname/docs me@quantum.example.edu:backup/

FEM sshid-e SEUE RBHEGFHREEMSSHINY, -afil (AR FR”) SHFEE R RNN—YIIR
. MRFAEAEAMARS LR ES R EBR  BARBE—--BFRER.

EEERSSHIERINATRER S

IRARERSSHEREIF S TRKME R | REFLHINRIGA A ARERZZENE MR (A8
FEGUSENTRNE P2 ENMAE) . EBKENE , SSHIRET —FE R ETTRkBY—
MBS HFEEAEES.

ZBCEAIERIAE sshE R (SEEIRAIZATRESN home/jsmithy .sshconfig-BNRXAEARTFEE |, FRATRL
AEE) TMRNEERF. FREREZNRESNTIXANNHE | FGRXEEEEEMN

Host dev
HostName example.com
User fc

ﬁi&%ﬁﬁ*ﬁfﬁﬂ‘]Eﬂﬁi#iiﬁﬁ%’v’l‘Im , EREFERE , BEEiTAT G S E R R R
F“dev”BFER,.

$ ssh dev

i, REFERXEGSES | (R ENRENMES.
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SOCKS {tIH

SOCKS 2—FEBMINY , TEBRT —HIHHRIBRE . SOCKS{IBMEASE 1080 , /8
THBATAAE RO |, SEBEHTTPAIERISIIRE SIE , SOCKSIEA N AT 5L FASE LA W ebi3)
W, (B AT AR FIAR (B | AT, SCAHEHTED R B (R o, FIVPNZEAL , Bl

H—AREM.

LBHISOCKSIRA TS , AT S, SEANRAIE— N R BEIPHILE | FTDNSHEATIVATER F3i
FHHT. XETCRERERSETRE. WRBEEATIS. ShaiEsnk

i, UDPHIPVEERTHA , (BEEH EAIPHAL , SIS TR R ERATE, BAAER

EH“DNSHHIR"E15.

R DUFIFISOCKS RIBSREET I BB TABIRS | RAULSREH | TOiEEB{SFeEaT

LRy PR P 2 A B A

E
=

REMTFIELISOCKSRIE | {BAER SOCKSHRIBEI TR A TEM. L | #HEE?XFFTET??;EE'
. FASOCKSREEIEH RiE | —%ﬁﬁ%ﬁiﬂqﬁflﬂxﬁﬁﬂ‘]ﬁﬁﬂiﬁ‘]ﬁ—/ﬁ$ﬂﬂﬁﬂ (EE ]
PUBIS K 4 localhostak & IPHIAIE127.0.0.13310)) |, XANASHARIET] DAL TN Y5 28 S8k e SR T
i, XET EAFETor , Your-Freedom , AR BT PUTTYR 3 fKIsshfigid .

FHAIEZAFETI (B T ?)

There's no place
Tike 127.0.0.1

g?ﬁfﬁﬁiﬁﬁﬁ@é“ﬁﬁiﬁ , FEAHE MBS, RAEAHT B AR EE fRAEE AR
BLMBIRGIEEASHFAIE | FARE TR E G IREATEEF, BREZRHA IR “SOCKS{h
(socksifier) "RFFFSOCKSAIR |, JXLLAR AR — LB AFE
tsocks (http://tsocks.sourceforge.net/)3Z$FU nix/Linux

WideCap (http://www.widecap.com/)ZFFWindows
ProxyCap (http://www.proxycap.com/)3z3FWindows
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Ao B N AR

ERZUBENT , BILRERHEASOCKSHRIBM T EMERHTT PRIBMAIEETR £ . AR
HSOCKSRIR |, 7E R BB E R EER R EHTT PR T8 % 28 — /MBI E A HRIR
ESOCKSTRIR, BLEiREA HAEFESOCKS 4TESOCKS SHRIFRE , —RR%EIRSOCKS sEIF , (BH
BISOCKSHLIE R F35SOCKS 4.

AULERLE AL (Firefox) LYFFFIRFIEHTTPRISOCKSIIE. SRMERT | #RAATIMAEIER
TUNIEFHTTPAIE | as[a MR A2 I A FISOCKS R,

Mozilla Firefox

Bt E Mozilla Firefox{# FHSOCKS{IE :

1 BT A (Tools) "8 , mdi“if%If_(Options
<} Mozilla Firefox Start Page - Mozilla Firefox

File Edit \iew History  Bookmarks BRIEEES Help
7 1 ‘\Web Search Chrl+k
> € X & [ &] px-a
- Downloads Chrl+
8] Most visited P Getting Started [50 Ll add-ons Hati
Web Images Maps MNews Sho Error Console Chrl+Shift+3
Page Info

Clear Private Data... CkrHShift+Del

Options. .

Gox JS{'L’

2. IR (Options) "&HO :
Options E|

Tain Tabs Content  Applications P;'.i.vlau:v Security Adva-nced
Skartup
‘Wwhen Firefox starts: E_Show my home page VJ

Home Page: | hktps fien-US, starkz  mozilla, comFirefoxrclient=Ffirefox-atrls=arg.moz |

[Use Current Page ] [Use Bookmark. ] [&estore to Default l

Dowenloads

Show the Downloads window when downloading a file

[] close it when all downloads are finished

(%) Save files ka |@ Desktop | [ Erowse...

() Always ask me where to save files

Add-ons

Change options for your add-ons Manage Add-ons.

(o4 ] [ Cancel ] [ Help l
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3. EROIRE LASER SK iAdvanced) "

ioms  Privacy  Security  Adwanced

g
9

direct or reload the page [

4. MEPIL (Network) "IEHRF :
O =39 =

Tlain Tabs Conkent

[General | Network |Update | En

-~ Conneckion -

5. midT“RE (Settings) 7, KIMEEH “EHRE (Connection Settings) "&HM :

Connection Settings

- Configure Proxies to Access the Internet

(%) Mo proxy
() Auto-detect proxy settings For this network

(") Manual proxy configuration:

Lse this proxy servar For all

Belnad
| | FEIDaT

[ Ok J [ Cancel ] [ Help J

6. W FHRXENRIE (Manual proxy configuration) ” , #AJFH FAIEIMATIAER T .

(%) Manual prowy configuration:

LT P | L
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7. B\ “SOCKSHRIR (SOCKS proxy) "#utitAl“¥w[d (Port) "= , 1%&3F“SOCKS v5"R A R “OK”,
Connection Settings [X|

- Configure Proxies to Access the Inkernet —
() Mo prasy.
() Auto-deteck proxy settings For this netwark

(%) Manual proxy configuration:

HTTP Proxy: | | Part:

.

[] Use this proxy server For all protocals

() SOCKS w4 (3) SOCKS S
Mo Proxy For: | localhost, 127.0.0.1

551 Prowy: | | Part: E
ETR Proxy: | | Part: E‘
Gopher Proxy: | | Port: E
SOCKS Hast: | 127.0.0.1 | Port: @
|

Example; .mozila.org, .net.nz, 192, 168.1.0/24
(:) Aukomatic proxy configuration LIRL:

| | Balaad

A AR A] PA{FE FASOCKSHRIR T ,

AR IE X % 3%
B AT BB 85253 FHSOCKSRIE -

1. f£“T B (Tools) "3EI1EF “InternetyM (Internet Options) ” :
<3 FLOSS Manuals {en) - Microsoft Internet Explorer

File Edit View Favorites BSGW=S Help

: f | Mail and Mews 3
@ Back ~ \_) \ﬂ Pop-up Blocker boFE Q
E%.. .. . | [Manage Add-ons... =
Address I@ http:/fen. Flossmanu Syrihronize. .
Windows Update [

Windows Messenger
Diagnose Connection Prablems. ..
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2. |EBH “Interneti®IR (Internet Options) & :

Internet Options

General |Securit_l,l Privacy | Content | Connections | Pragrams | Advanced |

Home page
% *Y'ou can change which page to uze for your home page.
Address: | fizapifredir. dI?prd=icépwe

l Use Currest ] l Use Default ] ’ Iz Blank. ]

Termpoarary [nternat files

o Pages you view on the Internet are stored in a special folder
@& Y for quick viewing later.

[Delete Eookies...] [ Delete Files. . ] [ Seftings...

Hiztomny

The Hiztom folder containg links to pages you've wisited, for
quick accessz bo recently viewed pages.

Daps to keep pages in histony: i2IJ i Clear Histary

[ Colars... ] ’_ Fonts... ] l Languages... ] ’Accessibility...]

I Ok J[ Cancel ]

3. B“%E3E (Connections) "3%EMF :

Internet Options

.General 1l Security. I-:'rivau:y Il Content| Connections -F'rc-

: - Toset up an Internet connection, click E
\  Setup,

Dial-up and Virtual Private Mebwork settings

‘[
4. BFHANEE (LAN Settings) 7, IESIRE “FIgMi%E (Local Area Network (LAN)

Settings) "& [ :
Local Area Network

Automatic configuration

Automatic configuration may override manual settings. To ensure the
use of manual settings, disable automatic configuration.

[ Automatically detect settings

|:| IJse automatic configuration script

Proxy server

IUse a proxy server for your LAN {These settings will nat apply ko
dial-up or ¥PM connections),

Bivpass proxy server For local addresses

[ oK ][ Cancel ]
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5. EFRMANFERARIZRSEZS (Use a proxy server for your LAN) "R g B =2k
Advanced) ”, IE3H“RIF&E (Proxy Settings) &M :

Proxy Settings

Servers

(o Tvpe Prosy address ko use Part

=

¥ HTTP: | example.com | 2 | 8080 |
Secure | | g | |
FTP: | [+ |
Gopher | | B | |
Socks: | | ! | |
[Juse the same proxy server for all protocols

Exceptions

Do nak Use proxy server For addresses beginning with:
e

IUse semicolons § ; ) ko separate entries,

[ QK ]l Cancel ]

6. MyRIZAER A TNUEAR—RIEARSE S (Use the same proxy server for all

(o Tvpe Prosy address ko use Part

=

¥ HTTP: | example.com | 2 | 8080 |
Secure | | q | 08 |
FTP: | | [s0a0 |
Gopher | | B | 2030 |
Socks: | | ! | |
[¥]ilse the same proxy server For all protocals:

Exceptions

Do nak Use proxy server For addresses beginning with:
e

IUse semicolons § ; ) ko separate entries,

[ QK ] ’ Cancel
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7. FESOCKSTTHi N\ “{F FIf{IEMbE (Proxy address to use) "#1“iwmH (Port) "5 , RfER
T__'__T“OK" :

Proxy Settings

Servers

ol Type Proxy address to use Part

=

= HTTPR: I 5] |
Secure: | | g | |
FTP: | [+ |
Gopher: | | ; | |
Sacks: [ 127.0.0.1 || 1080 |

[Juse the same proxy server For all prokocols

Exceptions

Do niot Use prosey server For addresses beginning with:
S|

Use semicalons () to separate entries,

[ O l [ Cancel

IAEIESL AT AfE FISOCKSRIE T,

FMHEHAFRFEE SOCKS {1

BRINBERS 2 SR 2 PR FE PRt AT DU IS SOCKSAIFIEIR ML | eI LR S, AT iSCE BN
BN Pidgint 2 —NAEKHEIF | (BRREHEHAHEASOCKSHIFW AK SRR A R,

1. 7£7“T AR (Tools
B Buddy List
Buddies

Accounts

= ¥enner Buddy Pounces
Certificates
@ ree-
c‘l':} Plugins Chrl+U
=) services I

@ jatku | Privacy
&) smiley Cerl+y
@ ping.fm :
online

@ womjabber.o| Room List
System Log

&P File Transfers  CerT

= Buddies
Mute Sounds

@ * el
= »httpafie..

| () awailable ~ l 2]
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2. Pidgin& 3B EEMAE D :

?Interfacﬁ | Conversations | Smiley Themes | Soundsii Networkii Loggingii Stakus [ Idle

System Tray Icon

Show system tray ican; | Always w |

Conversation Window Hiding

Hide new IM conversations: | Mewver b

Tabs
Shiow IMs and chats in tabbed windows

Show close button on tabs

Placement: | Top v

Mew conversations: | Last created window

Keyhoard Shortcuts

[] Close conversations with the Escape key

3w PRI

Preferences

| Interface !| Conversations || Smiley Themes | Sounds|§N8tWU

| Logging || Status I Idle

]

IP Address

STUM server: |

Exampha; sfunserver.org
Autodetect IP address

Ports

Enable auktomatic router port Forwarding

[] Manually specify range of ports ta listen on

ProHy Server

Proxy type: | Mo prosey v

Close

4. FERIBEZEEY (Proxy type) "EIEFE“SOCKS 57 , SAIEEEIME L L.

Proxy Server

Prosy type: |

V]

SOCKS 4

SOCKSS

HTTP

IJse Environmental Settings
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5. BNVRAB(EFRSOCKSHRIBM “EAHL (Host) "F“¥sH (Port) "5,

Proxy Server

Proxy type: | SOCKS 5 bt
Hosk: ;12?.0.0.1 Port: leBD
User: | :Pagsword: |

6. miF“xM (Close) 7,
X#EPidgingt v A FASOCKSHRIRT ,

AR ZE

EGARAEZE  REREATHANL  —CERERTOREREEENRE, TR X
TR IR, MBRIM RSB AOR | sk R AR Sef 77 R
RINIET | XA,

DNS s

{EASOCKSHRIBLHFA—NTERNIRM , BFLXFIFSOCKSRIEHFEFA—HIB T RIEHI T B

=, =E AR SE AL (DNS) EKIJRER B RIEAY . XFDNSHRSE MEFAR®E , 3

S BURREFI B ARIRST KIDN SH Bk, K42 B FEDN SRS MRAR R MAR.

gﬂozillqéirﬁgggfiﬁﬁﬂﬁ%ﬁkﬁﬁﬁﬁw SittmAIE |, (B #RATURIE K AR E T B LEDN SR |,
DNSHtRBIALE :

L ﬁl‘ﬁﬁﬁﬁ)\WJM~#EKZN@M§$@)\“about:conﬁg" (R RES BRI — PR TR A SRR ENE

= .
(43 1 ous DCIP e LONMUON. 10U 100 e MITISLETUAT. 1 OU 7.0 B ASUCKIAND. TTT W% === INEwW D)

@I about:config

.= [ & FLOSS Manuals (n) £ | [@] about:config %] 1

i This might void your warranty!
F O

R Changing these advanced settings can be harmful to the stability, security, and performance
of this application. You should only centinue if you are sure of what you are doing.

[ Show this warning next time

I'll be careful, | promise!

2 MENE , Rl RV, REIE ! (1] be careful, | promise!) "SRAFIARABEBIN SRR
B, MRS E R EREERESIR. . .

3. fE“iTLERS (Filter) "—A2#i \ “network.proxy.socks_remote_dns”, X2 R&HIX—MEE
prikl T
@
File Edit View History Bookmarks Teols Help 25 London: Thi

6 @ [ |§| about:config

I & write  Circu... & [ & write : Circu... & [@I about:config (X rl

Filter: [ network.proxy.socks_remote_dns

Preference Name ~ | Status Type Value

network. proxy.socks_remote_dns  default boolean false

4. MRZRENEANE (false) , WHRZEAXE (true) 7,
BAEJOMFR ] ARRIEDNSHR T . —BEZEEBRAR (true) , KIS BEKABREIZE.
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FNRAE FRSMEARFF , B ATETTIARE LEGARIEN T 25 A DN SHER E)E .
EARGEER |, {£ASOCKS SHRIBMPidginfR#Hi8i%H A 41D DN St IRIIE L.
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IR AoREE

EFZER , FEBNHELEMNAZME. FERTEMAEDHKICT , XLEH : Access
Denied: The Practice and Policy of Global Internet Filtering FlAccess Controlled: The Shaping of Power,
Rights, and Rule in Cyberspace , ZFF#Ronald Delbert, John Palfrey, Rafal Rohozinskifl Jonathan
ZittraingE (M3LE : http://opennet.net/accessdenied Flhttp://www.access-controlled.net),

B—NIATRMEE I, X—ERSTWAXNERFA 2 THR. A, BLER (8
FEHRYERNFEER) BEADANGFERE , BENEBBINEAE R, MRFREZHFE , /57
URGRRIEAREEA (BEAREENERFEMEIREAK) THREEHFTEARE.

LR, FRBREID | DAL EERERER T REFH A RE RS SR MINIES.

WS R E AMARIRE

—EEEABIRERLLEFERATT. BT ALENBN (crowdsourced) , BE{1EBHHX
%@ﬁﬁﬁm*’%ﬁ%iﬁo EARBTE AR E BB BUMES S  R AT ARG . B0 B M4

Herdict Web: https://www.herdict.org
Alkasir Map: https://www.alkasir.com/map

HE—NEKAHIBESERE , OpenNet Initiative #1 Reporters without Borders EHASTEANEZR A
MRS IR .

OpenNet Initiative (F 5045 http://opennet.net/research
Reporters Without Borders (TE#i0Z) MEEHA: http://www.rsf.org/ennemis.html

i A Herdict# 5 4E BIRLL

Herdict (https://www.herdict.org)E— R & ToiRFH NKIMSERERKMLY, ©HEERB#ER
ZBekman XM LA R OHARATIZE |, AR LK E N HFEK.

Herdict fBHRFFARTEE |, BIANVFS A IR REX 23— W3k R A AR B sttt R v] A A
MAEMFEE , EREEHRTTENREFEEERN.

Site Report : www.facebook.com All time

This site has been reported inaccessible 2,577 times around the world.
This site has been reported accessible 3,523 times around the world.
This site ranks 2 out of 5,046 reported sites.

Some pages on this site appear to be down

E bl 5 B c o™

COUNTRY * IMACCESSIBLE REPORTS ™ ACCESSIBLE REPORTS }
All Countries 2577 3523
China 837 441
United States 354 836
Vietnam 271 110
Egypt 148 59
Iran 102 104
Syria 93 40
L& EFacebook 7R E&HIEEE.

YRR LB IS b TP X1 E C 7R ErdHerdic |, BILEHITTA R, EEGHH , BEERA , 1
BENFZTM. A LI BRE— 1Pl R 21 QLB FIH B B
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Sign up to receive e-mail updates on the countries and/or sites that interest you.

ALERT SETTINGS

Select criteria below to describe the alerts you are interested in receiving. You can leave other fields
blank to receive all reports for a particular setting (e.g. leave the "site” and "type” settings blank to
receive all reports for a particular country).

Country: [ Choose a country j|

site: | |

Type: [éinaccessible " -
all "

ALERT 1 accessible
inaccessible

Tell us how many reports Herdlict should recelve before It triggers an alert and sends you an e-mail.

C© send me an alert when Herdict receives IC’ report(s) per | day LJ
Q send me an alert when Herdict receives D percent more reports per

E-MAIL NOTIFICATION

E-mall address: |

| previewalert || Addalert |

Herdictth i@ {fFirefox Finternet ExplorerifI ST 23 BB INZEMF | 1SR RIN OB Wk B B4R
EAEN

{F FAAlkasirfR S £ PR

AlkasifE—FEESRITLE , A PR a5 RE S E iRt ” "Report Blocked URLs" 1741 ,
TE%?&ZH%)&E‘]IW% . Alkasirg —4‘*@9&5‘]@4‘@%?&%@%@%5'&% , T B Mk a] A
M, BIERIRETNEE | /RO AR IX — B S Ta k.

PR AFE“fE Al kasir X —E T i £ X TAAERXAN TRAKREA.

AVt T FE (7]

RETLUBE RSN SOZARIRMRIERIN | £ AE S THIIE DRI , HEREER. RRH
FEARISERT TN RAREE SR A TRV BRETE I T A XA, BT RASE 2425
B, STORAEER M AR S5 SR LR ANBUR I | Al ) FE(RFE Al _E AT RS SRR PRI — .

STGNU/LinwdRIERSE , — P shell IK-E-E2&4FR9E#F , 4R AFEhttp://ubuntuforums.org FIE{B R4
ERRE R,

XWindowsiEERS: , NEKNEFEEM (remote desktop ) THRENZHAEA. RATIA
TEhttp://www.howtogeek.com/howto/windows-vista/turn-on-remote-desktop-in-windows-vista_t$%
BRREH. IRATRE RRAIRIER AN AN ER SRR H¥ K (port forwarding) RE , XHH#
# : http://portforward.com,

TAZVARI ) B —MER AR R R A TeamViewer (http://www.teamviewer.com) , FTEIRIERS
AT AMERTE .,

XFEEicx

ICRMEHERBEARA R ZRIRIAERIMEERIR , an—KBFIE , AAREBSHTTIR |, RExt
PREGR . BBHLMfE— Lt E R MM AT NIAE ? XLERZFLMMALSH ?
WRAFA ATEERGATRAIVPN |, (REC AT AT —30 |, b A5 T TAMIZALSI T LAMS
EEF, Bl , EREXEARICR IR AR S 4 R AP I QxS RS F R AT

%,

XYEE AT AR B shiRERAR A TF Tt 7.
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BIREBIRR

MREBEE IR IR R TR T |, BUREIRIR TR0 Wireshark
(http://www.wireshark.com/) B] LLEARICSRARER X B B{E N HES P& EE ..
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RS AMEST
ML B k3 AT AR SR ET e — NMEEIwE  (port) ERIFTBRIB(S.

XA ARRBE L A — M IR O BREF MR IR, ST IX—MEKERS) , FEXR AR SR A A
ATRURARARHERSR IR AR ST X SRR SR IT (A B Ko O 1481,

WS RAEN AR URMME e AR S, MITKIMMIEE — MR AER AL |, AEME R 3T,
#ian, Mitkhtep: //www. example. com: 8000/ Foo/ A] LS VFIN %28 #Em [ 8000[a] example.comi#t{T—
AN HTTPEK , MAZZ0ARDttp 350 80, 4K , XRBEWWW.example.com_EMuk RS- 28X 4E2
21RO 8000_EAIESR A AT A,

Wit 1 A

RATAFIA Telnet SRIMNA/REREP RIPLin O #E 9. RBITHH ST , B “telnet login.icq.com
5555"8% “telnet login.oscar.aol.com 5555” , #R/F4XF Enter (EZE4E) . HPM¥BF 28N ASG
H. RREl—EERAOFR , WBEERRD.

File Edit View Terminal Tabs Help

user@example:~% telnet login.icg.com 5535 (4]
Trying 64.12.161.153...

Connected to login.messaging.aol.com.
Escape character is '*]".

L |

MR, WRVTEANAIREERA R, BEEHW, WASEE , B2anB %O RATRES K
B, (FEE , FEROTRERN THELSE 1P bR, )
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e et

RARFE— DA E LI R E KB IR LR IR S =S HAR | ARAT AR — AR |, K2
PAPHP. Perl, Pythonal ASPREFFES WS MK/ Nk, ETMRKSATRHNIIKRFTE—LLWRA
FRMBIR (— M HRBNME VB BHTHIT) .

MRFERRKFECTHNIAIE , FREEUATZ—:

« —MNEPHPFFMME TN Z(E) (HATIAFETRME
{Bkhttps://www.dreamhost.comakhttp://www.hostgator.comfFA /AT MK , BiE FRRIFERE K
Fheft)

« —MEEMK (VPS) REMMMSE S (XEHRAERERERSR)
s —REREITTERN O ARBR (BN AHKIEEPHE)

PFAFLA P TTAIE

NEMTAIESTFMRRTHEMAZ T A |, FIIEGSR—AFRIRRLN L L, AHNIAIEMES
R ATRER AR PAABLESCIE BN L AATL , Rt , IERZBIINELH,

AAMTAEKCERFRRRAME. B, AAMTARERES T RIEEMBERSTRS K
BESEEN. B EBHBARREN S AW R EMA M ITAREBENKAAERT B R KA
P RARRAIEG RIS G LR T AL A HGRITIRS . HALE (N MR A BR RS
g TR, B AHMTAEEARARZWATME S , FFH1E L e MSSLNERT.

IR ThBE

ML ARIE AT DARIB AR A PR A SEMHITARREENES. BE CHRSEEERRSE BT
smAaREFEASSLINE, AT LR ahLmiE—winEg BARIERERRN T , FTUBE %A
ZMAURL, MIARZFHRSEERARETER , W] DIREARIERS % B shiRNAEHZM X, B {E R R
P4 FN3RA0 2 . htaccess A AR R TUAIBME A,

LAFFASSLNERET |, Al IALERR 23R B SR T — M A , A5 AL R 4B FEM T
RIBHIBIE k., BANEETURIRERRKRSSS | BARLRINATERR , BATE LI NE
B, Bign , anR—1 A FPEEREE https://example.com/secretproxy/ , &S AL T
fEexample.com , {BAIRSHNIE KR EITITAIRMITAE, RMAAILEE R fEexample.com b
BT — MR TUE |, ABAET MR KA RER I AW AR, — M ERTRIRITHRIMS
XSS R ASEIB WSS LIEF AT A FEhttps://www.startcom.org/ G BEHRER .

LM EARZSBEMNITFENIAE. WIERNARETHRENREFES  RAFAESD
P& IR 2 B SCIF BRFEFE S . A—NERAKAEZEABAAX (#GmailakFacebook(E )
B Flashfl3i (#YouT ubefE ) HARMIBLAMSARIAHRIFRA M.

w R TAIERRFFEAE

« CGIProxy ( http://www.jmarshall.com/tools/cgiproxy) : —/NPAPerlF2 FEE SRS W] AR
HEHTTPFIFT PARIEAMICGIAR,

« Peacefire's Circumventor (http://www.peacefire.org/circumventor/simple-circumventor-
instructions.html) : —MNENTRHIFEF , FJRUHEEBARETRMA FEWIndows & _ LA {@Ethii
FER CGIProxy,

« SabzProxy (http://sabzproxy.com) : —ANHTTPFIFTPIR, EHIETFLAPHPLREHIPHProxyHIFET
B, A—LRNThRE , PLanEHgREDURL , fFHEEMEETL,

« Glype Proxy (http://www.glype.com) : F—NRBE{ER, ETMERNIERA , REUPHPARE.
XLER TARIR K R (G A R TR, BEA L | XBFETEMA, E4ME S

BT FTPESCP_EAEMIARIRIIME IR F25 . WEBIRMGMEA, TR SabzProxy i+ , &
X HE AR T ARG P TR AU,

Installing SabzProxy

CalhePun .M HLYF AL B F T A 10~ 0SB4 AR BIRAR

XLLRBRIAR T B E WAIE DL « {EFFT P{EHiSabzProxy R — N E X FFPHPRIMILE = RIMK . X
BA |, (REEEE—ME&Filezilla (http://filezilla-project.org) FKIFT P i,
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BAXMAERE L EHRNERTEMER (FINLFRETHHTRERECHRSSN) &

jj ’

182

LB TRNV AR I,

E—H 2 Mhttp://www.sabzproxy.com N SabzProxy E45 3£,
Tk, B RARAR R T zip A MEFRIUTE IRBH RS .

RER AYRE25T T config.php3cf (6120 , WindowsHfKINotepad, LinuxZ&&e
HGeditaiNano, MacOSFETexteditor) .

UWABSE8T , ASconfig_keyFFK, 1B Z [MMIN—FEALFRF S, AFHFEREEATHA
LURLYRES , R E R AT aEsbfEAL.

Rt ] PABC B — L5567 tlzizn )JEIZWD%E?%

TFFFilezilla, MNRME TN ( H&%%ﬁ' RPEMERS , QaREER (REZXM
B, INRARIE 2 F— /\T [EHIFT PEF‘ .

{F;Pg)*'*”‘ﬁi EIE‘]ZE“MJG%%%E‘MK%AA%HM RLAR A ATRE MR BRAEX 9 SabzProxy 3

BICAEIFT PR i O ARG ED , AEMRFTFEFTPIRS (FREIMILKZS(H])

BAE , #RA] OB N SEARAPIEE 2 [RNAN R J:%PHPrOXyEQE%WIEﬂSabzPrOXy (-
FEhttpy/kahkeshan-e-sabz. lnfO/hOmeEﬁfﬁlJ¥EF' ) BXCARERAEA %K/A{/"\\E‘]HE%%ETI}KFFI% ,
SIFPHP , BEPHPIFATH E%ﬂiﬁﬁ%éﬁ%ﬂ‘]*ﬁ B %%Mxﬂ*]'l*ﬁ)ﬁi#ﬁ%ﬁ%ﬂ‘]lﬂéﬁ
g%%%%i’x# R AT AFR— D BB AR SRR IRERE R LR BR &5 SRz SRR %
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N— )= . A

1= TRIE X [&

”:‘1Vj«'r’fEEHEJ:?&&TE@;%REEHE%EZ@FHﬁfi-tr)’tf’—“lﬂﬂﬂ‘ , ﬁﬁﬁfi?ﬁﬂj E‘]i%ikiﬂﬁiﬁité\iﬂ_ﬁiﬁ{{"\ﬂﬁ
P, ARGV A | Bt , A MESEA DR (R | SHRIRE AR T 34
E, MRBAFRARIEARSESE=AMRIHER , RS ERF. EREABEEEHEEX
ﬂﬁrj\] FE—EIERT , FRARIEBERATEERS , 3E | AR EERH A EZRPUENL M
=,

—EEFRAIEEHR 2R AERF , MABEGYRRFH | HUEHICEZ AR T 1248
REBEMR, &EAXFME AR REREEE LTI ¢

BANRCARIER SR HERE S ST BIAIEHTHIES).
BAATREAARIE IR SR HE IR LA N EH| LA BITA,
;g_ AFRERERERIERS (LERARERFSETEE) DRBEAS TS EMTESHIE

MRAFNAFERITFBXR IR S 2B NG | SIFEARERSRERIET O — BT RRM
. XH, RERSIHNEEROREEEMER.

ABEERE RIRRGERENEERIPARMNEETRELE AR, E5ERATEERRREA
E , RAAE RIS AT EEIF R TR,

BT AR N
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Glossary

Much of this content is based on http://en.cship.org/wiki/Special:Allpages

aggregator

An aggregator is a service that gathers syndicated information from one or many sites and makes it
available at a different address. Sometimes called an RSS aggregator, a feed aggregator, a feed
reader, or a news reader. (Not to be confused with a Usenet News reader.)

anonymity
(Not be confused with privacy, pseudonymity, security, or confidentiality.)

Anonymity on the Internet is the ability to use services without leaving clues to one's identity. The
level of protection depends on the anonymity techniques used and the extent of monitoring. The
strongest techniques in use to protect anonymity involve creating a chain of communication using a
random process to select some of the links, in which each link has access to only partial information
about the process. The first knows the user's IP address but not the content, destination, or purpose
of the communication, because the message contents and destination information are encrypted.
The last knows the identity of the site being contacted, but not the source of the session. One or
more steps in between prevents the first and last links from sharing their partial knowledge in order
to connect the user and the target site.

anonymous remailer

An anonymous remailer is a service that accepts e-mail messages containing instructions for
delivery, and sends them out without revealing their sources. Since the remailer has access to the
user's address, the content of the message, and the destination of the message, remailers should be
used as part of a chain of multiple remailers so that no one remailer knows all this information.

ASP (application service provider)

An ASP is an organization that offers software services over the Internet, allowing the software to be
upgraded and maintained centrally.

backbone

A backbone is one of the high-bandwidth communications links that tie together networks in
different countries and organizations around the world to form the Internet.

badware
See malware.

bandwidth

The bandwidth of a connection is the maximum rate of data transfer on that connection, limited by
its capacity and the capabilities of the computers at both ends of the connection.

bash (Bourne-again shell)

The bash shell is a command-line interface for Linux/Unix operating systems, based on the Bourne
shell.

BitTorrent

BitTorrent is a peer-to-peer file-sharing protocol invented by Bram Cohen in 2001. It allows
individuals to cheaply and effectively distribute large files, such as CD images, video, or music files.
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blacklist

A blacklist is a list of forbidden persons or things. In Internet censorship, lists of forbidden Web sites
may be used as blacklists; censorware may allow access to all sites except for those specifically
listed on its blacklist. An alternative to a blacklist is a whitelist, or a list of permitted things. A
whitelist system blocks access to all sites except for those specifically listed on the whitelist. This is
a less common approach to Internet censorship. It is possible to combine both approaches, using
string matching or other conditional techniques on URLs that do not match either list.

bluebar

The blue URL bar (called the Bluebar in Psiphon lingo) is the form at the top of your Psiphon node
browser window, which allows you to access blocked site by typing its URL inside.

See also Psiphon node

block

To block is to prevent access to an Internet resource, using any number of methods.

bookmark

A bookmark is a placeholder within software that contains a reference to an external resource. In a
browser, a bookmark is a reference to a Web page - by choosing the bookmark you can quickly load
the Web site without needing to type in the full URL.

bridge
See Tor bridge.

brute-force attack

A brute force attack consists of trying every possible code, combination, or password until you find
the right one. These are some of the most trivial hacking attacks.

cache

A cache is a part of an information-processing system used to store recently used or frequently used
data to speed up repeated access to it. A Web cache holds copies of Web page files.

censor

To censor is to prevent publication or retrieval of information, or take action, legal or otherwise,
against publishers and readers.

censorware

Censorware is software used to filter or block access to the Internet. This term is most often used
to refer to Internet filtering or blocking software installed on the client machine (the PC which is
used to access the Internet). Most such client-side censorware is used for parental control purposes.

Sometimes the term censorware is also used to refer to software used for the same purpose
installed on a network server or router.

CGI (Common Gateway Interface)

CGl is a common standard used to let programs on a Web server run as Web applications. Many
Web-based proxies use CGl and thus are also called "CGI proxies". (One popular CGI proxy application
written by James Marshall using the Perl programming language is called CGIProxy.)

chat

Chat, also called instant messaging, is a common method of communication among two or more
people in which each line typed by a participant in a session is echoed to all of the others. There are
numerous chat protocols, including those created by specific companies (AOL, Yahoo!, Microsoft,
Google, and others) and publicly defined protocols. Some chat client software uses only one of these
protocols, while others use a range of popular protocols.

194



2545/ http://www. bannedbook. org/ A% &% H M KR EI%E:  http://tiny. cc/meyarw

circumvention
Circumvention is publishing or accessing content in spite of attempts at censorship.

Common Gateway Interface
See CGl.

command-line interface

A method of controlling the execution of software using commands entered on a keyboard, such as a
Unix shell or the Windows command line.

cookie

A cookie is a text string sent by a Web server to the user's browser to store on the user's computer,
containing information needed to maintain continuity in sessions across multiple Web pages, or
across multiple sessions. Some Web sites cannot be used without accepting and storing a cookie.
Some people consider this an invasion of privacy or a security risk.

country code top-level domain (ccTLD)

Each country has a two-letter country code, and a TLD (top-level domain) based on it, such as .ca
for Canada; this domain is called a country code top-level domain. Each such ccTLD has a DNS server
that lists all second-level domains within the TLD. The Internet root servers point to all TLDs, and
cache frequently-used information on lower-level domains.

DARPA (Defense Advanced Projects Research Agency)
DARPA is the successor to ARPA, which funded the Internet and its predecessor, the ARPAnet.

decryption
Decryption is recovering plain text or other messages from encrypted data with the use of a key.

See also encryption.

domain
A domain can be a Top-Level Domain (TLD) or secondary domain on the Internet.

See also Top-Level Domain, country code Top-Level Domain and secondary domain.

DNS (Domain Name System)

The Domain Name System (DNS) converts domain names, made up of easy-to-remember
combinations of letters, to IP addresses, which are hard-to-remember strings of numbers. Every
computer on the Internet has a unique address (a little bit like an area code+telephone number).

DNS leak

A DNS leak occurs when a computer configured to use a proxy for its Internet connection
nonetheless makes DNS queries without using the proxy, thus exposing the user's attempts to
connect with blocked sites. Some Web browsers have configuration options to force the use of the
proxy.

DNS server

A DNS server, or name server, is a server that provides the look-up function of the Domain Name
System. It does this either by accessing an existing cached record of the IP address of a specific
domain, or by sending a request for information to another name server.

DNS tunnel

A DNS tunnel is a way to tunnel almost everything over DNS/Nameservers.
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Because you "abuse" the DNS system for an unintended purpose, it only allows a very slow
connection of about 3 kb/s which is even less than the speed of an analog modem. That is not
enough for YouT ube or file sharing, but should be sufficient for instant messengers like ICQ or MSN
Messenger and also for plain text e-mail.

On the connection you want to use a DNS tunnel, you only need port 53 to be open; therefore it
even works on many commercial Wi-Fi providers without the need to pay.

The main problem is that there are no public modified nameservers that you can use. You have to set
up your own. You need a server with a permanent connection to the Internet running Linux. There
you can install the free software OzymanDNS and in combination with SSH and a proxy like Squid you
can use the tunnel. More Information on this on http://www.dnstunnel.de.

eavesdropping

Eavesdropping is listening to voice traffic or reading or filtering data traffic on a telephone line or
digital data connection, usually to detect or prevent illegal or unwanted activities or to control or
monitor what people are talking about.

e-mail

E-mail, short for electronic mail, is a method to send and receive messages over the Internet. It is
possible to use a Web mail service or to send e-mails with the SMTP protocol and receive them with
the POP3 protocol by using an e-mail client such as Outlook Express or Thunderbird. It is
comparatively rare for a government to block e-mail, but e-mail surveillance is common. If e-mail is
not encrypted, it could be read easily by a network operator or government.

embedded script
An embedded script is a piece of software code.

encryption

Encryption is any method for recoding and scrambling data or transforming it mathematically to
make it unreadable to a third party who doesn't know the secret key to decrypt it. It is possible to
encrypt data on your local hard drive using software like TrueCrypt (http://www.truecrypt.org) or to
encrypt Internet traffic with SSL or SSH.

See also decryption.

exit node
An exit node is a Tor node that forwards data outside the Tor network.

See also middleman node.

file sharing

File sharing refers to any computer system where multiple people can use the same information, but
often refers to making music, films or other materials available to others free of charge over the
Internet.

file spreading engine
A file spreading engine is a Web site a publisher can use to get around censorship. A user only has to

upload a file to publish once and the file spreading engine uploads that file to some set of
sharehosting services (like Rapidshare or Megaupload).

filter
To filter is to search in various ways for specific data patterns to block or permit communications.

Firefox
Firefox is the most popular free and open source Web browser, developed by the Mozilla Foundation.
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forum

On a Web site, a forum is a place for discussion, where users can post messages and comment on
previously posted messages. It is distinguished from a mailing list or a Usenet newsgroup by the
persistence of the pages containing the message threads. Newsgroup and mailing list archives, in
contrast, typically display messages one per page, with navigation pages listing only the headers of
the messages in a thread.

frame

A frame is a portion of a Web page with its own separate URL. For example, frames are frequently
used to place a static menu next to a scrolling text window.

FTP (File Transfer Protocol)

The FTP protocol is used for file transfers. Many people use it mostly for downloads; it can also be
used to upload Web pages and scripts to some Web servers. It normally uses ports 20 and 21, which
are sometimes blocked. Some FTP servers listen to an uncommon port, which can evade port-based
blocking.

A popular free and open source FTP client for Windows and Mac OS is FileZilla. There are also some
Web-based FTP clients that you can use with a normal Web browser like Firefox.

gateway

A gateway is a node connecting two networks on the Internet. An important example is a national
gateway that requires all incoming or outgoing traffic to go through it.

honeypot

A honeypot is a site that pretends to offer a service in order to entice potential users to use it, and to
capture information about them or their activities.

hop

A hop is a link in a chain of packet transfers from one computer to another, or any computer along
the route. The number of hops between computers can give a rough measure of the delay (latency)
in communications between them. Each individual hop is also an entity that has the ability to
eavesdrop on, block, or tamper with communications.

HTTP (Hypertext Transfer Protocol)

HTTP is the fundamental protocol of the World Wide Web, providing methods for requesting and
serving Web pages, querying and generating answers to queries, and accessing a wide range of
services.

HTTPS (Secure HTTP)

Secure HTTP is a protocol for secure communication using encrypted HTTP messages. Messages
between client and server are encrypted in both directions, using keys generated when the
connection is requested and exchanged securely. Source and destination IP addresses are in the
headers of every packet, so HTTPS cannot hide the fact of the communication, just the contents of
the data transmitted and received.

IANA (Internet Assigned Numbers Authority)

IANA is the organization responsible for technical work in managing the infrastructure of the
Internet, including assigning blocks of IP addresses for top-level domains and licensing domain
registrars for ccTLDs and for the generic TLDs, running the root name servers of the Internet, and
other duties.

ICANN (Internet Corporation for Assigned Names and Numbers)

ICANN is a corporation created by the US Department of Commerce to manage the highest levels
of the Internet. Its technical work is performed by IANA.
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Instant Messaging (IM)

Instant messaging is either certain proprietary forms of chat using proprietary protocols, or chat in
general. Common instant messaging clients include MSN Messenger, ICQ, AIM or Yahoo!
Messenger.

intermediary
See man in the middle.

Internet

The Internet is a network of networks interconnected using TCP/IP and other communication
protocols.

IP (Internet Protocol) Address

An IP address is a number identifying a particular computer on the Internet. In the previous version 4
of the Internet Protocol an IP address consisted of four bytes (32 bits), often represented as four
integers in the range 0-255 separated by dots, such as 74.54.30.85. In IPv6, which the Net is currently
switching to, an IP address is four times longer, and consists of 16 bytes (128 bits). It can be written as
8 groups of 4 hex digits separated by colons, such as 2001:0db8:85a3:0000:0000: 8a2e:0370:7334.

IRC (Internet relay chat)

IRC is a more than 20-year-old Internet protocol used for real-time text conversations (chat or
instant messaging). There exist several IRC networks -- the largest have more than 50 000 users.

ISP (Internet Service Provider)

An ISP (Internet service provider) is a business or organization that provides access to the Internet for
its customers.

JavaScript
JavaScript is a scripting language, commonly used in Web pages to provide interactive functions.

keyword filter

A keyword filter scans all Internet traffic going through a server for forbidden words or terms to
block.

latency

Latency is a measure of time delay experienced in a system, here in a computer network. It is
measured by the time between the start of packet transmission to the start of packet reception,
between one network end (e.g. you) to the other end (e.g. the Web server). One very powerful way
of Web filtering is maintaining a very high latency, which makes lots of circumvention tools very
difficult to use.

log file

Alog file is a file that records a sequence of messages from a software process, which can be an
application or a component of the operating system. For example, Web servers or proxies may keep
log files containing records about which IP addresses used these services when and what pages were
accessed.

low-bandwidth filter

A low-bandwidth filter is a Web service that removes extraneous elements such as advertising and
images from a Web page and otherwise compresses it, making page download much quicker.

malware

Malware is a general term for malicious software, including viruses, that may be installed or
executed without your knowledge. Malware may take control of your computer for purposes such
as sending spam. (Malware is also sometimes called badware.)
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man in the middle

A man in the middle or man-in-the-middle is a person or computer capturing traffic on a
communication channel, especially to selectively change or block content in a way that undermines
cryptographic security. Generally the man-in-the-middle attack involves impersonating a Web site,
service, or individual in order to record or alter communications. Governments can run man-in-the-
middle attacks at country gateways where all traffic entering or leaving the country must pass.

middleman node

A middleman node is a Tor node that is not an exit node. Running a middleman node can be safer
than running an exit node because a middleman node will not show up in third parties' log files. (A
middleman node is sometimes called a non-exit node.)

monitor
To monitor is to check a data stream continuously for unwanted activity.

network address translation (NAT)

NAT is a router function for hiding an address space by remapping. All traffic going out from the
router then uses the router's IP address, and the router knows how to route incoming traffic to the
requestor. NAT is frequently implemented by firewalls. Because incoming connections are normally
forbidden by NAT, NAT makes it difficult to offer a service to the general public, such as a Web site or
public proxy. On a network where NAT is in use, offering such a service requires some kind of firewall
configuration or NAT traversal method.

network operator

A network operator is a person or organization who runs or controls a network and thus is in a
position to monitor, block, or alter communications passing through that network.

node

A node is an active device on a network. A router is an example of a node. In the Psiphon and Tor
networks, a server is referred to as a node.

non-exit node
See middleman node.

obfuscation

Obfuscation means obscuring text using easily-understood and easily-reversed transformation
techniques that will withstand casual inspection but not cryptanalysis, or making minor changes in
text strings to prevent simple matches. Web proxies often use obfuscation to hide certain names
and addresses from simple text filters that might be fooled by the obfuscation. As another example,
any domain name can optionally contain a final dot, as in "somewhere.com.", but some filters might
search only for "somewhere.com" (without the final dot).

open node

An open node is a specific Psiphon node which can be used without logging in. It automatically
loads a particular homepage, and presents itself in a particular language, but can then be used to
browse elsewhere.

See also Psiphon node.

packet

A packet is a data structure defined by a communication protocol to contain specific information in
specific forms, together with arbitrary data to be communicated from one point to another.
Messages are broken into pieces that will fit in a packet for transmission, and reassembled at the
other end of the link.
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peer-to-peer

A peer-to-peer (or P2P) network is a computer network between equal peers. Unlike client-server
networks there is no central server and so the traffic is distributed only among the clients.T his
technology is mostly applied to file sharing programs like BitTorrent, eMule and Gnutella. But also
the very old Usenet technology or the VolP program Skype can be categorized as peer-to-peer
systems.

See also file sharing.

PHP

PHP is a scripting language designed to create dynamic Web sites and web applications. It is installed
on a Web server. For example, the popular Web proxy PHProxy uses this technology.

plain text

Plain text is unformatted text consisting of a sequence of character codes, as in ASCII plain text or
Unicode plain text.

plaintext
Plaintext is unencrypted text, or decrypted text.

See also encryption, SSL, SSH.

privacy

Protection of personal privacy means preventing disclosure of personal information without the
permission of the person concerned. In the context of circumvention, it means preventing observers
from finding out that a person has sought or received information that has been blocked or is illegal
in the country where that person is at the time.

POP3

Post Office Protocol version 3 is used to receive mail from a server, by default on port 110 with an e-
mail program such as Outlook Express or Thunderbird.

port

A hardware port on a computer is a physical connector for a specific purpose, using a particular
hardware protocol. Examples are a VGA display port or a USB connector.

Software ports also connect computers and other devices over networks using various protocols,
but they exist in software only as numbers. Ports are somewhat like numbered doors into different
rooms, each for a special service on a server or PC. They are identified by numbers from 0 to 65535.

protocol

A formal definition of a method of communication, and the form of data to be transmitted to
accomplish it. Also, the purpose of such a method of communication. For example, Internet Protocol
(IP) for transmitting data packets on the Internet, or Hypertext Transfer Protocol for interactions
on the World Wide Web.

proxy server

A proxy server is a server, a computer system or an application program which acts as a gateway
between a client and a Web server. A client connects to the proxy server to request a Web page from
a different server. Then the proxy server accesses the resource by connecting to the specified server,
and returns the information to the requesting site. Proxy servers can serve many different purposes,
including restricting Web access or helping users route around obstacles.

Psiphon node

A Psiphon node is a secured web proxy designed to evade Internet censorship. It is developed by
Psiphon inc. Psiphon nodes can be open or private.
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private node

A private node is a Psiphon node working with authentication, which means that you have to
register before you can use it. Once registered, you will be able to send invitations to your friends and
relatives to use this specific node.

See also Psiphon node.

publicly routable IP address

Publicly routable IP addresses (sometimes called public IP addresses) are those reachable in the
normal way on the Internet, through a chain of routers. Some IP addresses are private, such as the
192.168.x.x block, and many are unassigned.

regular expression

A regular expression (also called a regexp or RE) is a text pattern that specifies a set of text strings in
a particular regular expression implementation such as the UNIX grep utility. A text string "matches”
a regular expression if the string conforms to the pattern, as defined by the regular expression
syntax. In each RE syntax, some characters have special meanings, to allow one pattern to match
multiple other strings. For example, the regular expression lo+se matches lose, loose, and
looose.

remailer

An anonymous remailer is a service which allows users to send e-mails anonymously. The remailer
receives messages via e-mail and forwards them to their intended recipient after removing
information that would identify the original sender. Some also provide an anonymous return address
that can be used to reply to the original sender without disclosing her identity. Well-known Remailer
services include Cypherpunk, Mixmaster and Nym.

router

A router is a computer that determines the route for forwarding packets. It uses address information
in the packet header and cached information on the server to match address numbers with hardware
connections.

root name server

A root name server or root server is any of thirteen server clusters run by 1ANA to direct traffic to all
of the TLDs, as the core of the DNS system.

RSS (Real Simple Syndication)

RSS is a method and protocol for allowing Internet users to subscribe to content from a Web page,
and receive updates as soon as they are posted.

scheme

On the Web, a scheme is a mapping from a name to a protocol. Thus the HTTP scheme maps URLs
that begin with HTTP: to the Hypertext Transfer Protocol. The protocol determines the
interpretation of the rest of the URL, so that http://www.example.com/dir/content.html identifies a
Web site and a specific file in a specific directory, and mailto:user@somewhere.com is an e-mail
address of a specific person or group at a specific domain.

shell

A UNIX shell is the traditional command line user interface for the UNIX/Linux operating systems.
The most common shells are sh and bash.

SOCKS

A SOCKS proxy is a special kind of proxy server. In the ISO/OSI model it operates between the
application layer and the transport layer. The standard port for SOCKS proxies is 1080, but they can
also run on different ports. Many programs support a connection through a SOCKS proxy. If not you
can install a SOCKS client like FreeCap, ProxyCap or SocksCap which can force programs to run
through the Socks proxy using dynamic port forwarding. It is also possible to use SSH tools such as
OpenSSH as a SOCKS proxy server.
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screenlogger

A screenlogger is software able to record everything your computer displays on the screen. The
main feature of a screenlogger is to capture the screen and log it into files to view at any time in the
future. Screen loggers can be used as powerful monitoring tool. You should be aware of any screen
logger running on any computer you are using, anytime.

script

A script is a program, usually written in an interpreted, non-compiled language such as JavaScript,
Java, or a command interpreter language such as bash. Many Web pages include scripts to manage
user interaction with a Web page, so that the server does not have to send a new page for each
change.

smartphone

A smartphone is a mobile phone that offers more advanced computing ability and connectivity than a
contemporary feature phone, such as Web access, ability to run elaborated operating systems and
run built-in applications.

spam
Spam is messages that overwhelm a communications channel used by people, most notably
commercial advertising sent to large numbers of individuals or discussion groups. Most spam
advertises products or services that are illegal in one or more ways, almost always including fraud.
Content filtering of e-mail to block spam, with the permission of the recipient, is almost universally
approved of.
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SSH (Secure Shell)

SSH or Secure Shell is a network protocol that allows encrypted communication between
computers. It was invented as a successor of the unencrypted Telnet protocol and is also used to
access a shell on a remote server.

The standard SSH port is 22. It can be used to bypass Internet censorship with port forwarding or it
can be used to tunnel other programs like VNC.

SSL (Secure Sockets Layer)

SSL (or Secure Sockets Layer), is one of several cryptographic standards used to make Internet
transactions secure. It is was used as the basis for the creation of the related Transport Layer
Security (TLS). You can easily see if you are using SSL/TLS by looking at the URL in your Browser (like
Firefox or Internet Explorer): If it starts with https instead of http, your connection is encrypted.

steganography

Steganography, from the Greek for hidden writing, refers to a variety of methods of sending hidden
messages where not only the content of the message is hidden but the very fact that something
covert is being sent is also concealed. Usually this is done by concealing something within
something else, like a picture or a text about something innocent or completely unrelated. Unlike
cryptography, where it is clear that a secret message is being transmitted, steganography does not
attract attention to the fact that someone is trying to conceal or encrypt a message.

subdomain

A subdomain is part of a larger domain. If for example "wikipedia.org" is the domain for the
Wikipedia, "en.wikipedia.org" is the subdomain for the English version of the Wikipedia.

threat analysis

A security threat analysis is properly a detailed, formal study of all known ways of attacking the
security of servers or protocols, or of methods for using them for a particular purpose such as
circumvention. Threats can be technical, such as code-breaking or exploiting software bugs, or
social, such as stealing passwords or bribing someone who has special knowledge. Few companies
or individuals have the knowledge and skill to do a comprehensive threat analysis, but everybody
involved in circumvention has to make some estimate of the issues.

Top-Level Domain (TLD)

In Internet names, the TLD is the last component of the domain name. There are several generic
TLDs, most notably .com, .org, .edu, .net, .gov, .mil, .int, and one two-letter country code (ccTLD)
for each country in the system, such as .ca for Canada. The European Union also has the two-letter
code .eu.

TLS (Transport Layer Security)

TLS or Transport Layer Security is a cryptographic standard based on SSL, used to make Internet
transactions secure.

TCP/IP (Transmission Control Protocol over Internet Protocol)

TCP and IP are the fundamental protocols of the Internet, handling packet transmission and
routing. There are a few alternative protocols that are used at this level of Internet structure, such
as UDP.

Tor bridge

A bridge is a middleman Tor node that is not listed in the main public Tor directory, and so is possibly
useful in countries where the public relays are blocked. Unlike the case of exit nodes, IP addresses
of bridge nodes never appear in server log files and never pass through monitoring nodes in a way
that can be connected with circumvention.

traffic analysis

Traffic analysis is statistical analysis of encrypted communications. In some circumstances traffic
analysis can reveal information about the people communicating and the information being
communicated.
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tunnel

A tunnel is an alternate route from one computer to another, usually including a protocol that
specifies encryption of messages.

UDP (User Datagram Packet)

UDP is an alternate protocol used with IP. Most Internet services can be accessed using either TCP
or UDP, but there are some that are defined to use only one of these alternatives. UDP is especially
useful for real-time multimedia applications like Internet phone calls (VolP).

URL (Uniform Resource Locator)

The URL (Uniform Resource Locator) is the address of a Web site. For example, the URL for the World
News section of the NY Times is http://www.nytimes.com/pages/world/index.html. Many censoring
systems can block a single URL. Sometimes an easy way to bypass the block is to obscure the URL. It
is for example possible to add a dot after the site name, so the URL http://en.cship.org/wiki/URL
becomes http://en.cship.org./wiki/URL. If you are lucky with this little trick you can access blocked
Web sites.

Usenet

Usenet is a more than 20-year-old discussion forum system accessed using the NNTP protocol. The
messages are not stored on one server but on many servers which distribute their content
constantly. Because of that it is impossible to censor Usenet as a whole, however access to Usenet
can and is often blocked, and any particular server is likely to carry only a subset of locally-
acceptable Usenet newsgroups. Google archives the entire available history of Usenet messages for
searching.

VolIP (Voice over Internet Protocol)

VolIP refers to any of several protocols for real-time two-way voice communication on the Internet,
which is usually much less expensive than calling over telephone company voice networks. It is not
subject to the kinds of wiretapping practiced on telephone networks, but can be monitored using
digital technology. Many companies produce software and equipment to eavesdrop on VolP calls;
securely encrypted VolP technologies have only recently begun to emerge.

VPN (virtual private network)

A VPN (virtual private network) is a private communication network used by many companies and
organizations to connect securely over a public network. Usually on the Internet it is encrypted and
so nobody except the endpoints of the communication can look at the data traffic. There are various
standards like IPSec, SSL, TLS or PPTP. The use of a VPN provider is a very fast secure and
convenient method to bypass Internet censorship with little risks but it generally costs money every
month.

whitelist

A whitelist is a list of sites specifically authorized for a particular form of communication. Filtering
traffic can be done either by a whitelist (block everything but the sites on the list), a blacklist (allow
everything but the sites on the list), a combination of the two, or by other policies based on specific
rules and conditions.

World Wide Web (WWW)

The World Wide Web is the network of hyperlinked domains and content pages accessible using the
Hypertext Transfer Protocol and its numerous extensions. The World Wide Web is the most famous
part of the Internet.

Webmail

Webmail is e-mail service through a Web site. The service sends and receives mail messages for users
in the usual way, but provides a Web interface for reading and managing messages, as an alternative

to running a mail client such as Outlook Express or Thunderbird on the user's computer. For example
a popular and free webmail service is https://mail.google.com/
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Web proxy

A Web proxy is a script running on a Web server which acts as a proxy/gateway. Users can access
such a Web proxy with their normal Web browser (like Firefox) and enter any URL in the form
located on that Web site. Then the Web proxy program on the server receives that Web content and
displays it to the user. This way the ISP only sees a connection to the server with the Web proxy
since there is no direct connection.

WHOIS

WHOIS (who is) is the aptly named Internet function that allows one to query remote WHOIS
databases for domain registration information. By performing a simple WHOIS search you can
discover when and by whom a domain was registered, contact information, and more.

A WHOIS search can also reveal the name or network mapped to a numerical IP address
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Roger Dingledine is project leader for The Tor Project, a US non-profit working on anonymity
research and development for such diverse organizations as the US Navy, the Electronic Frontier
Foundation, and Voice of America. In addition to all the hats he wears for Tor, Roger organizes
academic conferences on anonymity, speaks at a wide variety of industry and hacker conferences,
and also does tutorials on anonymity for national and foreign law enforcement.

This article is licensed under the Creative Commons Attribution 3.0 United States

License. Originally prepared for the March 2010 "Index on Censorship”, then adapted for
the July 2010 "China Rights Forum” (Chinese translation). Last updated 25 May 2010.
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Reporters Without Borders, Handbook for Bloggers and Cyber-Dissidents,
http://www.rsf.org/article.php3?id_article=26187
The Internet Censorship Wiki, http://en.cship.org/wiki/

BENRAOITENREE N

NGO-in-a-Box, a collection of free portable applications, https://security.ngoinabox.org
Digital Security and Privacy for Human Rights Defenders,
https://www.frontlinedefenders.org/esecman

Surveillance Self-Defense International, https://www.eff.org/wp/surveillance-self-defense-
international

Xt 4% B B KR

Ronald Deibert, John Palfrey, Rafal Rohozinski, Jonathan Zittrain, Access Denied: The Practice and
Policy of Global Internet Filtering (Cambridge, MA: MIT Press, 2008), ISBN 0-262-54196-3
http://www.opennet.net/accessdenied/

Ronald Deibert, John Palfrey, Rafal Rohozinski, Jonathan Zittrain, Access Controlled: The Shaping
of Power, Rights, and Rule in Cyberspace (Cambridge, MA: MIT Press, 2010), ISBN 0-262-51435-4
http://www.access-controlled.net

Hal Roberts, Ethan Zuckerman, Jillian York, Rob Faris, John Palfrey, 2010 Circumvention Tool
Usage Report (Berkman Center for Internet & Society)
http://cyber.law.harvard.edu/publications/2010/Circumvention_T ool_Usage

More resources on Internet censorship:
http://bailiwick.lib.uiowa.edu/journalism/mediaLaw/cyber_censors.html

NFICR | G T ML BREIEALR

Citizen Lab (http://www.citizenlab.org)

Committee to Protect Bloggers (http://www.committeetoprotectbloggers.org)
Committee to Project Journalists (https://www.cpj.org)

Berkman Center for Internet and Society (http://cyber.law.harvard.edu)
Electronic Frontier Foundation (https://www.eff.org)

FrontLine (https://www.frontlinedefenders.org)

Global Internet Freedom Consortium (http://www.internetfreedom.org)
The Herdict (https://www.herdict.org/web)

OpenNet Initiative (http://opennet.net)

Peacefire (http://www.peacefire.org)

Reporters Sans Frontieres/Reporters Without Borders (http://www.rsf.org)
Sesawe (https://sesawe.net)

Tactical Tech Collective (https://www.tacticaltech.org)

ATFRIR AR AN F 72 Fr A

Proxy.org, a list of thousands of open Web Proxies: http://www.proxy.org
Peacefire, a mailing list which sends out new web proxies:
http://www.peacefire.org/circumventor/,
Application proxies:
http://www.dmoz.org/Computers/Internet/
Proxying_and_Filtering/Hosted_Proxy_Services/Free/Proxy_Lists/
http://www.publicproxyservers.com
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Access Flickr!: https://addons.mozilla.org/en-US/firefox/addon/4286
Alkasir: https://www.alkasir.com/

CECID: http://cecid.labyrinthdata.net.au/

Circumventor CGIProxy: http://peacefire.org/circumventor/
Codeen: http://codeen.cs.princeton.eduy/

Coral: http://www.coralcdn.org/

CProxy: http://www.cproxy.com/

Dynaweb FreeGate: http://www.dit-inc.us/freegate
FirePhoenix: http://firephoenix.edoors.com/

FoxyProxy: http://foxyproxy.mozdev.org/

Glype: http://www.glype.com/

GPass: http://gpassl.com/gpass/

GProxy: http://gpassl.com/gproxy.php

Gtunnel: http://gardennetworks.org/products

Guardster: http://www.guardster.com/

Hamachi LogMeln: https://secure.logmein.com/products/hamachi/vpn.asp
hopster: http://www.hopster.com/

HotSpotVPN: http://hotspotvpn.com/

HTTPS Everywhere: https://www.eff.org/https-everywhere
httpTunnel: http://www.http-tunnel.com/

JAP [ JonDo: http://www.jondos.de/en

Megaproxy: http://www.megaproxy.com/

OpenVPN: http://www.openvpn.net/

PHProxy: http://sourceforge.net/projects/poxy/

Picidae: http://www.picidae.net/

Proxify: http://proxify.com/

psiphon: http://www.psiphon.ca/

PublicVPN: http://www.publicvpn.com/

SabzProxy: http://www.sabzproxy.com/

Simurgh: https://simurghesabz.net/

SmartHide: http://www.smarthide.com/

Tor: https://www.torproject.org/

TrafficCompressor: http://www.tcompressor.ru/
UltraReach UltraSurf: http://www.ultrareach.com/
Your-Freedom: http://www.your-freedom.net/

BV VPNIZ 51 R

http://en.cship.org/wiki/VPN

Socksification X4 (LLIECIE X4 {F FH SOCKS{KIH)

tsocks: http://tsocks.sourceforge.net/

WideCap: http://www.widecap.com/

ProxyCap: http://www.proxycap.com/

FreeCap: http://www.freecap.ru/eng/

Proxifier: http://www.proxifier.com/

SocksCap: http://soft.softoogle.com/ap/sockscap-download-5157.shtml
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License

All chapters copyright of the authors (see below). Unless otherwise stated all chapters in this
manual licensed with GNU General Public License version 2.

This documentation is free documentation; you can redistribute it and/or modify it under the terms of
the GNU General Public License as published by the Free Software Foundation; either version 2 of the
License, or (at your option) any later version.

This documentation is distributed in the hope that it will be useful, but WITHOUT ANY WARRANTY;
without even the implied warranty of MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.
See the GNU General Public License for more details.

You should have received a copy of the GNU General Public License along with this documentation; if
not, write to the Free Software Foundation, Inc., 51 Franklin Street, Fifth Floor, Boston, MA 02110-
1301, USA.

Authors
All chapters © the contributors unless otherwise noted below.
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Mokurai - Edward Mokurai Cherlin 2011
booki- adam or aco 2011

rastapopoulos - Roberto Rastapopoulos 2011
helen - helen varley jamieson 2011

Zorrino - Zorrino Hermanos 2011

poser - Poser 2011

lalala - laleh 2011

ABOUT THIS MANUAL

Modifications:
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booki- adam or aco 2011

QUICKSTART

Modifications:

booki- adam or aco 2011

erinn - Erinn Clark 2011

puffin - Karen Reilly 2011
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HOW THE NET WORKS

Modifications:
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gravy - A RaviOli 2011
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Modifications:
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CIRCUMVENTION AND SAFETY

Modifications:

gravy - A RaviOli 2011

booki- adam or aco 2011

freerk - Freerk Ohling 2011

puffin - Karen Reilly 2011

helen - helen varley jamieson 2011
schoen - Seth Schoen 2011

INTRODUCTION

Modifications:
booki- adam or aco 2010

ABOUT THIS MANUAL

Modifications:
booki- adam or aco 2010

SIMPLE TRICKS

Modifications:

freerk - Freerk Ohling 2011

helen - helen varley jamieson 2011
scherezade - Genghis Kahn 2011
booki- adam or aco 2011

Zorrino - Zorrino Hermanos 2011
poser - Poser 2011

lalala - laleh 2011

schoen - Seth Schoen 2011

GET CREATIVE

Modifications:

freerk - Freerk Ohling 2011
DavidElwell - David Elwell 2011
scherezade - Genghis Kahn 2011
booki- adam or aco 2011

Zorrino - Zorrino Hermanos 2011
schoen - Seth Schoen 2011

WEB PROXIES

Modifications:

freerk - Freerk Ohling 2011
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lalala - laleh 2011

poser - Poser 2011
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WHAT IS CIRCUMVENTION

Modifications:
booki- adam or aco 2010

PSIPHON

Modifications:

freerk - Freerk Ohling 2011

puffin - Karen Reilly 2011

helen - helen varley jamieson 2011
poser - Poser 2011

booki- adam or aco 2011

AM | BEING CENSORED?

Modifications:
booki- adam or aco 2010

DETECTION AND ANONYMITY

213



0 http://www. bannedbook. org/ Z& F 24 i) W K i B4«

Modifications:
booki- adam or aco 2010

SABZPROXY

Modifications:

booki- adam or aco 2011

rastapopoulos - Roberto Rastapopoulos 2011
schoen - Seth Schoen 2011

helen - helen varley jamieson 2011

HOW THE NET WORKS
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SamTennyson - Samuel L. Tennyson 2011
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helen - helen varley jamieson 2011
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WHO CONTROLS THE NET

Modifications:
booki- adam or aco 2010

FILTERING TECHNIQUES
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booki- adam or aco 2010
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Modifications:

SamTennyson - Samuel L. Tennyson 2011
freerk - Freerk Ohling 2011

scherezade - Genghis Kahn 2011

schoen - Seth Schoen 2011

booki- adam or aco 2011

HTTPS EVERYWHERE

Modifications:

SamTennyson - Samuel L. Tennyson 2011
freerk - Freerk Ohling 2011
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helen - helen varley jamieson 2011

schoen - Seth Schoen 2011

SIMPLE TRICKS
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booki- adam or aco 2010

PROXY SETTINGS AND FOXYPROXY

Modifications:

SamTennyson - Samuel L. Tennyson 2011
freerk - Freerk Ohling 2011

schoen - Seth Schoen 2011

booki- adam or aco 2011

USING A WEB PROXY
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Modifications:
INTRODUCTION

Modifications:

gravy - A RaviOli 2011

freerk - Freerk Ohling 2011
erinn - Erinn Clark 2011
scherezade - Genghis Kahn 2011
booki- adam or aco 2011

poser - Poser 2011

USING PHProxy
Modifications:
FREEGATE

Modifications:

freerk - Freerk Ohling 2011

helen - helen varley jamieson 2011
rastapopoulos - Roberto Rastapopoulos 2011
schoen - Seth Schoen 2011
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USING PSIPHON
Modifications:
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Modifications:
SIMURGH

Modifications:

booki- adam or aco 2011
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freerk - Freerk Ohling 2011
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USING PSIPHON2 OPEN NODES
Modifications:
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RISKS
Modifications:
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Free manuals for free software

General Public License
Version 2, June 1991

Copyright (C) 1989, 1991 Free Software Foundation, Inc.
51 Franklin Street, Fifth Floor, Boston, MA 02110-1301, USA

Everyone is permitted to copy and distribute verbatim copies
of this license document, but changing it is not allowed.

Preamble

The licenses for most software are designed to take away your freedom to share and change it. By
contrast, the GNU General Public License is intended to guarantee your freedom to share and change
free software--to make sure the software is free for all its users. This General Public License applies
to most of the Free Software Foundation's software and to any other program whose authors
commit to using it. (Some other Free Software Foundation software is covered by the GNU Lesser
General Public License instead.) You can apply it to your programs, too.

When we speak of free software, we are referring to freedom, not price. Our General Public Licenses
are designed to make sure that you have the freedom to distribute copies of free software (and
charge for this service if you wish), that you receive source code or can get it if you want it, that you
can change the software or use pieces of it in new free programs; and that you know you can do
these things.

To protect your rights, we need to make restrictions that forbid anyone to deny you these rights or
to ask you to surrender the rights. These restrictions translate to certain responsibilities for you if you
distribute copies of the software, or if you modify it.

For example, if you distribute copies of such a program, whether gratis or for a fee, you must give the
recipients all the rights that you have. You must make sure that they, too, receive or can get the
source code. And you must show them these terms so they know their rights.

We protect your rights with two steps: (1) copyright the software, and (2) offer you this license
which gives you legal permission to copy, distribute and/or modify the software.

Also, for each author's protection and ours, we want to make certain that everyone understands that
there is no warranty for this free software. If the software is modified by someone else and passed
on, we want its recipients to know that what they have is not the original, so that any problems
introduced by others will not reflect on the original authors' reputations.

Finally, any free program is threatened constantly by software patents. We wish to avoid the danger
that redistributors of a free program will individually obtain patent licenses, in effect making the
program proprietary. To prevent this, we have made it clear that any patent must be licensed for
everyone's free use or not licensed at all.
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The precise terms and conditions for copying, distribution and modification follow.
TERMS AND CONDITIONS FOR COPYING, DISTRIBUTION AND MODIFICATION

0. This License applies to any program or other work which contains a notice placed by the
copyright holder saying it may be distributed under the terms of this General Public License. The
"Program”, below, refers to any such program or work, and a "work based on the Program" means
either the Program or any derivative work under copyright law: that is to say, a work containing the
Program or a portion of it, either verbatim or with modifications and/or translated into another
language. (Hereinafter, translation is included without limitation in the term "modification".) Each
licensee is addressed as "you".

Activities other than copying, distribution and modification are not covered by this License; they are
outside its scope. The act of running the Program is not restricted, and the output from the Program
is covered only if its contents constitute a work based on the Program (independent of having been
made by running the Program). Whether that is true depends on what the Program does.

1. You may copy and distribute verbatim copies of the Program's source code as you receive it, in any
medium, provided that you conspicuously and appropriately publish on each copy an appropriate
copyright notice and disclaimer of warranty; keep intact all the notices that refer to this License and
to the absence of any warranty; and give any other recipients of the Program a copy of this License
along with the Program.

You may charge a fee for the physical act of transferring a copy, and you may at your option offer
warranty protection in exchange for a fee.

2. You may modify your copy or copies of the Program or any portion of it, thus forming a work
based on the Program, and copy and distribute such modifications or work under the terms of Section
1 above, provided that you also meet all of these conditions:

a) You must cause the modified files to carry prominent notices stating that you changed the
files and the date of any change.

b) You must cause any work that you distribute or publish, that in whole or in part contains or is
derived from the Program or any part thereof, to be licensed as a whole at no charge to all
third parties under the terms of this License.

c) If the modified program normally reads commands interactively when run, you must cause
it, when started running for such interactive use in the most ordinary way, to print or display an
announcement including an appropriate copyright notice and a notice that there is no
warranty (or else, saying that you provide a warranty) and that users may redistribute the
program under these conditions, and telling the user how to view a copy of this License.
(Exception: if the Program itself is interactive but does not normally print such an
announcement, your work based on the Program is not required to print an announcement.)

These requirements apply to the modified work as a whole. If identifiable sections of that work are
not derived from the Program, and can be reasonably considered independent and separate works in
themselves, then this License, and its terms, do not apply to those sections when you distribute them
as separate works. But when you distribute the same sections as part of a whole which is a work
based on the Program, the distribution of the whole must be on the terms of this License, whose
permissions for other licensees extend to the entire whole, and thus to each and every part
regardless of who wrote it.

Thus, it is not the intent of this section to claim rights or contest your rights to work written entirely
by you; rather, the intent is to exercise the right to control the distribution of derivative or collective
works based on the Program.

In addition, mere aggregation of another work not based on the Program with the Program (or with
a work based on the Program) on a volume of a storage or distribution medium does not bring the
other work under the scope of this License.

3. You may copy and distribute the Program (or a work based on it, under Section 2) in object code or
executable form under the terms of Sections 1 and 2 above provided that you also do one of the
following:

a) Accompany it with the complete corresponding machine-readable source code, which must
be distributed under the terms of Sections 1 and 2 above on a medium customarily used for
software interchange; or,

b) Accompany it with a written offer, valid for at least three years, to give any third party, for a
charge no more than your cost of physically performing source distribution, a complete
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machine-readable copy of the corresponding source code, to be distributed under the terms of
Sections 1 and 2 above on a medium customarily used for software interchange; or,

c) Accompany it with the information you received as to the offer to distribute corresponding
source code. (This alternative is allowed only for noncommercial distribution and only if you
received the program in object code or executable form with such an offer, in accord with
Subsection b above.)

The source code for a work means the preferred form of the work for making modifications to it. For
an executable work, complete source code means all the source code for all modules it contains,
plus any associated interface definition files, plus the scripts used to control compilation and
installation of the executable. However, as a special exception, the source code distributed need not
include anything that is normally distributed (in either source or binary form) with the major
components (compiler, kernel, and so on) of the operating system on which the executable runs,
unless that component itself accompanies the executable.

If distribution of executable or object code is made by offering access to copy from a designated
place, then offering equivalent access to copy the source code from the same place counts as
distribution of the source code, even though third parties are not compelled to copy the source along
with the object code.

4. You may not copy, modify, sublicense, or distribute the Program except as expressly provided under
this License. Any attempt otherwise to copy, modify, sublicense or distribute the Program is void, and
will automatically terminate your rights under this License. However, parties who have received
copies, or rights, from you under this License will not have their licenses terminated so long as such
parties remain in full compliance.

5. You are not required to accept this License, since you have not signed it. However, nothing else
grants you permission to modify or distribute the Program or its derivative works. These actions are
prohibited by law if you do not accept this License. Therefore, by modifying or distributing the
Program (or any work based on the Program), you indicate your acceptance of this License to do so,
and all its terms and conditions for copying, distributing or modifying the Program or works based on
it.

6. Each time you redistribute the Program (or any work based on the Program), the recipient
automatically receives a license from the original licensor to copy, distribute or modify the Program
subject to these terms and conditions. You may not impose any further restrictions on the recipients'
exercise of the rights granted herein. You are not responsible for enforcing compliance by third
parties to this License.

7. If, as a consequence of a court judgment or allegation of patent infringement or for any other
reason (not limited to patent issues), conditions are imposed on you (whether by court order,
agreement or otherwise) that contradict the conditions of this License, they do not excuse you from
the conditions of this License. If you cannot distribute so as to satisfy simultaneously your obligations
under this License and any other pertinent obligations, then as a consequence you may not distribute
the Program at all. For example, if a patent license would not permit royalty-free redistribution of
the Program by all those who receive copies directly or indirectly through you, then the only way
you could satisfy both it and this License would be to refrain entirely from distribution of the Program.

If any portion of this section is held invalid or unenforceable under any particular circumstance, the
balance of the section is intended to apply and the section as a whole is intended to apply in other
circumstances.

It is not the purpose of this section to induce you to infringe any patents or other property right
claims or to contest validity of any such claims; this section has the sole purpose of protecting the
integrity of the free software distribution system, which is implemented by public license practices.
Many people have made generous contributions to the wide range of software distributed through
that system in reliance on consistent application of that system; it is up to the author/donor to
decide if he or she is willing to distribute software through any other system and a licensee cannot
impose that choice.

This section is intended to make thoroughly clear what is believed to be a consequence of the rest of
this License.

8. If the distribution and/or use of the Program is restricted in certain countries either by patents or by
copyrighted interfaces, the original copyright holder who places the Program under this License may
add an explicit geographical distribution limitation excluding those countries, so that distribution is
permitted only in or among countries not thus excluded. In such case, this License incorporates the
limitation as if written in the body of this License.

9. The Free Software Foundation may publish revised and/or new versions of the General Public
License from time to time. Such new versions will be similar in spirit to the present version, but may
differ in detail to address new problems or concerns.
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Each version is given a distinguishing version number. If the Program specifies a version number of
this License which applies to it and "any later version", you have the option of following the terms
and conditions either of that version or of any later version published by the Free Software
Foundation. If the Program does not specify a version number of this License, you may choose any
version ever published by the Free Software Foundation.

10. If you wish to incorporate parts of the Program into other free programs whose distribution
conditions are different, write to the author to ask for permission. For software which is copyrighted
by the Free Software Foundation, write to the Free Software Foundation; we sometimes make
exceptions for this. Our decision will be guided by the two goals of preserving the free status of all
derivatives of our free software and of promoting the sharing and reuse of software generally.

NO WARRANTY

11. BECAUSE THE PROGRAM IS LICENSED FREE OF CHARGE, THERE IS NO WARRANTY FOR THE
PROGRAM, TO THE EXTENT PERMITTED BY APPLICABLE LAW. EXCEPT WHEN OTHERWISE STATED
IN WRITING THE COPYRIGHT HOLDERS AND/OR OTHER PARTIES PROVIDE THE PROGRAM "AS |IS*
WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESSED OR IMPLIED, INCLUDING, BUT NOT
LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITYAND FITNESS FOR A PARTICULAR
PURPOSE. THE ENTIRE RISK AS TO THE QUALITY AND PERFORMANCE OF THE PROGRAM IS WITH
YOU. SHOULD THE PROGRAM PROVE DEFECTIVE, YOU ASSUME THE COST OF ALL NECESSARY
SERVICING, REPAIR OR CORRECTION.

12.IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN WRITING WILLANY
COPYRIGHT HOLDER, OR ANYOTHER PARTY WHO MAY MODIFY AND/OR REDISTRIBUTE THE
PROGRAM AS PERMITTED ABOVE, BE LIABLE TO YOU FOR DAMAGES, INCLUDING ANY GEN ERAL,
SPECIAL, INCIDENTAL OR CONSEQUENTIAL DAMAGES ARISING OUT OF THE USE OR INABILITYTO
USE THE PROGRAM (INCLUDING BUT NOT LIMITED TO LOSS OF DATA OR DATA BEING RENDERED
INACCURATE OR LOSSES SUSTAINED BY YOU OR THIRD PARTIES OR A FAILURE OF THE PROGRAM
TO OPERATE WITH ANY OTHER PROGRAMS), EVEN IF SUCH HOLDER OR OTHER PARTY HAS BEEN
ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

END OF TERMS AND CONDITIONS
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